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ABSTRACT: With the arrival of internet, various online attacks are increased and among them the foremost 

popular attack is phishing. Phishing is an effort by a private or a gaggle to urge personal tip like passwords, 
MasterCard information from unsuspecting victims for fraud, gain and other fraudulent activities. Fake 

websites which appear very almost like the first ones are being hosted to realize this. during this paper we've 

proposed a replacement approach named as “A Novel Anti-phishing framework supported visual 

cryptography “to solve the matter of phishing. Here a picture based authentication using Visual Cryptography 
is implemented. the utilization of visual cryptography is explored to preserve the privacy of a picture captcha 

by decomposing the first image captcha into two shares (known as sheets) that are stored in separate database 

servers (one with user and one with server) such the first image captcha is often revealed only both are 

simultaneously available; the individual sheet images don't reveal the identity of the first image captcha. Once 
the first image captcha is revealed to the user it is often used because the password. Using this website cross 

verifies its identity and proves that it's a real website before the top users. 
  

 

I. INTRODUCTION 

 

Phishing is an attempt by an individual or a group to thieve confidential information such as passwords, credit 

card information, etc. from unsuspecting victims for identity theft, financial gain and other fraudulent 
activities. In this paper we have proposed a new framework known as “A Novel Anti phishing framework 

based on visual cryptography” to solve the problem of phishing. Here an image based authentication scheme 

and Visual Cryptography (VC) is used. The use of visual cryptography is explored to preserve the privacy of 

image captcha by decomposing the original image captcha into two shares that are stored in separate database 
servers such that the original image captcha can be revealed only when both are simultaneously available; and 

the other phase is during the registration, when the users have to select any random images which will be 

useful for authentication of user when he tries to login later. The individual sheet images do not reveal the 

identity of the original image captcha. 
        Online transactions, nowadays have become very common and with the advent of digital payments, 

many threats and attacks have also become commonplace. Among various attacks, phishing is identified as a 

huge threat to security and new innovative ideas are arising to dupe users. So preventive mechanisms should 

be very effective. Thus the security in .These cases is very high and should not be easily tractable with 
implementation ease. 
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II. LITERATURE REVIEW 

 

Phishing is an attempt by an individual or a group to thieve confidential information such as passwords, credit 

card information, etc. from unsuspecting victims for identity theft, financial gain and other fraudulent 

activities. In this paper we have proposed a new framework known as “A Novel Anti phishing framework 

based on visual cryptography” to solve the problem of phishing. Here a picture based authentication scheme 

and Visual Cryptography (VC) is employed. The use of visual cryptography is explored to preserve the 

privacy of image captcha by decomposing the original image captcha into two shares that are stored in 

separate database servers such the first image captcha is often revealed only both are simultaneously available; 

and therefore the other phase is during the registration, when the users need to select any random images 

which can be useful for authentication of user when he tries to login later. The individual sheet images don't 

reveal the identity of the first image captcha. 

Online transactions, nowadays became quite common and with the arrival of digital payments, many threats 

and attacks have also become commonplace. Among various attacks, phishing is identified as a huge threat to 

security and new innovative ideas are arising to dupe users. So preventive mechanisms should be very 

effective. Thus the security in. These cases are very high and should not be easily tractable with 

implementation ease. 

III. CLASS DIAGRAM 

 

        Fig. Class Diagram 
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Fig. User Case Diagram 

IV. PURPOSE 

 

Today, various people utilize the distinctive applications to image data transfer. far and away most of the 

people use their images for various customers using the social application. The attack on these social 

applications can copy or hack the important data. For better usage of those applications, users are using it on 

their mobiles, tablets, etc. The protection against the hacking attacks on those web or available is plans, there 

exist distinctive data security framework for multimedia data. These present security frameworks are either 

using encryption or steganography, or the mixture of both. there's diverse securable image encryption which 

will be especially for cover against the unauthorized access. 

 

V. OBJECTIVE 

 

Here l describes the target of the specified project 

 Related work: - 

Here you describe the previous work associated with your project. 

 

 Methodology/ Planning of work: - 

In this section we describe how to unravel the matter of Methodology will include the   steps to be 

followed to realize the target of the Project during the project development. 

 

 Feasibility Study: - 

A feasibility study is an analysis that takes all of a project's relevant factors into account—including 

economic, technical, legal, and scheduling considerations—to ascertain the likelihood of completing 

the project successfully. 

 

This will describe the very initiative of software engineering i.e. feasibility study of the project that include 

the feasibility, need and significance of the project. 
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1.Economic Feasibility. 

2.Technical Feasibility. 

    3.Operational Feasibility. 

 

VI. SCOPE 

 

 

Here the first data is split into variety of shares which are sent through different communication channels from 

sender to receiver. Therefore, the intruder has less chance to urge the entire information. But still it's not so 

secured. this will be made safer by introducing a symmetric key for both encryption and decryption process. 
Using the key, the image is first encrypted then divided into variety of shares. If the intruder gets k number of 

shares s/he can't be ready to decrypt it if the key's not known to his/her. For key, a combi- nation of character 

or number are often used. 

 
 

 
  
     

VII. CONCLUSION 

 
In this project we developed a new design to control the speed of the variable.  we are going to use gps 
location for restricted areas. Honking of unnecessarily is reduced or decreases and it will peaceful 

environment, less stress for travelers. 
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