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Abstract - Secure password storage is an important feature
in systems based on password authentication, which is still the
most widely used authentication method, despite some
security flaws. In this project, we propose a password
authentication framework designed to keep passwords secure
and can be easily integrated into existing authentication
systems. In our framework, for the first time, a clear password
obtained from a client with a cryptographic hash function
(e.g., SHA-256). After that, the hashed password is changed
to the negative password. Finally, the negative password is
encrypted in the Encrypted Negative Password (abbreviated as
ENP) using a corresponding key algorithm (e.g., AES), and
finally, the encrypted password is encrypted and encrypted

using the RSA algorithm to improve password security.

Key Words: Cryptographic function, SHA Algorithm, RSA
Algorithm, OTP, ENP

1. INTRODUCTION

These days there are many online services
popping up that require a secure password and one of
the strongest and most widely used password verification
methods. It is available at low cost. And because of the
negligent behavior of users, passwords are easily broken,
which is why the password authentication system is
growing .The standard password protection systems
include passwords, salted passwords and key extensions.
In this paper, a password protection program called
Encrypted Negative Password (abbreviated as ENP) is
proposed, based on cryptographic hash and equivalent

encryption, and a password verification framework.

2. LITERATURE REVIEW

By obtaining a password online sites can offer
security and protection against hacking passwords. Passwords
in the authentication table are delivered in the form of quick
passwords. Other powerful attack tools, such as hash cat,
Rainbow Crack and John the Ripper, provide functions, such
as multiple hash algorithms, multiple attack models, multiple
operating systems, and multiple platforms, which require
much-needed secure password storage. In these cases, attacks
are often performed as opponents before calculating the check
table, where the keys are the hash values of the items in the
password list containing frequently used passwords, and the
records shown corresponding to the specific passwords in the

password list.

3. RESEARCH OBJECTIVE

1. The purpose of this paper is to increase password
security. When you make a guess attack online, there
is a limit to the number of login attempts.

2. To increase password security, online authentication
systems have begun enforcing stricter password
policies.

3. In this project we propose to design and implement
secure one-time password system (OTP) to provide a
better way to enforce a set of strict policies, finally,
the encrypted password is encrypted and the RSA

algorithm is used to improve password security.

4. PROPOSED METHODOLOGY
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Figure 1: Block Diagram of ENP

A. Registration Phase :

On the client side, a client enters his/her
username and password. At that point, the username
and plain password are transmitted to the worker
through a secure channel.If the received username
exists in the authentication data table, "The username
already exists!" is returned, which means that the
worker has rejected the registration demand, and the
registration phase is terminated; otherwise, go to
Step(C).The received password is hashed utilizing
the selected cryptographic hash function; The hashed
password is converted into a negative password
utilizing an NDB generation algorithm. The negative
password is encrypted to an ENP utilizing the
selected symmetrickey algorithm, where the key is
the hash value of the plain password. Here, as an
additional option, multiiteration encryption could be
utilized to further enhance passwords.The username
and the subsequent ENP are stored in the
authentication data table and "Registration success"
is returned, which means that the worker has

accepted the registration demand.

Authentication Phase:

On the client side, a client enters his/her
username and password. At that point, the username
and plain password are transmitted to the worker

through a secure channel. On the off chance that the

C.

D.

received username does not exist in the
authentication data table, "Incorrect username or
password!" is returned, which means that the worker
has rejected the authentication demand, and the
authentication phase is terminated otherwise, go to
Step (C), Search the authentication data table for the
ENP corresponding to the received username. The
ENP is decrypted (one or more times according to
the encryption setting in the registration phase)
utilizing the selected symmetric-key algorithm,
where the key is the hash value of the plain
password; in this way, the negative password is
obtained; If the hash value of the received password
is not the solution of the negative password then
"Incorrect username or password!" is returned, which
means that the worker has rejected the authentication
demand, and the authentication phase is terminated,
otherwise, "Authentication success" is returned,
which means that the worker has accepted the

authentication demand.

ENP-as-a-Service:

This site empowers the item proprietor to share
the arrangement we have proposed with outer
applications. The client ought to just add another
customer by entering the customer's email ID. The
site will create a customer identifier with an
extraordinary Stick and send you an email to the
customer. Customer identifier and customer PIN are
needed to be remembered for every customer
demand. Fundamentally, two APIs are revealed to an
outside customer:

1) Registration Service

2) Verification Service

RSA Algorithm:

The RSA algorithm contains the following -
The RSA algorithm is a popular adjective in a
restricted field in addition to numbers that include
key numbers. The numbers utilized in this way are

large enough to make it difficult to solve. There are
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Two sets of enters in this algorithm: private key and public

key steps to work on RSA algorithm —

1) Step 1: Generate the RSA modulus The first process starts
with the selection of two main numbers, p and g, and counts

their product N, as indicated - N=p*q

2) Step 2: Determined Number (e) Think of a number as a
found number that should be greater than 1 and less than (p-1)
and (ql). The main condition will be that there should be no
standard feature of (p-1) and (g-1) other than 1

3) Step 3: Public key The specified numbers n and e form the

key to South African society and are made public.

4) Step 4: Private Key The secret key d is calculated from
the numbers p, q and e. The mathematical relationship

between numbers is as follows —

ed=1 mod (p-1) (g-1)

How RSA Encryption Works
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Figure 2.RSA Algorithm
E. SHA Algorithm:

SHA-256 is a member of the SHA-2 cryptographic Figure 2.
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Figure 3.SHA algorithm

Hash functions designed by the NSA. SHA stands for Secure
Hash Algorithm. Cryptographic hash functions are
mathematical operations run on digital data by comparing
the computed "hash" (the output from execution of the
algorithm) to a known and expected hash value, a person
can determine the data's integrity. A one-way hash can
be generated from any piece of data, but the data cannot

be generated from the hash.
Step-by-step SHA-256:

Step 1 — Pre-Processing. Append 64 bits to the end,
where the 64 bits are a big-endian integer representing

the length...

Step 2 — Initialize Hash Values (h). Now we create 8 hash

values. ...

Step 3 — Initialize Round Constants (k). Similar to step 2,

we are creating some constants.

Step 4 — Chunk Loop. The following steps will happen for
each 512-bit “chunk” of data from our input. In our

case,...
Step 5 — Create Message Schedule (w).
Cryptographic Hash Function:

A cryptographic hash function (CHF) is a
mathematical algorithm that maps data of arbitrary size
(often called the "message") to a bit array of a fixed
size (the "hash value", "hash", or "message digest"). It is
a one-way function, that is, a function which is
practically infeasible to invert.[1] Ideally, the only way
to find a message that produces a given hash is to
attempt a brute-force search of possible inputs to see if
they produce a match, or use a rainbow table of
matched hashes. Cryptographic hash functions are a basic
tool of modern cryptography.

The ideal cryptographic hash function has the following main

properties:

1. It is deterministic, meaning that the same

message always results in the same hash
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2. It is quick to compute the hash value for any
given message

3. It is infeasible to generate a message that yields
a given hash value (i.e. to reverse the process
that generated the given hash value)

4. It is infeasible to find two different messages
with the same hash value a small change to a

hash value so

message should change the

extensively that a new hash value appears
uncorrelated with the old hash value (avalanche

effect).

Cryptographic Hash Function

L bits

[ Message or data block 1 (variable length) [ L]

-/

./

Hash value i
(fixed length)

Figure 4. Cryptographic Hash Function

5. Firebase OTP authentication:

You can use Firebase Authentication to sign in a
user by sending an SMS message to the user's phone.
The user signs in using a one-time code contained in the

SMS message.

The easiest way to add phone number sign-in to
your app is to use FirebaseUI, which includes a drop-in
sign-in widget that implements sign-in flows for phone
number sign-in, as well as password-based and federated

sign-in.

Authentication using only a phone number, while

convenient, is less secure than the other available

methods, because possession of a phone number can be

easily transferred between users. Also, on devices with
multiple user profiles, any user that can receive SMS
messages can sign in to an account using the device's
phone number. If you use phone number based sign-in in
your app, you should offer it alongside more secure
sign-in  methods, and inform wusers of the security

tradeoffs of using phone number sign-in.
Enable Phone Number sign-in for your Firebase project

To sign in users by SMS, you must first enable the

Phone Number sign-in method for your Firebase project:

1. In the Firebase console, open the Authentication
section.

2. On the Sign-in Method page, enable the Phone
Number sign-in method.

3. On the same page, if the domain that will host
your app isn't listed in the OAuth redirect

domains section, add your domain.

App Server Stores Data
in Database

®

If Phane Auth Success
then Registration Data will be sent
to App Server Via API

Firebase

Firebase Sends OTP and Completes the Auth Flow

k

User

Phone Number Authentication by
Firebase

Figure 5. Firebase Authentication

6. ENP:

Encryption Module:

Encryption function is part of the core of the
framework, before encryption the primary thing is detecting
the USB interface, we should stop the operation if there is no
USB security key. At that point, the PIN requires
authentication security key code, the wrong type will bring
about the suspension. Encryption, the framework can be
partitioned into two parts operations, as part of the security

key to complete, including the security of key internal random
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number generator to generate the session key, at that point key
in the RSA algorithm for encryption processing motor session

key:

Ek (K1 ) = Mk, and then send K1, Mk to the computer; the
second part completed by the computer, symmetric algorithm
is achieved by the code, choose 128-bit AES, encryption keys
are generated by the security key K1, EK1 (T) = MT, the final
task is connect the MT that is the encrypted documents and

the encrypted key Mk to create a new record a cipher text M.
Decryption Module:

Decryption function is part of the core of the
framework before the decryption, we should also check the
security keys and the verification PIN code, otherwise, the
operation finished. In the decryption, the key decryption of the
key should be done inside the security key , aim to guarantee
the private key never leave the security enters in order to
prevent malicious programs to steal. While the document is
encrypted on your computer to complete, so improving the
efficiency of declassified documents. Decryption process is as
follows: First, read MK from the cipher text M, MK is sent to
the security key, by the RSA algorithm processing motor
which in the USB security key to decrypt the session key K1,
DK (MK) = K1, obtained K1 will be sent to the computer, the
computer will decrypt Mp, DK1 (MT) = T, P to plain text, and

need to restore the record type of the plaintext .
Negative Password

The creation of the negative password is that the
plain password is converted into the ASCII value and
then converted into binary values of 0’s and 1’s. Then
we split the values as two bit pairs and there are 4

forms:

00->0
01->1

10->*
11->*

Fore.g.: “00101101” its denoted as “0**1”

7.

CONCLUSIONS

In this project, we have proposed a
password protection program called ENP, and
introduced an ENP-based password verification
framework. In our framework, the sections in the
authentication table are ENPs. Finally, we analyzed
and compared the seriousness of the attacks of the
hashed password, the salty password, the key
extension and the ENP. The outcomes show that the
ENP can withstand the attack of the check table and
provide strong password protection under dictionary
attacks. It is fair to say that the ENP does not require
additional substances (e.g., salt) while opposing the

invasion table.
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