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ABSTRACT –Exploit tools in hacking are used to exploit the 

vulnerable applications or servers in order to steal or halt the 

systems and brings down the core concept of security related 

with confidentiality, integrity and availability. Kali Linux is 

one of the most popular penetration testing distribution present 

on internet and we have performed different exploiting tools in 

order to analyze them.  Yersinia and router sploit are used to 

exploit routers. Yersinia can also be used for other layer 2 

attacks like DHCP, HSRP, Layer 2 MPLS VPNs, CDP, STP 

etc. Router Sploit can also be used for other embedded devices 

and CCTVs. SQLmap and ExploitDB are used for database 

related attacks. BeEF is used for browser attacks. Metasploit is 

a large framework which is used for plethora of exploits. 

Armitage is a GUI framework or front-end for metasploit. 

Analyzing these exploiting tools results that once vulnerability 

is found, then different exploiting tools can work their way in 

order to do damage to the victim machines. 
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METASPLOIT – One of the most popular and used 

penetration testing framework available mainly on Linux and 

Windows Platform, with Linux being recommended. It comes 

inbuilt within a Kali Linux machine. Metasploit comprised of 

datastore and other components like modules, where datastore 

helps the user to design the various aspects of Metasploit, on 

the other hand, modules are  independent code snippets which 

are used to get the features. Metasploit Framework (MSF) can 

launch exploits against the specific target machines and it also 

is used for post-exploitation work like uploading files on the 

target system, to run different processes, creating backdoor 

links, etc. Metasploit is a very popular exploit framework in 

exploiting real-world apps. If not used professionally, it can 

create havoc in network or target server. This framework 

mainly consists of six different modules as shown in figure 4.1 

below: 

 

Figure 1 – Metasploit Modules 

 Auxiliary – These modules need not to use payloads in 

order to run. This module contains applications and 

programs like scanners, analyzers, or SQL injection 

applications. 

 Encoders - In this module, the target application may or 

may not be resistant to the exploitation code and this 

divided it into various pieces. Encoder’s prime objective 

is to make sure that payloads reach the destination in 

single piece. 

 Exploits – These are the chunks of code that attempts to 

use the vulnerability to get the access of the target system 

or steal the data from the target system. 

 Nops – This module is used for the assembly language 

operations. Abbreviated as No Operation, it works in the 

manner, that when the processor first stacks the 

instruction, it usually does nothing for the first cycle and 

then after that it advances the register to very next 

instruction. 

 Payloads – When we use exploit on a vulnerable 

machine, a payload is mainly integrated with the exploit 

before it starts and exploitation process against the 

vulnerable machine or application. Payload is the code or 

instructions that has to be followed after the system has 

been compromised. 

 Post – This module allows the hacker to penetration tester 

to fetch the data from the victim machine that also 

includes values like hashes, tokens, passwords etc. 

Exploit VSFTPD Server using Metasploit 

We have used VSFTPD Server for exploiting the 

vulnerability, VSFTPD is a secure FTP. Firstly we opened the 

msf console as shown in the figure below: 

 

Figure 2 – Starting MSF console 

Then we searched for the vsftpd as shown below in figure 4.3: 
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Figure 3 – Searching VSFTPD in msf 

The above command helps in getting the location of the 

vulnerability. Now, we can perform exploit on the target 

application. For that we need to use the location address for 

the exploit. 

 

Figure 4 – Using the location for the exploit 

We can check more information needed to start the 

exploitation process, for that we use show options command, 

that brings the output shown in figure 4.5 to display: 

 

Figure 5 – Checking the options for VSFTPD exploit attack 

Above figure has only a single option missing and that is the 

IP address, which we can check by using the ifconfig 

command. Using ifconfig, we shall get to know the IP address 

of the machine. Next, we will add the IP address to the 

RHOST as shown in below figure: 

 

Figure 6 – Setting RHOST an IP Address 

Now after we have assigned the IP address to the RHOST, we 

next need to run the exploit and once the exploit is completed 

we can hover through the VSFTPD server without any 

restrictions and can download the classified data or delete that 

from the server. 

 

Figure 7 – Running the exploit in Metasploit.  

SQL Map: SQLmap is one of the most popular tools of Kali 

Linux. It is open sourced penetration tool which can automate 

the process of detection of attacks and exploits SQL injection 

issues. It offers support to various databases including 

MySQL, Oracle, PostgreSQL, Microsoft SQL server, SAP 

MaxDB, and many more. Apart from this, it offers support to 

six techniques of SQL injections i.e. Boolean-based, time-

based blind, error-based, Union query based, out-of-band and 

stacked query based. In order to find out the database security 

loopholes, there are plenty of methods for the same; however, 

most common tool for this is SQLiv or SQL injection 

Vulnerability Scanner. 

 

Step 1: Installation of SQLiv on Kali Linux 

 

Figure 8 – Installing SQLiv in Kali 

To initialize the SQLiv tool: 

 

Figure 9 – SQLiv Command 

Step 2: To find the vulnerabilities of SQL injections, Google 

Dorking method has been used to find the loopholes in the 

target machine. 

 

 

By default, SQLiv crawls the first page of the Google search 

engine that contains approximately 10 websites per page. 

Hence, -p100 to crawl 10 pages i.e. 100 sites. Save the results 

of the scan for further computation. 

Step 3: SQL injection with SQLMap. The target machine is 

ready to get SQL injection after one matching record found. In 

the database, there are tables and columns that holds the 

records of the users. The target URL of the victim is 

:  http://www.acfurniture.com/item.php?id=25 

Step 4: Listing database name: 
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Figure 10 – Listing database  

Step 5: Enumerating the name of the Tables: 

 

 

Figure 11 – Listing tables under database 

After conducting the successful SQL Injection, it can be 

clearly seen that the acfurniture.com contains two databases – 

acfurniture and information_schema. In the first database, 

there are four tables including category, product, 

product_hacked, and settings. 

So far, we can conclude that the arrangement of data is, the 

site acfurniture.com has two databases, acfurniture and 

information_schema. The database named acfurniture 

contains four tables: category, product, product_hacked, 

and settings. There is no compromised table name, but, let’s 

investigate more. Let see what is inside settings table. Inside 

the table is actually there are columns, and the data. 

Step 6: Enumerating the column of the table: 

 

 

Figure 12 – Listing Columns 

Step 7: For data dump 

sqlmap -u"http://www.acfurniture.com/item.php?id=25"-D 

acfurniture -T settings -C username,password –dump 

 

For complete data use: 

 

sqlmap -u"http://www.acfurniture.com/item.php?id=25"-D 

acfurniture -T settings –dump 

 

 
Figure 13 – Fetching Username and Password using SQLMap 

 

Email : jackie@jackoarts.com 

Username : Handsome 

Password : 9HPKO2NKrHbGmywzIzxUi 

 

We have successfully found all the results from the database 

using the SQL injection technique. Furthermore, there is need 

to check whether the given password is encrypted or not. 

 

YERSINIA - Yersinia is a powerful network tool particularly 

designed to gain access inside the network protocol. This tool 

acts as a network framework to examine and test the different 

networks as well as machines. IT contains exploitation 

capabilities for conducting layer-2 attacks. Consequently, it is 

quite helpful for the pen testers to investigate the 

vulnerabilities in the layer-2 architecture. While working with 

yersinia, it conducts attacks on layer-2 switches, DHCP 

servers amd Spanning Tree Protocols. Apart from this, it 

works with protocols, such as Cisco Discovery Protocol, 

Dynamic Trunking Protocol or DTP, VTP or VLAN Trunking 

Protocol and many others. 

For the experiment purpose, we have conducted the DHCP 

server along with spoofed MAC address. By doing so, DHCP 

server will allocate different IP addresses to machines and 

floods the DHCP pool. After that, new client machine looking 

for assigning new IP will not be able to get IP from the server. 

This process is called DHCP salvation. For testing, we have 

network range of 192.168.2.0/24 

Step 1: Initializing the Yersinia
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Figure 14 – Starting Yersinia 

 

Step 2: Enter ‘h’ for help command. After this, change the 

interface to eth0. 

 

 
Figure 15 – Yersinia Help Command 

 

Step 3: For editing, enter ‘i’ 
 

 
Figure 16 – Editing Yersinia 

 

Step 4: Choose the DHCP mode with F2 key. 

 

 
Figure 17 – Selecting DHCP Attack with Yersinia 

 

Step 5: Initializing the attack by entering the ‘x’ keyword and 

choose the sub-attack. 

 

 
Figure 18 – Starting DHCP Attack 

 

Press 1 for DHCP discover attack 

 
Figure 19 – DHCP Attack in Progress 

 

With the help of Wireshark tool, we can analyze the DHCP 

discover packets sent by the attacker machine. 

 

 
Figure 20 – Analyzing DHCP Packets with Wireshark 

 

Wait for a while and then try to connect with the new client 

inside the network. 
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Figure 21 – New Client trying to connect with DHCP Server 

 

There are no such default IP, which means the DHCP pool has 

been filled up and there is no IP address is available. Such 

kind of a problem was persistent with older versions of routers 

and switches, but it has been rectifying with Access Control 

Lists, Port security and so on. 

 

Armitage: Armitage is a wonderful tool which is based on 

Java GUI. It offers feature of Metasploit Framework. Its 

graphical interface provides ease and efficiency to penetration 

testers. This tool has mainly three-parts: Targets, Console, and 

Modules. Targets are those machine that we discover, and 

Console provides the view to the folders or directories. 

Finally, Module contains the list of vulnerabilities. 

Step 1: To run the Armitage, type ‘Armitage’ and 

press enter. 

 

Figure 22 – Armitage Login Console 

 

Figure 23 – Starting Metasploit in integration with 

Metasploit 

 

Figure 24 – Connecting with Metasploit 

 

After the initialization process ends, the GUI window 

of Armitage tool will open 

 

Figure 25 – Armitage Dashboard and MSF Console 

Step 2: Select the target for attack. 
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Figure 26 – Adding Target Host 

Step 3: we can add single or multiple hosts IP 

addresses. 

 

Figure 27 – Target added 

Step 4: Next, scan the target to open ports, operating 

system or services. 

 

Figure 28 – Target Host Scanned 

After the process completion, it states “scan completed in 

32.319seconds” 

 

 

Figure 29 – Scan Completion 

Step 5: Next, click on the ‘Attack’ menu bar and 

choose ‘Find Attacks’ option. 

 

 

Figure 30 – Finding Attacks with Attack Analysis 

After the analysis phase over, it looks like this 

 

Figure 31 – Attack Analysis Complete 

Step 6: Further to this, Hail Mary attack may be 

initiated as it is not lethal, but it is quite effective in 

attacking the target machines. 

 

Figure 32 –Hail Mary attack initiated 

If we manage to get successful trial, the screen will 

look like: 

http://www.ijsrem.com/
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Figure 33 – Attack Successful  

Step 7: Finally, we can take advantage of the 

machine while taking screenshots, log keystrokes of 

the user, and dump the hashes with the help of victim 

machine. 

 

Figure 34 – Using Meterpreter to log screenshots  

Exploit-DB: Exploit-DB is quite common tool of 

Kali Linux distribution. It offers variety of exploits, 

shellcodes along with security whitepapers. It is quite 

easy to locate the latest exploits related to web 

application, remote exploits and many more. 

Step 1: we can start the Exploit-DB from the default 

browser of Kali Linux. In the browser of the Kali 

Linux, there is a shortcut which is quite helpful for 

pen-testers. 

 

 

Figure 35 – Starting ExploitDB 

After clicking on the Link, New window will pop-out. 

 

Figure 36 – ExploitDB Window 

Step 2: In the top-hand side, there is ‘Search’ option, where 

we can search different exploits from its huge database. 

 

 

Figure 37 – Searching Exploits 

Here, we will search Windows exploits that are available. In 

order to search, we can fill out the given details mentioned 

above. The output will look like the following: 

 

 

Figure 38 – Exploits Found 

http://www.ijsrem.com/


          International Journal of Scientific Research in Engineering and Management (IJSREM) 

           Volume: 04 Issue: 11 | Nov -2020                                                                                     ISSN: 2582-3930                                                 

 

© 2020, IJSREM      | www.ijsrem.com Page 8 

 

Step 3: Opening the exploitation. Select one of the given lists 

for exploitation. 

 

Figure 39 – Opening Target for exploitation process 

The given exploit works fine with the Internet Explorer 

browser. 

Step 4: Using the Searchsploit method. Kali Linux has come 

up with default tool which can be accessed through 

Applications -> Kali Linux -> Exploitation Tools -> Exploit 

Database and then click on searchsploit option; 

 

Figure 40 – Opening ExploitDB in Kali 

After this, terminal window will be opened. 

 

Figure 41 – ExploitDB Terminal Window 

Step 5: Searching for the exploits in the database of 

Searchsploit. The pre-installed Exploit database works 

incredibly fast as it is stored locally and can be accessible very 

effectively; however, there might be requirement to update its 

database frequently for latest exploits. 

 

Figure 42 – Exploiting Target 

CONCLUSION AND FUTURE SCOPE 

Kali Linux is one of the most popular penetration testing tool 

suites and is used by penetration testers and hackers 

worldwide. Exploit is used to get benefits of the vulnerabilities 

found in network, system or applications. Using exploits, 

hacker can get inside the network, make changes and damage 

the application or system. Kali Linux offers large number of 

exploitation tools like Metasploit, Yersinia, Armitage, BeEF, 

SQLmap, Maltego, Router Sploit etc. All these tools are used 

to exploit different entities like Routers, Applications, 

databases, servers etc. Kali Linux brings plethora of security 

testing and exploitation tools in its repository and they are 

categorized in a manner in which we can easily find tools for 

specific operations. Metasploit is one of the most used 

framework for security testing and exploitation along with 

ExploitDB, which brings vulnerable code available in easy 

way. The exploitation tools in Kali Linux comes with a 

manual and have a large online support system which makes 

them easy to use and learn. 
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