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Abstract  

 In IoT, things process and exchange data without 

human intercession. Therefore,   this full autonomy, 

these entities need to recognize and authenticate 

each other as well as to ensure the integrity of their 

exchanged data. Otherwise, they will be the target 

of malicious users and malevolent use. 

Decentralized Blockchian system with various 

implemetedplatforms  which ensures a robust 

identification and authentication of devices. And  

protects the data integrity and availability. 

 

Keyword: Blockchain, Decentralized network, 

Distributed network, Permissionless. 

 

INTRODUCTION 

Blockchains are immutable digital ledger systems 

implemented in a distributed fashion (i.e. without a 

central repository) and usually without a central  

authority. [1]  

 

 

 

Figure1:  Types of Networks 

 

Centralized network — In case of a centralized 
network, we have a central network owner. The 

central network owner is a single point of contact 

for information sharing. The biggest issue with a 

centralized network is with a single central owner it 

also becomes a single point of failure. Further, with 

a single copy stored with the owner, every instance 

of access to the resource leads to an access issue 

with time. 

 

Decentralized network — As for the decentralized 
network, the we have multiple central owners that 

have the copy of the resources. This eliminates the 

biggest problem of single point of failure with 

centralized network. With multiple owners, if a 

particular central node fails, the information can 

still be accessed from the other nodes. Further, with 

multiple owners the speed of access to the 

information is also reduced. 

 

Distributed network — The distributed network is 
the decentralized network taken to the extreme. It 

avoids the centralization completely. The main idea 

for the distributed network lies in the concept that 

everyone gets access, and everyone gets equal 

access. 

 

Background Theory 

 

Types of Blockchain [2] 

1. Permissionless (Public)    2.  Permissioned 

(Private) 
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Bitcoin 

 Bitcoin is a cryptocurrency and a digital 

payment system, based on a public 

Blockchain. Each block of the Bitcoin 

Blockchain contains a strong hash of its 

transactions called merkle root stored in 

the header.  Bitcoin uses PoW mechanism 

for block validation. 

 

Ethereum 

Ethereum is a public Blockchain that 

provides a cryptocurrency called Ether. 

Smart contracts are executed by 

participating nodes using an operating 

system known as Ethereum  

 

Virtual Machine (EVM) 

The block size is shorter than in Bitcoin and 

the validation time, takes only 14 s 

compared to Bitcoin which takes 10 min. 

Ethereum uses The Ethereum Greedy 

Heaviest Observed Subtree (GHOST) 

protocol for consensus and miners reward 

For blocks’ validation, Ethereum uses a 

PoW mechanism called Ethash. 

 

Hyperledger Fabric 

Hyperledger Fabric is an open-source permissioned 

Blockchain created by the Linux 

Foundation,more specifically by IBM. 

Does not provide a cryptocurrency. 

  Hyper-ledger uses the Practical Byzantine 

Fault Tolerant (PBFT) as a con-sensus mechanism. 

 

 

OPEN ISSUES ABOUT BLOCKCHAIN 

INTEGRATION WITH IOT  

 

 

 
 

 

Figure: 2 Open Research Direction in 
Decentralizing the IoT through Blockchains. [8] 

 
 
 

BLOCKCHAIN CHALLENGES 

 
 Blockchain scalability 

 Privacy in permissionless Blockchain 

 IoT edge device constraints 

 Security standards for smart contracts 
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CONCLUSION  

Blockchains achieve immutable and secure records 

through distributed consensus algorithms. Therefore, 

Blockchains provide a “trustless" environment for 

record keeping, where no trust is required to be 

placed on any individual centralized entity. 

 

Blockchains (with Ethereum/Hyperledger) are 

hailed as the potential solution to decentralizing the 

IoT. 
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