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Abstract -Computer Forensics is rapidly becoming more and 
more important due to growth of internet and different 
technologies related with it like Internet of Things (IoT) and 
Artificial Intelligence (AI). This paper evaluates the different 
forensic tools available in Kali Linux. Different tools uses 
different techniques and are used for various purposes. Kali 
Linux can be run in the forensic mode where it is mainly run 
for forensic related work. There are both open-source and 
proprietary forensic tools in the kali linux and selection of 
tools is mainly done on the basis of requirements. Forensic 
Tools results and configurations related with the tools are 
included in this paper. 
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INTRODUCTION 

Computer Forensics is an emerging field which is dynamic in 
nature and it keeps on changing as the device types and their 
software changed[1]. Digitization is ruling this technological 
world and individuals and companies are moving their data to 
the cloud. Technologies like IoT and AI are ruling the market 
and devices are communicating directly with the devices. 
Machine to Machine (M2M) communications are rising with 
IoT. Courts worldwide are seeing digital evidence as reliable 
these days. Every country has its own guidelines on digital 
data as evidence. In one of the famous cases related with 
Michael Jackson, his doctor was found responsible for the 
death of singer on the basis of digital evidence that was found 
of doctor’s computer[17]. With the advancement in 
technologies and internet, we are seeing a big role of computer 
forensics in this computing era. There are five standard phases 
of forensics as given below: 

 Policy Development 

 Assessment 

 Acquisition 

 Examination 

 Reporting 

FORENSIC TOOLS 

Tool: Binwalk 

Binwalk tool offers features to locate the binary image in 
documents and provide viable code options. Basically, it 
enables users to locate the code as well as the files in images. 
It uses libmagic library to perform actions. 

Step 1: For listing all the options of Binwalk 

 

Figure 4.1 – Binwalk Options 

Step 2: For scanning the firmware for files and systems 

 

Figure 4.2 – Scanning firmware, files or other options 

In order to check the difference between multiple files, we can 
use command in following figure: 

 

Figure 4.3 – Comparing two different files 

Step 3: For extracting the file types of firmware image, we use 
-e or -extract and for recursive file scanning, use –M. 

Step 4: To capture the log files,we can use the command as 
shown in figure below: 

 

Figure 4.4 – Capturing Logs in binwalk 
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The Entropy Evaluation is useful in searching certain sections 
of firmware image. It can be done using –E flag as shown in 
figure below: 

 

Figure 4.5 – Entropy Evaluation in Binwalk 

Binwalk tool is considered as typical tool for the analysis of 
forensics. Also, it can be combined with other tools for better 
performance. 

Tool: Bulk-Extractor 

In the modern digital era, it becomes essential to find the 
sensitive data for digital evidences. For this Bulk-Extractor 
tool is quite useful. It fetches the data, such as email-address, 
credit card number, URL information, disk info, directory and 
so on. This tool comes with pre-installed packages in Kali 
Linux distribution. 
 

Step 1: To start the Bulk-extractor along with options 
available. 

 

Figure 4.6 - Starting Bulk-Extractor 

Step 2: The aforementioned options can be used to fetch the 
data from disk, drive or directories. Apart from this, -e flag 
can be used for scanning. There are certain scanners which 
remain disabled by default. In order to do default scanning, 
use this command 

 

Figure 4.7 - Default Scanning on Storage Device 

Step 3: The -o flag represents the name of the output directory. 

 

Figure 4.8 - Scanning PenDrive Image 

Step 4: The whole scanning process may take a while as it 
depends on the enabled scanners as well as the size of the disk 
drive. For fast execution, unwanted scanners can be disabled. 
Further, scan the Pen Drive without creating any disk. For this, 
after plugging the drive into the system, we need to check the 
partitioning of the drive with the following command: 

 

Figure 4.9 - Checking Storage Partitions 

Step 5 : /dev/sdb is the drive that is attached to the machine. 
Let’s see how to use wordlist scanner. It will start generating 
the wordlist from the portable drive’s document. 

Step 6: Final Output of the scanner 

 

Figure 4.10 - Final Output of Bulk Extractor 

Tool :Dumpzilla 

http://www.ijsrem.com/
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Dumpzilla is a powerful browser forensic tool based on 
command line. It works with all the major operating systems, 
including Windows, Mac, and Linux. It is already installed in 
Kali Linux operating system. The code of the Dumpzilla has 
been writtern in Python3 programming language. It offers to 
extract the information browsers, such as Firefox, Seamonkey 
and so on. Apart from this, Dumpzilla can extract the 
information from browser’s cookies, DOM, history, web 
forms, browser passwords, SSL certificated and many more. 

Step 1 : To start the Dumpzilla tool, open the Kali terminal 
and enter the following command. 

 

Figure 4.11 - Starting Dumpzilla 

In Mozilla Firefox browser, the data is saved in profiles; 
therefore, in order to fetch the data for forensic analysis, 
dumpzilla is helpful. However, there is a necessity to get the 
default path of the profile. For different operating systems, the 
paths are different. 

For Windows: 

C:\Documents and Settings\xx\Application 
Data\Mozilla\Firefox\Profiles\xxxx.default 

For Mac Operating System: 

/users/$USER/.mozilla/firefox/xxxx.default 

For Linux : 

/home/$USER/.mozilla/firefox/xxxx.default 
Step 2: use the following command to add the path in Kali 
Linux environment. 

 

Figure 4.12 - Adding path in Kali Linux environment 

Step 3: To run the Dumpzilla with default profile. 

 

Figure 4.13 - Running Dumpzilla using the default profile 

Step 4:  For extraction of the whole data from text file. 

 

Figure 4.14 - Extraction of data using the text file in 
Dumpzilla 

Step 5: After the extraction of data from Mozilla Firefox, the 
final outcome will look like this. 

 

Figure 4.15 - Final output in Firefox  

Tool :Peepdf 

Peeppdf is quite useful tool to investigate the pdf file that 
might be infected with virus and malwares or payload. It is 
python written command line tool which examine the pdf file 
for any kind of discrepancy. Some of the primary features of 
this tool are: decoding, string analysis, physical structure 
analysis, metadata, shellcode, hash checking and so on. 

http://www.ijsrem.com/
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Step 1: To run the Peepdf, run the following command. For 
referencing purposes, we are using test.pdf and test2.pdf files, 
in which one has malicious content and another has no 
malicious content. 

 

Figure 4.16- Running PeepPDF 

Step 2: To check the file hashing, we will enter command: 

 

Figure 4.17 – Checking File Hash with PeepPDF 

After this, we will get to know about the CVE and other 
relevant information. 

Step 3: We will check the non-infected file using the similar 
way. 

 

Figure 4.18 – Check File Hash of Non-Infected File 

It is evident that there is no malicious content discovered by 
peepdf tool; hence, this tool is effective in checking the 
infectious content in files. 

Tool: Xplico 

Xplico is used to fetch packets from the internet and analyze 
the application data under them. An example for Xplico is 
using a pcap file Xplico can get the HTTP content, FTP, 
TFTP, DNS, SIP, EMAIL protocols like SMTP, POP3 or 
IMAP etc. application layer protocols. It is an open-source 
Network Forensic Analysis Tools. Kali Linux has Xplico pre-
installed and is popular among forensic testers. One can login 
into the Kali Linux Xplico by using the credentials given 
below: 

 Username – xplico 

 Password – xplico 
 

Steps to use Xplico 

 

 Packets can be captured by using tools like Wireshark and 
then the saved pcap file is imported into the Xplico to 
analyze. 

 Packet Capture file i.e. pcap can be then used to 
investigate the application layer data. 

 Data can be of any type like: 
o HTTP 
o SMTP, POP3 
o Facebook, Hangout etc. chats. 
o VoIP Traffic 

To start the process, we firstly create a new case: 

 
Figure 4.19 - Xplico New Case  
 
After creating the case and adding the name of the case, we 
need to click on the case name to create a new session as 
shown below: 

 
Figure 4.20 - Creating Session in Xplico 
 
Once the case and session details are added,      we enters into 
the Xplico interface dashboard that shows different categories 
of artifacts. We then upload the saved pcap file that we have 
captured from the tools like Wireshark as shown below: 

http://www.ijsrem.com/
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Figure 4.21 - Uploading the pcap file 
The process related with decoding depends on the size of the 
pcap file and the type of data in the file which can be of single 
type or multiple types. When completed, the status field 
displays the Decoding completed message. Then we can use 
the Xplico Interface to shown the analysis on the basis of 
different protocols as shown in the figure below: 

 
Figure 4.22 - Different protocol analysis in Xplico 
Then to show the contents of the files, we can directly open 
the files which are saved on the location or there is option to 
use the cat command to display the contents on the terminal by 
using command: cat /root/Documents/undecode.txt 
There is also a dig sub-menu which displays various image 
artifacts like .gif, .png or .jpg formats, it also reveal the dates 
on these are viewed by using the HTTP connection.  
If we click on the graph menu, then it shows the information 
related with the domain that consists of hostname, CName, 
Ipbinded with the host machine, and an xml files related with 
every entry.  
Image Search option shows all the images. Images can also be 
viewed using the left web-menu and then by clicking on the 
images sub-menu.  
Therefore Xplico is mainly used to analyze the pcap files 
fetched from tools like wireshark in better and organized 
manner. It segregates the application layer protocols and 
displays the content in an organized manner.  
 
Tool – Foremost 

Foremost is one of the most popular forensic tool which is use 
to recover the deleted files or lost files on the basis of their 
headers. Data can also be recovered on the basis of footers or 
data structures. It is used to fetch data from the hard drives, 
flash drives etc. This tool is mainly used to recover data files 
like images, documents, vides, installer files like msi or exe 
etc. This tool plays critical roles in order to recover any form 
of data from the criminal or target’s storage device. 
This tool works on the command line basis, where we can 
access it using the command line or terminal using the 
following command: 
#apt install foremost 

To check the commands and attributes related with the 
foremost, we can use the help command of the foremost, 
which is stated below: 
#foremost –h 
Screenshot of foremost help is shown below: 

 
Figure 4.23 - Foremost help command 
Using options listed above, we can recover the files from the 
storage devices and we have connected a pen drive with the 
data shown below in the figure: 

 
Figure 4.24 - Pen drive with original data 
There are three image files, one pdf and mp4 file. We will 
delete these files as shown in the next figure. Files will be 
moved to trash and we will empty the trash directory. 

 
Figure 4.25 - Empty the contents of trash folder 
Now as files are permanently deleted. We will recover the data 
which was permanently deleted from our storage device and to 
recover the data, we need to know the storage path of the 

http://www.ijsrem.com/
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device and open that in the terminal as shown in the below 
figure of fdisk –l output: 

 
Figure 4.26 - fdisk –l 
Drive location is /dev/sdb and the partition drive is sdb1. We 
can use sdb1 partition and use this in our recovery command 
shown below: 

 
Figure 4.27 - Recovering files using foremost 
Above command uses –t attribute or flag which we have used, 
otherwise foremost will look for all file formats and recover 
all file types. Flag –v is used for verbose mode and that 
dispays the running process related with the command we 
have used. Flag –q is used for quick mode and –I flag is used 
to enter the input storage device path, which in our case is 
/dev/sdb1. Flag –o shows the output directory where we want 
to have our recovered files. The recovery process takes time as 
it first scans the whole disk and then starts the recovery of 
files. In case the deleted files were overwritten by other files, 
then we may face problems in recovering the original files. As 
we have entered the command to recover the files, below 
figure shows that the files are successfully recovered: 

 
Figure 4.28 - Recovered Files 

Conclusion and Future Scope 

Computer Forensics is getting more and more important with 
technological advancements and increasing number of attacks 
on devices which can be on-premises or on cloud. Kali Linux 
has a pre-built package for popular computer forensics tools 
which can be used to protect the devices and digital data by 
providing confidentiality, integrity and authentication checks 
or testing. There are open source and proprietary forensic tools 
in Kali Linux. These forensic tools have the ability to perform 
forensic tasks like assessment, inspection, reporting etc. Kali 
Linux can be used in Forensic Mode which brings meagre 
changes as compared to the normal Kali Linux installation. 
One of the biggest advantage of using Kali Linux is that all the 
tools are pre-loaded and we can easily enhance the package by 
adding more tools and updating the existing packages as per 
requirement. We have done experimentation or evaluation on 
tools like Binwalk, Bulk-Extractor, Xplico, peepPDF, 
foremost etc. We found that open-source forensic tools in Kali 
Linux can be used in forensic research and they work without 
any flaws and able to perform forensic analysis and secure the 
systems and application accordingly. In future, we want to 
create a framework built using multiple open-source tools and 
scripts do perform forensic analysis on a single click of a 
mouse that will make forensic analysis much easier than 
before.  
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