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Abstract - In the realm of Internet of Things (IoT) when we 

have all the innovations to change our life, it's a good thought 

to build up a new framework which can be controlled and 

observed from anyplace. There are numerous kinds of good 

security frameworks and cameras out there for home security 

however they are a lot of costly so today we will fabricate a 

minimal effort straightforward Raspberry Pi based Intruder 

Security Alert System, which alert you through an alert email 

with two image of Intruder as well as sending text SMS on 

users mobile phone by using Twilio messaging services, 

ringing a siren and switch on the light when it recognizes any 

movement in particular restricted area. In this IOT based 

Project, we will fabricate a bank locker Security System 

utilizing PIR Sensor and PI Camera. This framework will 

distinguish the nearness of Intruder and rapidly alert the client 
by sending him an alarm mail as well as text SMS on mobile 

phone. This mail will likewise contain the two Pictures of the 

Intruder, caught by Pi camera. Raspberry Pi is utilized to 

control the entire framework. This framework can be 

introduced at the principle entryway of bank locker room and 

user can screen it from anyplace on the planet utilizing your 

Email over web.  
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1. INTRODUCTION  
 

The need to develop a cost effective surveillance system 

through innovative technology immensely influenced the 

development of this project. This project will design and 

implement a security system based on Raspberry Pi 

microcomputer. The system should be able to detect motion 

(intruder), activate a camera to take frames of video after 

motion is sensed and then send an alert to the facility owner 

through electronic mail plus an image attachment. 

This project is focused on developing a surveillance system 

that detects motion and to respond speedily by capturing an 

image and relaying it to an administrator device through the 

internet platform. The system will require Raspberry Pi 
module, motion detection sensor, and camera and internet 

connection. It will come up with an implementation of a 

surveillance system which presents the idea of monitoring a 

particular place in remote areas. The system can be monitored 

by the user form anywhere in the world. However, this project 

will not attempt to design the motion detection device, camera 
or the Raspberry PI. It will therefore use these systems 

together with a suitable program script to accomplish a real 

time surveillance system as desired. 

This is an Intelligent Monitoring framework. A clever 

observing framework is an application which is created from 

the Banks secret locker rooms security perspective. The 

fundamental target of this task is to build up a framework that 

screens the territory where it is executed. This framework is 

pertinent in the zone where nobody is passable to enter, 

additionally in zone where we have to recognize the 

wrongdoing movement. In this framework raspberry pi 

camera is utilized and alongside that various PIR sensors have 

been utilized. The camera is utilized to get the live pictures of 

wrongdoing occurring. The caught pictures are put away 

specifically organizer in raspberry-pi. The pictures will be 

then useful to deal with. As soon as sensors recognize 

movement, security system will first switch on the siren as 

well as rooms lights and caught pictures are sent to bank 

authorities through Email as an attached through Gmail as 

well as system will sending text SMS to mobile phone of bank 

authorities through Twilio-IOT services. So that the owner 

(user) will get mindful of wrongdoing occurring and will get 

ongoing picture of that. Through this framework proprietor 
can get ongoing picture of region whenever various way.  

 

1.2. LITERATURE REVIEW 

 
In the present day, researchers and developers have come up 

with a wide range of surveillance systems that are used for 
remote monitoring, alerting as well as controlling tasks 

through affordable and easy to implement hardware systems. 

Some have so far been realized while others still remain a 

proposition.  

An embedded home surveillance system which assesses the 

implementation of a cost effective alerting system based on 

small motion detection was presented by Padmashree A. 

Shake and Sumedha S. Borde. They worked on implementing 

cheap in price, low power consumption; well utilize resources 

and efficient surveillance system using a set of various 

sensors. Their system helps to monitor the household 

activities in real time from anywhere and based on 

microcontroller which is considered nowadays as a limited 

resource and an open source solution compared to SBC[3]. 

D. Jeevan and worked on designing of a networked video 

capture system using Raspberry Pi. The proposed system 
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works on capturing video and distributing with networked 

systems besides alerting the administration person via SMS 

alarm as required by the client. Their system was designed to 

work in a real-time situations and based on Raspberry Pi SBC. 

Contrasting to other embedded systems their real-time 

application offers client video monitor with the help of 

alerting module and SBC platform [4]. 

Sneha Singhd and his team described IP Camera Video 
Surveillance system using Raspberry Pi technology. The 

Researchers aimed at developing a system which captures real 

time images and displays them in the browser using TCP/IP. 

The algorithm for face detection is being implemented on 

Raspberry Pi, which enables live video streaming along with 

detection of human faces. The research did not include any of 

surveillance reactions [5]. 

Mahima F. Chauhan and Gharge Anuradha offered to design 

and develop a real time video surveillance system based on 

embedded web server Raspberry PI B+ Board. Their system 

has low cost, good openness and portability and is easy to 

maintain and upgrade. Thus this application system provides 

better security solutions. This system can be used to effect  

security in banking halls, industry, environment and in 

military arts[6]. 

Jadhav G. J evaluates in 2014the use of various sensors, 

wireless module, microcontroller unit and finger print module 

to formulate and implement a cost effective surveillance 

system. He and his team adopted an ARM core as a basis 

processor of the system. PIR sensor is used to detect motion in 

the vision area, while vibrating sensor is used to sense any 

vibration events such as sound of breaking. The intruder 

detection technique is proposed by using the PIR sensor that 
detect motion and trigger a system of alerting and sending 

short message service through GSM module for a specified 

phone number. Their work can be featured by adopting 

numerous diverse kinds of demanding database and thus it 

will be more secure and difficult to hack [7]. 

Uday Kumar worked on implementation of a low cost 

wireless remote surveillance system using Raspberry Pi. 

Conventional wireless CCTV cameras are widely used in 

surveillance systems at a low cost. He and his team 

implemented a low cost and secure surveillance system using 

a camera with Raspberry Pi and the images acquired have to 

be transferred to the drop box using a 3G internet dongle. This 

was successfully implemented using Raspberry Pi and 3G 

dongle [9] 

 

2. PROPOSED SYSTEM 

 

We propose a Secret bank locker room security framework 

dependent on Internet of Things (IoT) with extra ability to 

recognize the unknown intruder in bank locker room. The 

framework is actualized on Raspberry Pi-3, since it can 

process caught picture with low power and high preparing 

rate. Raspberry Pi-3 furnished with all important gadgets 

segments (PIR sensor, Pi-Camera, Buzzer, Speaker and 

Receiver) required for bank locker room security. 

By using this architecture we talk about design of the secrete 
bank locker room security framework approach as appeared in 

above figure. In the design of bank locker room security, a 

PIR sensor is utilized to distinguish the nearness of any 

interloper individual and it additionally works in obscurity. A 

Pi Camera is utilized to catch the picture of gatecrasher when 

the nearness it identified. 

 It works into two modes. In the main mode, at 

whatever point any individual movement is recognized system 

will switched on rooms Light and Sound a Siren then in 

second mode system will capture two images of present 

situation in locker room and send to users Gmail account as 

well as Text SMS alert will sent to users mobile phone, at that 
point framework will catch a picture and spare it into database 

on 32GB Micro SD-card. Raspberry Pi forms the picture to 

discover the intruder with assistance of Python and pi camera 

at that point it is intruder will catch in 20 feet area of PIR 

sensor, at that time framework will alert through email 

warning to the client and enrolled individuals by sending 

caught picture of that individual as connection. 

 

 

 
                       Fig -1: Block Diagram  

 

2.1 Raspberry Pi 3 B Plus Module: 

Raspberry Pi board is a miniature marvel, packing 

considerable computing power into a footprint no larger than a 

credit card. The processor at the heart of the Raspberry Pi 

system is a Broadcom BCM2835 system-on-chip (SoC) 

multimedia processor. This means that the vast majority of the 

system’s components, including its central and graphics 

processing units along with the audio and communications 

hardware, are built onto that single component hidden beneath 

the 512 MB memory chip at the centre of the board. It’s not 

just this SoC design that makes the BCM2835 different to the 

processor found in your desktop or laptop, however. It also 

uses a different instruction set architecture (ISA), known as 

ARM. The Raspberry Pi, by contrast, is designed to run an 
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operating system called GNU/Linux Raspbian. Hereafter 

referred to simply as Linux. 

In-built: 

 BCM43143 WiFi on board Bluetooth Low Energy 
(BLE) on board  

 Micro SD port for loading your operating system and 
storing data  

 1GB RAM  

 40pin extended GPIO  

 4 x USB 2 ports  

 4 pole Stereo output and Composite video port 

 Upgraded switched Micro USB power source (now 

supports up to 2.4 Amps)  

 CSI camera port for connecting the Raspberry Pi 
camera         

 

              Fig -2: Raspberry Pi 3 

 

2.2 Pi Camera: 

The Camera Board on the Raspberry Pi is a small printed 

circuit board with a camera on it. The PCB is connected to a 

ribbon cable which connects to the Pi itself on its own port. 

The ribbon can be extendable. The camera on the board is 

very small (5MP camera). As for now it is the only Camera 

made specifically for the Pi therefore these specifications 

cannot be updated. Since it uses 250mA, externally powering 

the Pi should be sufficient enough for the camera. Specific 

configuration settings are required to initialize the camera plus 

a Python script to enable it takes pictures. 

The Raspberry Pi Camera Board Features:  

 Fully Compatible with Both the Model A and Model 
B Raspberry Pi 5MP Camera. 

 Still Picture Resolution: 2592 x 1944. 

 Video: Supports 1080p @ 30fps, 720p @ 60fps and 

640x480p 60/90 Recording 15-pin.  

 MIPI Camera Serial Interface - Plugs Directly into 

the Raspberry Pi Board. 

               

                        Fig -3: Pi Camera 

2.3 PIR Sensor: 

PIR Sensor (Passive Infrared Sensor): PIR sensor is used as a 

part of movement detectors by measuring infrared lights 

which is transmitting from the object over sensor range. It also 

works in darkness. Figure 4 shows PIR sensor module. 

In this section, we have used it for intruder detection in-front 

of the home. After detecting the person presence or movement 

in  the  predefined  time,  the  camera  attached  to  the  system 

captures  the  image,  video  and  audio  and  send  an  email 

to home owner/ registered members as attachment. The 

buzzer, Microphone, doorbell at owner home side will be ON 

in the predefined time.  Images are stored at backend 

according to current time in system.  Only the currently 

captured Audio, video will be available in the database. 

 

             

                      Fig -4: PIR Sensor 

2.4. TWILIO: 

Twilio is nothing but cloud based messaging services that 

provides a cloud communications     platform as a service 

(CPaaS) company based in San Francisco, 

California. Twilio allows software developers to 

programmatically make and receive phone calls, send and 

receive text messages, and perform other communication 

functions using its web service APIs. 

 
3. System Workflow: 
The system Algorithm is as follows  

1. Keep the system charged and ON for 24X7.  

2.  Initialization of all the peripherals attached to the 

system.  

3. The PIR sensor will sense the intruder and Pi camera 

will capture two images.  

4.  System will switch on the rooms light and start 

ringing the siren. 

5. After that system will send captured two images 

attached with email of user for alert. 
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6. At the same time by using Twilio cloud service our 

security system will send text message to the user’s 

mobile number. 

 

4. Application: 

 
1. Jewelry Shop 

2. Army Surveillance 

3. Bank Secret Locker Room Security 

4. Museum Security 

5. Home Security  

 

 

5. Result: 

 
When any suspicious movements are observed by security 
system then alarm is triggered and within few seconds two 

images is captured by pi camera and text Alert SMS is sent by 

system to users mobile phone by using Twilio cloud service, 

The figure shows below these all notifications of security 

system over the screen of raspberry pi that we used for. 

 
     Fig -5(a): Security system shows all system status 

notifications over the screen of raspberry pi. 

 

 

 
 

Fig -5(b): Email Alert received by users Gmail 

account with two Images attached that captured by pi camera 

when movements are observed. 

 

 
 

Fig -5(c): Photograph of Actual Hardware 

 

 

 

6. CONCLUSIONS 

 
We have implemented successfully The IoT based Secret 
bank locker room security system that has been designed and 

developed with RaspberryPi-3, Pi-camera and PIR sensor with 

the help of Twilio cloud SMS services. The user can get alerts 

anytime and anywhere through e-mail on Smartphone’s or 

Laptop as well as SMS alert on Smart mobile phone. 

Whenever any unknown or suspicious movement is detected, 

it gives loud alarm. Hence, the designed system successfully 

prevents access to any unknown Person that entering into the 

Secret bank locker room. 
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