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Abstract--- The use of the Internet has made people
and organizations wide open to outside attacks.
Today the fastest

Internet is the growing

infrastructure in today's time. In the field of
Information Technology, Cyber Security plays an
important role.. Most of the individuals are securing
the information, it has become one of the biggest
challenges in the present day. Whenever we think
about cyber security, the first thing that comes to our
mind is ‘cyber crimes’ which are increasing rapidly
day by day. Various Governments and Private
Organisations are taking many measures in order to
prevent these cyber crimes. Besides various problems
cyber security is still a very big concern. This paper
mainly focuses on challenges faced by Governments
and Private Organisations in the security area and
latest trends. So, here we are just going to mention
some few types and their consequences on business

and prevention from cyber attacks in recent time.

Keywords -- Cyber Crime, Threats, Response to

Cyber security Breaches, Benefits, Difference

Between, conclusion.

1. INTRODUCTION

These days man is ready to send and receive any
sort of information is also an email, an audio or
video simply by how everton but did he ever
assume however secure his information is being
transmitted or sent to the alternative person
safely with none outflow of information?? The
solution lies in cyber security. As cyber threats
continue to increase, so do cyber security job
opportunities. Cyber security experts are
important in both the public and private sectors to
ensure customer and public trust by protecting
confidential data. Though the goal is the same, the
work could also be different, counting on which
route knowledgeable chooses to require. These
days over 65% of total industrial transactions are
done online, therefore this field needed a prime
quality of security for clear and best transactions.
The scope of cyber security is not only restricted
to securing the data at intervals in the IT business
however additionally to varied different fields like
cyber house etc.

Whether your business is a startup or large cyber
security is important. Because people are using
online mode to share information, payment and
many more. Cyber security is a growing field,

where business and government agencies need to

keep their data safe.
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1.1 CYBER CRIME

Threats are evolving and becoming increasingly
complex. Cybersecurity architectures of ten years
ago served their purpose when threats and attacks
were less frequent, but now these systems are
getting obsolete and wish to adapt to the new
threat environments. Cybersecurity requires
constant innovation and investment in firewalls,
proxies, WAFs and other technologies, whether on
site or within the cloud, additionally to user
training and security processes. Whenever a
hacker tries to steal information, or cause damage
to a network, this is often assumed to be entirely
virtual during which the actual information exists
in digital form but the damage caused is real,
which ceases the machine and has no physical
consequence. A computer may act as a source of
evidence, even though not directly or completely
used for criminal purposes, it acts as an excellent
device for keeping the record, charges to encrypt
data. Due to Covid-19 most of the Business
security attack/risk has increased in the Work
From Home environment. Cybercrimes against
government and related organizations is cyber

terrorism.

® Low

@ Moderate
High

@ Don't Know

Fig. 1 Attack/Risk increasing
from Work From Home

If the evidence is obtained and decrypted, it'll be
assumed to possess a greater value to the criminal
investigators. Generally, it's classified into two
sorts of categories :

(1) Crimes targeting computer devices or
networks directly. Examples of crimes targeting

computers include,

(d Malicious and Malware code
(d Denial-of-service

d Computing viruses.

(2) Prime target is independent of device or
network . Examples of crimes whose prime target
is independent of device include, Cyber stalking
Fraud, identity theft, Phishing scams Information

warfare.

1.2 COMMON TYPES OF THREAT:

e Malware: Malware is employed to
explain malicious software, including
spyware, ransomware, viruses, and
worms. Malware acts as a breaking of a
network through a vulnerability, when a
user clicks a unknown link or email
attachment then the system installs risky
software. Below are some cyber attacks

your familiar with:
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Which of the below cyber attacks your familiar with? Select your type

51 responses

Hacking: shutting down or
misusing webs...

Misusing personal information (
identity...

Phishing: using fake email
messages to ...

Spreading hate and inciting
terrorism

:yberextortion (demanding money
to prev...

Ransomware attacks (a type of
cyberexto...

o] 10

39 (76.5%)
Hacking: shutting down or misusing webs...
Count: 39
29 (00.070)
22 (43.1%)
18 (35.3%)
19 (37.3%)

20 30 40

Fig. 2 Cyber Attacks most of the people familiar

e Phishing: Phishing attacks are the

practice of sending fraudulent
communications that appear to return
from a reputable source. It's usually done
through email. The goal is to steal
sensitive data like mastercard and login
information, or to put in malware on the
victim's machine. Phishing is an
increasingly common cyberthreat.

e Man-in-the-Middle: Man within the
middle (MitM) attacks, also referred to as
eavesdropping attacks, occur when
attackers insert themselves into a two-
party transaction. Once the attackers
interrupt the traffic, they will filter and
steal data.

o Denial-of-Service Attack: A denial-of-
service attack floods systems, servers, or
networks with traffic to exhaust

resources and bandwidth. As a result, the

system is unable to satisfy legitimate
requests. Attackers can also use multiple
compromised devices to launch this

attack. This is often referred to as a

distributed denial of service (DDoS)
attack.

e Botnet software: Botnet software is
meant to infect large numbers of Internet-
connected devices. Some botnets

comprise many compromised machines,

each employing a relatively bit of
processing power. This suggests it is often
difficult to detect this sort of malware,

even when the botnet is running.

2. HOW TO RESPONSE WITH CYBER
SECURITY BREACHES

Our personal and confidential data is exposed
without our consent. it's employed by thousands
of third party institutions to trace us and use our
data against us to sell us services. Even after
taking over all the preventive measures against
cybersecurity breach, you would possibly fall prey
thereto. The adoption of cloud computing creates
additional defense alternatives given it allows
greater quality in each layer of the infrastructure,
reducing the available attack surface. Be able to

pack up the infected system and every one the
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opposite devices within an equivalent network.
Get technical help as early as possible and run a
malware scan. Dispose all the potential threats to
your network and stay alert within the future.
Responding quickly limits the damage done by

hacking.While using the web, users should follow

(A Contact the businesses and banks where
you recognize fraud occurred.

1 Place fraud alerts and obtain your credit
reports.

(A Report fraud to the FTC.

By using VPN cybersecurity risks are often

some basic actions:

*
*

*

*
*

If you think that cybercriminals have stolen your
identity. These are among the steps you ought to

consider.

minimized.

Use a full-service internet security suite

Use strong passwords

What type of sensitive data should an organization be concerned about protecting? Select all that
apply

51 responses

Email

Customer Data (e.g Name,
Contact, Credi...

Sales and Marketing Data

40 (78.4%)
40 (78.4%)
27 (52.9%)

Employee Data (HR, Payroll) 38 (74.5%)

Contact Invoices Order 25 (49%)
Development Data 26 (51%)
Financial Corporate Data 37 (72.5%)
Other.. —13 (25.5%)
(o} 10 20 30 40

Fig. 3 Data should be concerned protecting

Keep your software updated
Manage your social media settings
@ Use of insecure Wi-Fi networks
® Keylogging

De-anonymization by network operators
® Phishing attacks

Keep up to date on major security
breaches

Take measures to assist protect yourself
against fraud

Know that fraud can happen anywhere

Know what to try to do if you become a

victim Fig. 4 VPN cybersecurity risks
Economic Cost
Damage to Reputation 2.1 BENEFITS FOR CYBERSECURITY:

Consequences on Legal Ground

Protection for your business for cyber security
solutions provide digital protection to your

business which will ensure your employees aren’t
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in danger from potential threats like Adware and

Ransomware.

® Increased productivity - Viruses can
hamper computers to a crawl, and
effective cyber security eliminates this
possibility, maximising your business’
potential output.

® Inspires consumer confidence - If you'll
prove that your business is effectively
protected against all types of cyber
breaches, you'll inspire trust in your
customers that there'll be no compromise.

® Protection for your customers - Ensuring
that your business is secure from cyber
threats also will help to guard your
customers, who might be vulnerable to a
cyber breach by proxy.

@® Stop your website from taking place- If
your system becomes infected, it’s
possible that your website might be
forced to shut meaning you'll lose money

as a result from lost transactions.

3. DIFFERENCE BETWEEN:

Public Cybersecurity | Private
Cybersecurity

Professionals may | Professionals are often
implement large-scale | focused on a particular
data security practices | company/industry
that protect state or
local government

Involved in  more | They work on more
security policy | specific projects that
decisions at thislevel | are geared towards
the threats that a
business is facing.

The government aims | The aim is to protect

to improve its | sensitive information
responsiveness to | of customers against
cybersecurity threats | cybersecurity threats.
4. CONCLUSION:

It's important because nowadays everything has
become digital so it's become necessary that those
digital information should be private and it should
not be shared with anyone or obtained by anyone
which may cause loss of information or worse
than that.

It's everyone's right to know how their data is
being used and security to those data is crucial to
maintain privacy and confidentiality. To prevent
personal as well as an organisation's data from
cyber attacks and misuse. Data security is
important in both sectors.

Being aware about cybersecurity leads to
making data safe and less exposed to cyber
threats. As big companies and other hackers are
always after our data. In this modern era of
technology, the role and usage of the internet is
increasing worldwide rapidly, therefore it
becomes easy for cyber criminals to access any
data and information with the help of their
knowledge and their expertise. In the following
paper, some security issues are introduced,
threats, Trojans, and attacks over the internet.
Computer security becomes critical in many of the
technology-driven industries which operate on

the computer systems.
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