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Abstract - In emerging world of cloud 

computing gives wide range of functionalities. Personal 

Health Record (PHR) enables patients to store, share, and 

access personal health data in centralized way that it can be 

accessible from anywhere and anytime .Storing the 

confidential health information to cloud servers is not 

secure, there is issues such as revelation or theft of data and 

there is need for the development of methodologies that 

ensure the privacy of the PHRs. Therefore, we use 

methodology called SeSPHR for secure sharing of the 

PHRs in the cloud. The SeSPHR scheme ensures patient 

centric control on the PHRs and preserves the 

confidentiality of the PHRs. The patients store the 

encrypted PHRs on the un-trusted cloud servers and 

selectively grant access to different types of users on 

different portions of the PHRs. A semi-trusted proxy called 

Setup and Re-encryption Server (SRS) is introduced to set 

up the public/private key pairs and to produce the re-

encryption keys. The methodology is secure against insider 

threats and also enforces a forward and backward access 

control. Confidentiality of PHR records are maintained by 

providing password security. Analyze and verify working 

of methodology with help of SEED based XOR technique. 

Key Words: Cloud computing, personal health record, Re-

encryption Server, Secure Sharing of Personal Health 

Records. 

 

 

 

1. INTRODUCTION  

 
Cloud computing has emerged as an important  computing 
paradigm to offer pervasive and on-demand availability of 
various resources in the form of hardware, software, 
infrastructure, and storage  Consequently, the cloud 
computing paradigm facilitates organizations by relieving 
them from the protracted job  of infrastructure development 
and has encouraged them to trust on the third-party 
Information Technology (IT) services. Additionally, the cloud 
computing model has demonstrated significant potential to 
increase coordination among several healthcare stakeholders 
and also to ensure continuous availability of health 
information, and scalability. 
Generally, the PHRs contain information, such as: (a) 
demographic information, (b) patients’ medical history 
including the diagnosis, allergies, past surgeries, and 
treatments, (c) laboratory reports, (d) data about health 
insurance claims and (e) private notes of the patients about 
certain important observed health conditions. More formally, 
the PHRs are managed through the Internet based tools to 

permit patients to create and manage their health information 
as lifelong records that can be made available to those who 
need the access. 

With the help of SeSPHR methodology 

communication and interaction between patients and PHR 

users. PHR users are pathologist, radiologist, doctors, 

pharmacist, friends and family. Storing the private health 

information to cloud servers managed by third parties is not 

secure .there is possibility of access of unauthorized 

person. There is major risk to store and maintain privacy of 

the PHRs stored in public clouds that are managed by 

commercial service providers. The PHRs are stored on the 

third-party cloud storage; they should be encrypted in such 

a way that neither the cloud server providers nor the 

unauthorized entities should be able to access the PHRs 

A methodology called Secure Sharing of PHRs in 

the Cloud (SeSPHR) is used to administer the PHR access 

control mechanism managed by patients themselves. The 

methodology preserves the confidentiality of the PHRs by 

restricting the unauthorized users. Generally, there are two 

types of PHR users in the proposed approach, namely: (a) 

the patients or PHR owners and (b) the users of the PHRs 

other than the owners, such as doctors and physicians, 

health insurance companies’ representatives, pharmacists, 

radiologist, pathologist and members or friends of patients. 

The patients as the owners of the PHRs are permitted to 

upload the encrypted PHRs on the cloud by selectively 

granting the access to users over different portions of the 

PHRs. 

In contrast to the approach presented in that proposes the 
management of multiple keys by the PHR owners, which 
eventually leads to overheads at the PHR owner’s end, the 
SeSPHR methodology avoids the over-head by delegating the 
SRS for setting up the public/private key pairs and producing 
the decryption keys for the authorized users only. The 
methodology considers the cloud servers as the un- trusted 
entity and therefore, introduces a semi-trusted server called the 
Setup and Re-encryption Server (SRS) as the proxy. Proxy Re-
encryption based approach is used for the SRS to generate the 
re-encryption keys for secure sharing of PHRs among the 
users. The PHRs are encrypted by the patients or PHR owners 
and only the authorized users having the keys issued by the 
SRS can decrypt the PHRs. Moreover, the users are granted 
access to the specific portions of PHRs as deemed important 
by the PHR owner. This methodology is more secure because 
the users are granted access to the specific portions of PHRs. 

 

http://www.ijsrem.com/


          International Journal of Scientific Research in Engineering and Management (IJSREM) 

           Volume: 05 Issue: 08 | Aug - 2021                                                                                                    ISSN: 2582-3930                                  

 

© 2021, IJSREM      |www.ijsrem.com   |        Page 2 

2. PROPOSED SYSTEM 

   In this proposed systems provides confidentiality and 

privacy of patient’s sensitive health record. The methodology 

used in proposed system is SeSPHR i.e. secure sharing of 

personal health records in the cloud. This methodology 

preserve the confidentiality of the restricting the 

unauthorized users. PHR are of two types the patients i.e. 

Owner and PHR user such as doctor, pathologist, pharmacist, 

family and friends, radiologist, health insurance companies. 

SRS i.e. semi trusted proxy is deployed to ensure the 

access control and generate the re-encryption keys for 

different users. Seed based encryption is used for secure 

sharing of personal health records. In this project there is 

access to multiple users but users who have grant permission 

is allowed to read the PHR of patient’s. 
  

Methodology Proposed Model  

Here we are developing a web based application which will 

help users to login/authentication, upload and download 

medical records. The system will connect to one console 

application SRS, to generate the keys. The SRS also takes 

cares of permission per files and all data is kept in MySQL 

database. The internal communication between SRS and web-

application is based on HTTP protocol. Proxy Re-encryption 

based approach is used for the SRS to generate the re-

encryption keys for secure sharing of PHRs among the users. 

The PHRs are encrypted by the patients or PHR owners and 

only the authorized users having the keys issued by the SRS 

can decrypt the PHRs. Moreover, the users are granted access 

to the specific portions of PHRs as deemed important by the 

PHR owner. 
. SEED based XOR technique is used for encryption of 

files. 

 The simple XOR cipher is a type of additive cipher, an 
encryption algorithm that operates according to the principles: 

 
 

For example, the string "Wiki" (01010111 01101001 
01101011 01101001 in 8-bit ASCII) can be encrypted with the 
repeating key 11110011 as follows: 

 01010111 01101001 01101011 01101001 

 
11110011 11110011 11110011 11110011 

= 10100100 10011010 10011000 10011010 

 

And conversely, for decryption: 

 10100100 10011010 10011000 10011010 

 
11110011 11110011 11110011 11110011 

= 01010111 01101001 01101011 01101001 

 

The XOR operator is extremely common as a component in 

more complex ciphers. By itself, using a constant repeating 

key, a simple XOR cipher can trivially be broken using 

frequency analysis. If the content of any message can be 

guessed or otherwise known then the key can be revealed. Its 

primary merit is that it is simple to implement, and that the 

XOR operation is computationally inexpensive. A simple 

repeating XOR (i.e. using the same key for xor operation on 

the whole data) cipher is therefore sometimes used for hiding 

information in cases where no particular security is required. 

The XOR cipher is often used in computer malware to make 

reverse engineering more difficult. 

Safety and security requirements 
 Use of hash function, SHA256, to create hash of 

password. The SHA (Secure Hash Algorithm) is one of a 

number of cryptographic hash functions. A cryptographic 

hash is like a signature for  a text or a data file. SHA-256 

algorithm generates an almost-unique, fixed size 256-bit (32-

byte) hash. Hash is a one way function – it cannot be 

decrypted back. This makes it suitable for password 

validation, challenge hash authentication, anti-tamper, digital 

signatures. SHA-256 is one of the successor hash functions to 

SHA-1, and is one of the strongest hash functions available. 
 

Implementation of proposed model 
        As shown in figure 1 as part of project implementation 

we have created 2 different modules namely key generation 

and Storage Server. The key generation modules takes 

responsibility to generating unique public/private keys for 

each file uploaded by patient/user into system. That key is 

then converted to hash number using SHA256 hashing 

technique. That hashed number is then used as final key to 

encrypt the file data which is just uploaded by user. On the 

other hand the server application maintains the database and 

the storage with additional logic of authentication and access 

management. Both the module are build using Java platform 

however key generation server act as client is no-gui 

application and storage server is web based application. Key 

Generation client developed using socket programming 

technique where it connects to server application to handle the 

incoming request. Storage Server is build using servlet and 

JSP as front end and MySql as back- end. 

 

 

Fig-1: Architecture of the proposed model 
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We have provided following features into our system: 

 User registration and authentication 

 User can upload PHR record 

 System can apply the algorithm to find frauds. 

 

This project suggests and justifies that theses sharing 

technology has been beneficial for sharing the PHR record to 

users. Here we need to create 2 users role 

1. Patient 

2. PHR users 

 

Steps for implementation: 

 

 System should allow user to login 

 System should verify the users. 

 System should allow patient user to upload files 

 System should allow patient user to give access to PHRs 

users 

 System should allow patient to view uploaded files. 

 System should allow PHR user to register 

 System should allow PHR user to login 

 System should verify the PHR users 

 System should allow PHR user to download the file 

 System should send the key for download the file 

 

Working of methodology: 

1. Patient upload the encrypted PHR 

2. The client application for the PHR also generates the re-

encryption parameters that are subsequently transmitted 

to the SRS. 

3. If a user wants to access any portion of the PHR, only 

after authentication the user downloads the PHR from the 

cloud 

4. User needs to obtain the corresponding decryption 

parameters from the SRS to decrypt PHR 

5. The SRS check for requesting user and determines 

whether the access to the partition for which the user 

has requested the decryption parameters is granted by 

the PHR owner or not 

6. According to the access permissions specified .the SRS 

will generate the corresponding parameters and will 

send those to the requesting user. The setup, key 

generation, and re-encryption phases are carried out at 

SRS. 

 

3. RESULT 

The performance of the system to securely share the PHRs 

among different types of users was evaluated by developing 

a client application in Java. Due to the fixed size of the 

prime number, the encryption and decryption process was 

carried out in the chunks of 64 bytes. The experiments were 

conducted on the computer having Intel® Core i5-2600 

CPU @ 2.00 GHz with 4 GB memory. 

The performance of the proposed model is evaluated 
regarding generation, encryption, and decryption. 

Key Generation 

Setup and Re-encryption Server (SRS) generate the 

private/public key pairs for the users belonging to the set of 

authorized users. Performance of the system is depend on the 

key generation time for the systems with large numbers of 

users.it affects overall performance of the system. As shown 

in figure 4.1 key generation time is increased when the 

number of users increases. This figure shows the difference 

between key generating time between proposed model and 

previous model. 

The time consumption for generating keys for 10, 100, 

500, 1000, 5000, and 10,000 users in presented as shown in. 

Figure 2.For example time required for previous model to 

generate keys is 0.7 ms .key generation time decrease for 

proposed model i.e.0.5 ms. likewise key generation time 

required for proposed model with 10000-12000 users. 

Whereas time required for key generation for previous model 

required 0.7 ms. 

The encrypted data stored by the PHR owners on the 

cloud and only the authorized users possessing valid re-

encryption keys issued by a semi trusted proxy are able to 

decrypt the PHRs.Semi-trusted proxy play important role to 

generate and store the public/private key pairs for the users in 

the system. To preserving the confidentiality and ensuring 

patient-centric access control over the PHRs, the proposed 

system also administers the forward and backward access 

control for departing and the newly joining users, 

respectively. 

 
 

 

Fig-2: Time consumption for generating keys 

  

The time consumption for Encryption and 

decryption 
The time consumption of to encrypt and decrypt the data 

files of is also evaluated. The file sizes used for the 

experimentation are 50 KB, 100 KB, 200 KB, 500 KB, 800 

KB, 1024 KB, 1500 KB, and 2048 KB. Figure 3 and figure 4 

shows the time consumption for both the encryption and 

decryption operations for the files respectively. From Figure 3 
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we can see that with the increase in PHR file size, the 

encryption time also increases. Figure 3 shows difference 

between times required for encryption of PHR file of proposed 

model and previous model. For example, the encryption time 

for the file of size 50 KB for proposed model required 0.5 ms 

whereas the encryption time for previous model required 0.9 

ms. 

The time required for decryption of the PHR file of 

proposed model is less than the encryption time required for 

previous model as shown in figure 4 

 

 

Fig-3: The time consumption for Encryption 

 

Fig-4: The time consumption for Decryption 

 

Conclusion 

We implemented a fine-grained access control method in 

such a way that even the valid system users cannot access 

those portions of the PHR for which they are not authorized. 

The PHR owners store the encrypted data on the cloud and 

only the authorized users possessing valid re-encryption keys 

issued by a semi-trusted proxy are able to decrypt the PHRs. 

The experimental results exhibit the viability of the SeSPHR 

methodology to securely share the PHRs in the cloud 

environment. 
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