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Abstract: 

Two factor Authentication is been used to control access to sensitive system and data. It is implemented better 

protect both a user credentials and the resources the user credentials and the resources the user can access. It 

adds an additional layer of security to the authentication process by making it harder for attackers. First factor 

can be a biometer factor such as a fingerprint or facial scan. 

Introduction: 

With so much of our lives happening on mobile devices and laptops, it is obvious that our digital accounts 

have become a magnet for criminals. Especially in Banks, Goverment offices, Health Care industry, Defense 

organizations are setting standards, passing las and forcing organizations and agencies to comply with these 

standards with non compliance being met with wide ranging consequences.  

Two factor authentications has been introduced in order to improve security in authentication systems. 

Different factors have been introduced , which are combined for means of controlling access. The increasing 

demand of high security applications has led to a growing interest for protecting confidential data using 

password, token, biometrics etc. 

 Two-factor authentication has long been used to control access to sensitive systems and data. Online service 

providers are increasingly using 2FA to protect their users credentials from being used by hackers who stole a 

password database or used phishing campaigns to obtain user passwords.  
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What is two-factor authentication: 

 

Two-Factor Authentication has been introduced in order to enhance security in authentication systems. Two-

factor authentication requires users to present two of the following types of authentication factors:  

1. Something they know (traditionally a password)  

2. Something they have (such as a phone or hardware token)  

3. Something they are (referring to biometrics, such as a fingerprint) 

A good example of two-factor  authentication is the withdrawing of money from  an ATM; only the correct 

combination of a  bank  card (something the user possesses)  and  a  PIN ( something  the  user  knows )  

allows the transaction to be carried out. 

 

Advantages of Two-Factor Authentication: 
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The main advantage of two-factor authentication is the increased login security. Two-Factor Authentication 

is an authentication mechanism to double check your identity is legitimate.  

Benefits of multi-factor authentication 

1. Improves user experience 

2. Provides greater security 

3. Protects against brute force attacks 

4. Reduces cost in the long run 

Two factor authentication works as an extra step in the process, a second security layer, that will re-confirm 

your identity. Its purpose is to make attackers life harder and reduces fraud risks. If you already follow basic 

password security measures, two-factor authentication will make it more difficult for cyber criminals to breach 

your account because it is hard to get the second authentication factor, they would have to be much closer to 

you.This drastically reduces their chances to succeed. 

Disadvantages of Two-Factor Authentication: 

As for the disadvantage, the main two being the increase in the time of entry into the system and the risk of 

losing the physical media serving to pass one of the authentication steps (mobile phone, U2F key, OTP-token 

Other disadvantage are 

1. Factors can get lost. There is no certainty that your authentication factors will be available when you 

need them. 

2. False security. Two factor authentication provides a level of security, but its typically exaggreated. 

3. It can be used against users. 

How Does Two Factor Authentication Work: 

Two-factor authentication is becoming increasingly used and support by a majority of companies, meaning 

you can set policies and two-factor authentication requirements for accounts such as gmail, microsoft office, 

and more. Social media accounts, banks, email clients, banking, and payment apps all allow to turn on two-

factor authentication. On the user side, most forms of two-factor authentication feels just like entering two 

different password you just have to make sure you have access to your phone or email.  

Two-Factor authentication protect your account with an extra layer of security by requiring access to your 

phone. Once configured you will be required to enter a code created by the Google Authenticatior or Duo 

Mobile apps in order to sign into your account.        

Why Two-Factor Authentication 

Two-Factor Authentication limits the ability of a cybercriminal to hack your account remotely using only a 

password. If you are not using two-factor authentication, your account could be compromised through a brute-

force attack or your credentials might be stolen from your device via a malware attack. In any case, a strong 

password alone is not enough to protect your accounts. Two-factor authentication is one most effective steps 
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you can take to improve your digital security. It can protect businesses, both large and small, against data loss 

when an employee’s computer or digital accounts are hacked remotely or via malware. In the vast majority of 

cases, two-factor authentication will protect accounts from cyberattacks and ensure personal or business data 

isn’t compromised or stolen. 

Conclusion: 

Two-Factor Authentication is one the most effective ways to protect your accounts from unauthorized access 

and improve data security within your household or business. Today most websites and apps offer some sort of 

two-factor authentication and we highly recommend making use of it. Whether you choose to use a one-time 

password, an authenticator app, or a security token, two-factor authentication will provide siginificantly 

enhanced security compared to using a password alone. 
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