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Abstract – Main aim of this work is to secure the data. In 

order to keep the data secured I proposed a solution Hybrid 
Cryptography. When Sender tries to send the crime data to 

receiver, the data will be encrypted through symmetric 

encryption using symmetric key. Generally, recipient will get 

symmetric key which he uses to decrypt the data. But we use 

hybrid cryptography to enhance security even more by 

encrypting the symmetric key through the asymmetric 

encryption and both encrypted symmetric key and encrypted 

crime data is transmitted to recipient. Recipient who has 

private key decrypts the encrypted symmetric key and further 

decrypts encrypted crime data using decrypted symmetric key 

and thus secured crime data reaches recipient safely. 

 
 

Key Words:  Data Storage, Security, Confidentiality, Integrity, 

Hybrid Encryption. 

 

 

 

1.INTRODUCTION 

 
In Police departments and other government organizations, 

data of criminals such as their background, record, and 
information related to their prison details and officers who 
handled them is stored in cloud which is highly confidential. 
But for the purpose of department, that data is transferred from 
one department to another. In this process that data can hacked 
by supporters of the criminals and can be corrupted. In order to 
keep this data secured we propose a solution Hybrid 
Cryptography. 

 

 

2. METHODOLOGY 
      First, encryption of message is done using symmetric 

encryption (DES Algorithm) and the symmetric key used to 

encrypt the message is also encrypted using asymmetric 

encryption (RSA Algorithm) by receiving public key from 

receiver who wants to access the file. Now both encrypted 

message and encrypted symmetric key are sent to receiver. 

Receiver decrypts the encrypted symmetric key using RSA 
algorithm by allowing his private key to decrypt it. With 

obtained symmetric key, receiver further decrypts the 

encrypted message and he gets access to the message. 

 

 

 

 

 

 

 

 

 Figure 1: Overview of the proposed model. 

 

2. 1 DES Algorithm: 
The Data Encryption Standard (DES) is a symmetric-key 

block cipher published by the National Institute of Standards 

and Technology (NIST). It uses 16 round Feistel structure. 

The block size is 64-bit. Though, key length is 64-bit, DES 

has an effective key length of 56 bits, since 8 of the 64 bits of 

the key are not used by the encryption algorithm. 
 

 

 
Figure 2: Working of DES algorithm 

 

 

2. 2 RSA Algorithm: 
RSA algorithm is a public key encryption technique and is 

considered as the most secure way of encryption. 

The RSA algorithm holds the following features − 

 RSA algorithm is a popular exponentiation in a finite 

field over integers including prime numbers. 
 The integers used by this method are sufficiently 

large making it difficult to solve. 

 There are two sets of keys in this algorithm: private 

key and public key. 
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Figure 3: Working of RSA algorithm 

 

 

3. RESULTS AND DISCUSSION 

 
Thus, using Hybrid cryptography, we can double the security 

level and enhance the protection of information. Because 

encryption and decryption using one algorithm doesn’t 
provide security level provided by encryption and decryption 

using combination of symmetric and asymmetric algorithms. 

The proposed hybrid protocol tries to trap the intruder by 

splitting the plain text and then applies two different 

techniques. First, it takes the advantages of the combination of 

both Symmetric and Asymmetric cryptographic techniques 

using both DES and RSA algorithms. Second, combination of 

two algorithms is used since it is more robust and cannot be 
easily attacked. The attractiveness of the proposed protocol, 

compared to other existing security protocols, is that it 

appears to offer better security for a shorter encryption and 

decryption time, and smallest cipher text size. There by, 

reducing processing overhead and achieving lower memory 

consumption that is appropriate for all applications. 

 

 

Figure 4: Encryption time of proposed model and RSA 

 

 

Figure 5: Decryption time of proposed model and RSA 

 

S.No. Parameters Proposed RSA 

1 Encryption Time Low High 

2 Decryption Time Low High 

3 Encryption 

Memory 

Low High 

4 Decryption 

Memory 

Low High 

Table 1: Results Comparison of proposed model and RSA 

 

4. CONCLUSION 
 

Finally, using this hybrid cryptography technique which 

involves the RSA, DES, keys, symmetric encryption and 

asymmetric encryption we can conclude that: 

 It can be used to safe guard data when it is being 

transferred from one government organization to 

another. 

 It can be to highly encrypt the data by using 2 

different algorithms one symmetric and the other 

asymmetric to ensure its safety. 

 It can be used to ensure the data cannot be corrupted 

during the transfer. 

 To make sure the data can be decrypted by the 

receiver and receive the original message intact. 
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