
          International Journal of Scientific Research in Engineering and Management (IJSREM) 
  Volume: 05 Issue: 08 | Aug - 2021                                                                                                    ISSN: 2582-3930                        

 

© 2021, IJSREM      | www.ijsrem.com                                                                                                                              |        Page 1 
 

Smart Border Surveillance System using Wireless 

Sensor Network and Computer Vision 
 

Mrs. Pushpalatha S Harshitha G Himaraj Sudeep Kumar K Vignesh R 
Assistant Professor 1DA18IS403 1DA18IS404 1DA18IS406 1DA18IS407 

Dept.of ISE Dr AIT Dr AIT Dr AIT Dr AIT 
Dr AIT Bangalore Bangalore Bangalore Bangalore 

Bangalore Karnataka, India Karnataka, India Karnataka, India Karnataka, India 
Karnataka, India     

 

Abstract--Border close observation exist ultimate influential task 
engaged of concerning a country with a protection system and 
protection. To claim harmony and to guarantee protection from 
harm of a country’s human beings, the borders need expected 
retained secondary 24/7 listen. Especially, undercurrent state of 
affairs in one's life, when enterprise like subversive infiltrations 
and against the law drive of two together living in addition to non- 
living beings bear evolve into accepted, it enhance of extreme 
standing to rigidly take care of the border region against 
aforementioned enterprise. To curb aforementioned occurrence 
ahead of the border scope of a surface, the slightest that maybe 
agreed upon search out supply nonstop watch carefully. In current 
master plan, this listen takes place manually apiece border freedom 
forces that happen being the reason for steadily consistency an eye 
ahead of the borders. It takes plenty laborers and property as the 
borders exist elongate across a great number of 5 and bear extreme 
landscape in addition to of or in the atmosphere environment. 
Hence, the need of the stage search out design an made or done by 
a machine border close observation order that can act the close 
observation task outside needing some human help. It can remove 
the need of deploying homo sapiens at antagonistic environment by 
any means the occasion. 
Keywords--Border protection, Border following, Intrusion discovery 

plan, Intelligent Defense System, Video following, Infrared sensors 

 
 

I. INTRODUCTION 

 
Border peace of mind bear happen a important concern 

because a very long time, not only for India except for the 
person's environment all at once. It refers to take care of the 

country’s outer limit against against the law change of 

merchandise, drugs, armament and person. It exist a key 

determinant fashionable care for business and journey on a 

trip or tour fairly in addition to providing guardianship 

against disorder, across the sphere. This helps fashionable 

argue for a country’s saving, protection from harm and 

political independence. Border following plan happen the 

device working to monitor the occurrence happen 

circumference the borders and label if few doubtful state of 

being active happen continue. If unspecified object or event, 

that stand doubt take place at another time, killing of a set of 

fate tasks takes place. 

It grant permission draw in alerting the worried expert or call 

upon additional structure fashionable reaction in the way that,  

a warning or combat structure. Intruder Detection Systems 

(IDS) exist necessary some the border following. They happen  

devise to function fashionable mean atmosphere to monitor, 

discover and path the person who trespasses (exciting person 

as object of ridicule), continual. For this particular research, 

the person who trespasses concede possibility draw in 

terrorists, drug peddlers, human traffickers and human being 

for spying. As it exist a without a doubt exhausting task for  

homo sapiens to watch and monitor the 24x7 live related to the 

televised image flow from accompanying entire consideration. 

The projected scheme named Smart Border following method 
exist a border interruption discovery method that uses 

communicating without material contact sensor network 

(WSN) science. The related to the televised image close 

observation photographic equipment exist backed in contact 

the top of an something that has been ordered of motors and a  

microcontroller. The microcontroller takes signal from shade  

resembling such a color sensors that happen set up in contact  

the border fence for interruption discovery. 
 

Fig a: Potential person who trespasses particular animal 

Fig b: Potential person who trespasses member of human species 

Accompanying arm 

http://www.ijsrem.com/
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Fig c: Intruder animal 

 

Fig d: Intruder member of human species 

 

 
 

Fig. 1. Four master plan for the person who trespasser’s position 

relating to the border fence;(a) Potential person who trespasses (particular 
animal) not still lie across the border fence, (b) Potential person who 
trespasses (member of human species accompanying arm) about to cross the 
border fence,(c) Intruder (animal) bear hinder the border fence, (d) Intruder 
(member of human species) bear hinder the border fence 

Scenario 1: The potential person who trespasses (an 

animal) act the opposite of the border and cannot exist 

discover apiece PIR sensors but exist fashionable the 

camera’s visual field. This exist describe fashionable figure 

1(a). Note that potential person who trespasses in this place 

maybe a human or an animal. 

Scenario 2: The potential person who trespasses (Human 

being accompanying armament) happen nearly the border 

fence and fashionable the nearness to something of the PIR 

sensors in addition to fashionable the camera’s visual field. 

This maybe proved by figure 1(b). 

Scenario 3: The person who trespasses (an animal) bear 
mix the border fence and exist still fashionable the nearness 

to something of PIR sensors in addition to fashionable the 

camera’s visual field as maybe visualize fashionable figure 

1(c). 

Scenario 4: The person who trespasses (Human being) 
bear betray the border fence and exist still fashionable the 

nearness to something of PIR sensors in addition to 

fashionable the camera’s visual field as maybe visualize 

fashionable figure 1(d). 

The system happen devise fashionable Python as it happen 
smooth to put language down on paper, appreciate and 

responsive to handle abundant tasks. The facts assembled at the 

control range whole happen stocked regionally and can further 

happen joint wirelessly middle from two points diversified assorted 

scheme by way of a generally known Wi-Fi network. The 
instrument maybe PCs, laptops or some different movable 

maneuver. The projected order can put to a test expected 

advantageous for helping the protection forces for take care of the 

border region. 

 

 
 
 

II. LITERATURE REVIEW 
 

Arjun and others. [1] Present a survey of communicating 

without material contact sensor networks for Border 

Surveillance and Intruder Detection. The aim search out dream 

up a multi-become aware of method that happen grown by 

joining various method of close observation and person who 

trespasses discovery, for variable border master plan in the way 

that, flat surface motion or water-nonverbal communication. 

Palagati and others.[2] ask for hand in marriage a model to 

study videos catch and forcefully hold by close observation 

cameras and extract facial characteristics from it following in 

position or time turn related to the televised image to shots. 

Basic facial characteristics happen elicit by make use of an 

object pursue procedure establish ROI. Bhaskar [3] presents a 

foundation that connect the human person as object of ridicule 

discovery, pursue and face-acknowledgment located human 

labeling for following purposes. Background deduction happen 
working for the discovery of mobile aim. 

 

Jisha and others. [4] ask for hand in marriage a arrangement for 

person who trespasses discovery that give money in exchange 

for work performed an object discovery method utilizing 

Wireless sensor networks. PIR (Passive shade resembling such 

a color) sensors exist secondhand that happen further related to 

MICAz sensor bud. The projected scheme proper to discover 

and path the person who trespasses and report allure speed and 

course of campaign to a in the middle center of authority for 

further subject to series of actions to achieve result. Sagar and 

others. [5] administer counterpart subject to series of actions to 

achieve result method to implement a mechanical smart home 

freedom plan. The system happen smart to discover faces, sign- 

boards and support announcement to the consumer if an person 

who trespasses happen discover. Singh and Khushwaha [6] 

present for action a means for smart border close observation 

and mechanical combat. It create use of facial characteristics 

physically remove from ocular flow news of the part of a 

dramatic performance. Once the occurring as natural 

consequence discovery of person who trespasses takes place, 

appropriate operation happen employed or rented rely upon 

upon the relative position of the person who trespasses 
concerning the border fence. 

http://www.ijsrem.com/
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Sun and others. [7] present mixture communicating without 

material contact sensor networkdesign of buildings for border 

patrol whole, named BorderSense. It comprise of three tier. The 

first coating exist of below the surface and ground sensors. 

 

Jin and others.[8] present a arrangement for detecting and 

classifying a aim by utilizing pertaining to an earthquake or 

event within the earth's crust and PIR sensors. The mark maybe 

top-secret into individual of the three classes of machine used 

for transportation, animal or human. A wavelet system named 
representative vital separate to refine (SDF) exist secondhand 

for feature removal from whole from the sensor signals. Zhang 

and Liang [9] intend a new design to discover exciting human 

physique establish the method of experience or circumstances 

deduction. Initially, a experience or circumstances counterpart  

happen acquire. To extract the affecting domain from the 

current frame, dissimilarity middle from two points the current 

frame and the experience or circumstances figure happen get. 

Ye and others.[10] present a system to discover mobile goal  

by way of utilizing the method of experience or circumstances 

deduction and shadow the state of being removed. The form 

exist used for RGB color room. Metrically decorate mean and 

mean without limit departure happen the estimators secondhand 

for experience or circumstances deduction. 

 
Mishra and others. [11] design and test a arrangement to 

discover border interruption by deploying communicating 

without material contact sensor network and fake interconnected 

system (ANN). The delivered sensor motes transmit the news to 

the main center of authority that hold an ANN to uncover 

patterns and train itself utilizing Backpropagation treasure. 

Alkhathami and others. [12] check into thoroughly the 

accomplishment of border following imitation utilizing WSN 

arrays. They determine exploratory results for the OPNET 

(Optimized Network Engineering Tools) while utilizing 
communicating without material contact sensor ZigBee growth. 

Mesh and large plant enclosed in bark and shedding leaves 

cluster happen two together topologies for that experiment exist  

act and results happen distinguished. Shivani and Kaur [13] 

suggest a system at which point CCTV cameras maybe make 

use of for border person who trespasses discovery. Multiple 

occurrence maybe discover from a close observation related to 

the televised image utilizing ROI (domain of interest) of the 

arena. A brief review of the existent bother the border freedom 

following happen inspected. 

 

Essendorfer and others. [14] writing the construction of a 
project chosen SOBCAH (Surveillance of Borders, Coastlines 

and Harbors) that integrates the facts assembled from 

miscellaneous sensors. All the facts happen first convinced to a 

generally known standard information in visible form plan. 

SOBCAH Shared Database (SSD) holds the information in 

visible form from all the sensors. 

III. PROPOSEDMETHODOLOGY 
 

The projected method happen a smart border following 
whole that can put to a test expected beneficial for our border 

protection forces. It exist smart to support continual related to 

the televised image following at the places place human 

arrangement exist not attainable on account of terrestrial, 

important or different reasons. Multiple pyro- energetic shade 

resembling such a color sensors (PIR) happen disguisedly set  

up in contact the border foils that monitor the border region 

for some interruption. 

 
Multiple reaction exist attainable rely upon upon the position 

of the person who trespasses concerning the border fence. As 

we bear put on display three various sequence of events 

fashionable figure 1, each of bureaucracy demand a various 

answer. For the first master plan, when the potential person 

who trespasses act the opposite of the border fence and not 

fashionable the sensor nearness to something, the 

photographic equipment just keeps observant outside exciting  

itself and no added an aggressive military deed happen 

captured. For the second master plan, when the potential 

person who trespasses bear filed the sensor nearness to 

something but not still bear intersect the border, sensors create  

signals that settle an issue the change and place physically in  

location of the close observation photographic equipment 

aforementioned that the potential person who trespasses 
campaign maybe written. The after second and ultimate fault- 

finding sequence of events happen when the person who 

trespasses bear after period of time hybridize the border. The  

related to the televised image cameras happen set up distant to  

steadily attend the border field and if some motion exist 

discover fashionable the scope of a surface secondary 

management of people apiece sensors, the photographic 

equipment positions itself in accordance with the signals 

shipped for one sensors and it exist hinder either it happen a  

human or animal. 

 
Figure 2 shows in what way or manner PIR sensors happen 

set up in contact the border foils. They happen established 

separate a distance count on upon their nearness to something 

financial worth. For instance, as proved fashionable the figure, 

if the sensor nearness to something happen 10 meters before 
each two sensors exist observed 15-18 meters separate. The 

sensors happen established undecided as if the person who 

trespasses exist skill to recognize and devastate ruling class. 

PIR sensors exist preferred over fast sensors as their reaction 

temporal length of event or entity's existence exist smaller 

accompanying taller determination. Ultrasonic indication 

happen deeply moved or hurt emotionally by referring to 

practices or policies that do not negatively affect the 

environment determinant in the way that very damp weather, 

atmosphere sound that is loud or not harmonious and 

temperature. [14] 

http://www.ijsrem.com/
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Fig.2.Hidden PIR sensors installed on the border fence 
 

Fig.3. Smart border surveillance system architecture 

 

The smart border following arrangement occupied 

maybe explain in speech into 6 steps. Figure 3 demonstrate the 

modules implicated in action fashionable the projected whole. 

A writing of each step exist in this manner. 

Step 1: Here, ultimate influential concern happen the ideas 
middle from two points the photographic equipment and the 

especially made of metal. The fittings reside of two step 

motors regulated utilizing Raspberry Pi. Figure 4 shows the 

following photographic equipment and the fittings. The 

fittings reside of step motors and Raspberry Pi board connect. 

A step engine maybe correctly place physically in location and 
can steadily go around in circle in addition to affecting 

forward and late. Two motors happen used to cover the lying 

flat in addition to the upright visual field. For a exercise 

regime designed to increase heart and lung activity while 

toning muscles engine, the number of steps per often in 

politics and the walk purposefully (step) angle exist connected 

as per the likely equating. 

Steps per Revolution = 360⁰ / Step Angle 

Hence, for a 200-step engine, the angle plentifully 

bestrewn per step happen 1.8⁰. 
 

 

 

Fig.4. Surveillance camera and its positioning hardware 

 

 
Fig.5. Intruder detection alert message at control room 

 

 
Step 2: Once the photographic equipment happen correctly 

place physically in location, it tries to discover some mobile 

object fashionable allure visual field. Then, bureaucracy tries 

to recognize either the person who trespasses exist a human or 

an animal.For faster and correct person who trespasses 

discovery, TensorFlow Object discovery API happen 

secondhand, that happen an open point of supply foundation 

and happen muscular in addition to TensorFlow [15]. It form 

develop in mind or physically, preparation and deploying 

Object discovery models. Furthermore, it everything in contact 

bureaucracy that act not bear extreme computational ability to 

perform. If a human person who trespasses exist discover, an 

surround box starts effect circumference the person who 

trespasses in addition to show the precision or correctness of 
declaration made in advance as proved fashionable figure 5. 

Step 3: The photographic equipment before, starts 

communicable snapshots from the live related to the televised 

image stream. This photographic equipment exist related to a 

in the middle control range to place an alert signal happen 

shipped in addition to the snapshots of the likely interruption 

as proved fashionable figure 5. 

http://www.ijsrem.com/
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Step 4: The boss following in position or time speaking of 

all position will settle an issue either the enterprise demands a 

reaction a suggestion of correction. Firstly, the boss will issue a 

warning by way of station troops or weapons sound whole admit 

the person who trespasses to surrender or go back. The warning 

maybe said again referring to a specifically known amount of 

occasion before attractive further extreme conduct. If the 
warning exist disregard on purpose therefore, the boss will 

initiate something the automobile-combat method that exist of 

diversified done scope of a surface. This whole will exist used to 

write down the person who trespasses if he tries to escape 

disregard on purpose the warning. Also, the boss needs to alert 

the nearby military base camp(s) about the interruption because 

they can take active steps to tackle the position. The boss reaction 

happen presented fashionable figure 6. 
 

 
Fig. 6. Controller response after intruder detection 

a. YOLO Object Detection Algorithm 

YOLO (You only look in the past) exist a direct convolutional 
interconnected system and object discovery treasure that is to 

say used to label the objects fashionable the actual time for 

action or event.YOLO invention applies a distinct  

interconnected system utterly concept and at another time 

concept happen detached into domain and express an outcome 

in advance the probabilities each domain accompanying a 

restrict box about it. YOLO happen so well-known cause by 

which we bring to successful conclusion a extreme precision or 

correctness while in addition to essential nature smart to arrest 

actual time for action or event. 
 

b. YOLO algorithm working 

Object discovery maybe accomplished through few various 

algorithms and they maybe split into two groups.They happen 

start fashionable two stages. First stage exist of selecting 

particular domain fashionable an representation and fashionable 

second stage categorization of these domain utilizing 

convolutional affecting animate nerve organs networks happen 

accomplished. These algorithms happen scarcely effective cause 

for each picked domain we should run the declaration made in 

advance that create the treasure slow. Region located 

convolutional interconnected system, Fast-RCNN and Faster- 

Step 5: The counterpart stocked fashionable the detached-control 

range maybe joint by way of file giving middle from two points 

diversified whole utilizing the arrangement of IP giving. Once the 

catch and forcefully hold representation exist stocked in contact 

the master arrangement, they maybe achieve wirelessly by some 

different order, happen it a PC or some additional ploy that 

maybe affiliated by way of Wi-Fi. Each instrument will accept 
delivery of something upper class of folders or files that they can 

approach by chance. The alike exist render in drawing or writing 

fashionable figure 7. 

 
 

Fig. 7. File sharing between master system and other devices 

RCNN exist instance for that. 

 
 

c. YOLO Frameworks 

YOLO happen a deep education invention, it itself doesn't need 

some establishment, alternatively we'd in a way a deep 

education core to run the invention. 

There exist the three famous foundation agreeable 
accompanying YOLO 

 
1. Darknet: 

It is the framework built by the developer 
of YOLO and made specifically for it. 

 

2. Dark flow: 

It is the variation of darknet to 
TensorFlow. TensorFlow itself may be another deep 

learning algorithm. 

 

 

3. OpenCV: 

OpenCV encompasses a deep learning 

framework that works with YOLO. 

YOLO requires an OpenCV version of OpenCV 
3.4.2 and above. 

http://www.ijsrem.com/
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CODE 
https://drive.google.com/drive/folders/12r5tDKT11G 

e1Eb56-BpEdPOpdKikJoE4?usp=sharing 
 
 

RESULT 
 

1. Activating raspberry pi 
 

 
 

3. Alert message in VNC Viewer2. Detecting objects 

 

 

4. Throughing alert message through Twillo application 

 

 

 

http://www.ijsrem.com/
https://drive.google.com/drive/folders/12r5tDKT11Ge1Eb56-BpEdPOpdKikJoE4?usp=sharing


          International Journal of Scientific Research in Engineering and Management (IJSREM) 
  Volume: 05 Issue: 08 | Aug - 2021                                                                                                    ISSN: 2582-3930                        

 

© 2021, IJSREM      | www.ijsrem.com                                                                                                                              |        Page 7 
 

 

IV. CONCLUSION AND FUTUREWORK 
 

The projected method maybe a excellent help fashionable 
embellish the freedom of our border domain exceptionally, the 

scope of a surface an architectural finish extreme critical or 

landscape environment place human arrangement exist a main 

danger. Although bureaucracy concede possibility not able to 

have or do supply manner border safety but can without doubt 

support resolution to border peace of mind following a little. 

As bureaucracy detects person who trespasses, an alert idea 

happen create in addition to the transfer of the photograph of 

the person who trespasses to the main order. Then, the 

appropriate steps happen captured to remove the danger as the 

place of residence or activity of age group of the signal happen 

in addition to ready for use. 

The smart border close observation scheme can not only assist 
the military forces to embellish the freedom of border region 

but in addition to can help rescue a big amount of labor and 

property. It include the use of manner electronics restrain mind 

the cost influence of the constituent modules of bureaucracy 

accompanying a purpose of an action that some combination 

acknowledged at the border can right now exist send and 

results fashionable a unavoidable move. Appropriate exercise 

of bureaucracy concede possibility help our border protection 

forces to control those undesired and doubtful exercises 

fashionable a better and correct habit. 
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