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Abstract: Despite the reality that the Internet has positively impacted people’s lives, there are bad difficulties emerged 

associated to the use of Internet. Cases like cyber-bully, on line fraud, racial abuse, pornography and playing had elevated 

incredibly due to the lack of focus and self-mechanism amongst Internet customers to safeguard themselves from being victims 

to these acts. However, previous lookup produced that the degree of consciousness amongst Internet customers is nevertheless 

low or moderate. One of the integral measures to be taken is to domesticate expertise and cognizance amongst Internet 

customers from their early age, i.e., younger children. Youngsters specifically, want to be skilled to function in a secure 

manner in our on-line world and to shield themselves in the process. The objective of this systematic review paper is to explore 

why it is so critical that modern learners are educated about the risks associated with being active in cyberspace and the 

strategies that stakeholders can use to promote cyber security education. In this paper, few strategies are discussed as how 

cyber security education can be implemented in educational institutions. 

Index Terms—Cybersecurity, cyber safety, cyber education, cyber awareness. 

INTRODUCTION 

Many of us use social media as a platform to explicit our 

feelings, to provoke discussions, or to come to be known. As 

many human beings prefer to be the first to share an issue, 

now and again they skip whether or not the records 

introduced is true or in any other case. Use of the net is no 

longer confined to adults, however in this technology of 

science and multimedia, information of cybersecurity is 

additionally essential for children. Although Internet has 

sizeable viable and advantages for everybody, the exessive 

use of the Internet perhaps detrimental as it might also lead 

to cyber dangers for instance cyber dependancy , gaming 

and playing dependancy, cybersex, pornography , and 

personal records publicity. 

Cybercrime in opposition to adolescents and children is 

honestly a situation for parents, as they once in a while do 

now not recognise their baby is a victim of cybercrime. 

Many mother and father are unaware of the things to do their 

adolescents function in our on-line world . Some kids are 

bullied via remarks and insults; they can also additionally be 

intimidated, harassed, abused or sexually exploited. 

According to facts from the Royal Malaysian Police 

(PDRM), almost 80% of rape instances pronounced in the 

united states of america over the previous two years contain 

friendships in the digital world, and most of the victims are 

underneath the age of 18 . Grooming youngsters and young 

people to end up victims of sexual abuse is worsening, as 

extra and extra of these sexual predators are the usage of 

pretend identities on the web when searching for victims. 

With regard to parents’ efforts to defend their youth from 

cyber threats, there is no doubt that children, in spite of their 

younger age, are environment friendly and expert in the use 

of their personal or their parents’ smartphones. Children are 

now not solely tech savvy, however educated in the use of 

technology. In fact, there are additionally dad and mom who 

supply devices to their teens as rewards for excellence in 

exams, birthday presents, and so on. This makes younger 

teenagers inclined to abuse thru technology, whilst they are 

independently exploring the net besides boundaries or 

monitoring. When taking part in the advantages of the 

internet, it is necessary for everyone, whether or not mother 

and father or children, to be conscious of attainable dangers 

such as cyberbullying, as nicely as to take security 

precautions, as adolescents now have web get admission to 

at an previously age . Educators want to disseminate 

cybersecurity messages in order to promote accountable on 

line behaviour . 

Children’s use of the web is altering fast, in response to 

giant societal, market and technological innovation. As 

children’s normal engagement with on line videos, music, 

gaming, messaging and looking implies, their net use is 

largely positive. Parents of three- to four-year-olds file that 

their toddler is probable to watch cartoons, mini-movies, 

animations or songs on YouTube. The content material 
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adolescents watch as they develop older differs, as older 

youngsters watch greater tune videos, vloggers, YouTube 

personalities, and humorous movies . The position of 

colleges is essential in educating vital digital literacy to 

students, as nicely as in guiding and informing dad and mom 

involving children’s web use at home. 

The goal of cybersecurity training is to teach the customers 

of science on the practicable dangers they face when the 

usage of net verbal exchange tools, such as social media, 

chat, on line gaming, electronic mail and immediate 

messaging. Although there are many previous research has 

been carried out on cyber security, in special areas, for 

instance , much less articles centered on the steps that want 

to be finished especially by means of faculties in order to 

assist domesticate cyber protection cognizance in detail. The 

goal of this paper is to talk about why it is so necessary that 

current beginners are skilled about the dangers related with 

being energetic in cyberspace, what elements bog down this 

education, and the significance of a cybersecurity 

curriculum that can be used by using instructors. 

CYBERSECURITY 

The emergence of the net approves people to experience two 

realms: their actual life, and the digital world. With search 

engines such as Google and Yahoo, and video sharing 

websites such as YouTube, all records is now reachable at 

people’s fingertips. However, the developing world of our 

on-line world may additionally additionally have poor 

consequences on net users, such as via cybercrime. Such 

troubles must consequently be contained early so they do 

now not have a principal impact. In this context, 

cybersecurity implementation amongst net customers is very 

important. Cybersecurity training is integral due to the fact 

cybercrime instances can take place somewhere regardless 

of individuals, organizations and places. 

The definition of cybersecurity is the country of being 

blanketed in opposition to the crook or unauthorised use of 

digital data, or the measures taken to reap this . The 

explosion of Information Communication Technology (ICT) 

has added high-quality adjustments to our lives. With the 

existence of the World Wide Web, men and women and 

firms can effortlessly show any information, however if this 

is used for destructive functions it will have a bad impact on 

people’s lives . In addition, the web makes pornography 

accessible, which can generate social problems, along with 

crime. The web can additionally be an unhealthy channel for 

crimes and misbehaviour, being the important purpose of 

Malay young adults truanting from school. 

Cybersecurity can additionally be described as the activity, 

process, potential or kingdom whereby data and 

communications structures and the data contained therein 

are blanketed from and/or defended in opposition to damage, 

unauthorised use or modification, or exploitation . The net 

certainly will increase one’s knowledge. For example, on-

line pc video games require customers who are exceedingly 

professional in English, in order to recognize recreation 

settings and procedures. This will in a roundabout way 

motivate the improvement of reading, writing and talking 

competencies in English. However, a laptop recreation will 

commonly be fun, and take the consumer a lengthy time to 

complete. This can motive teenagers to come to be lazy, or 

to pay attention on gameplay and gadgets. Adolescents can 

additionally end up addicted, and productive activities, such 

as reviewing their lessons, are ignored. 

THE NEED FOR CYBERSECURITY EDUCATION  

Statistical reports released by the Cyber Crime and 

Multimedia PDRM Investigation Division, instances of 

cyber-love scams or higher recognized as the African Scam 

are in a nation of issue . The range of web fraud instances in 

Malaysia improved in 2013, when 1095 instances had been 

reported, in contrast to solely 814 instances in 2012. 

Additionally, notes an incident of an 18-year-old Malaysian 

boy who used to be arrested for committing an offense 

beneath the 1987 Copyright Act for importing and 

downloading neighborhood tune and global movies except 

the owner’s consent. The uploaded movies covered Gravity, 

Pacific Rim, forty seven Ronin, The Hangover 3, We Are 

the Millers, The Hobbit: The Desolation of Smaug, Ride 

Along and The Wolverine. Furthermore, in accordance to , 

fraudulent buy of items on line multiplied in Malaysia in 

2015, with a loss of greater than RM4.9 million involving 

the automobile, housing and tourism sectors. 

Cybersecurity schooling is additionally wanted to 

manipulate dependancy to laptop games. This dependancy 

definitely has a poor impact. Teenagers spend a lot of time 

on computer systems and socialise via their gadgets. Over 

time, andependancy to on-line video games can't be avoided, 

and teenagers’ treasured time is taken up by means of 

dependancy to their gadgets. This has a very awful have an 

impact on on teenagers. Nighttime is spent searching the 

internet, which will exacerbate the state of affairs and may 
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also even reason teens to have fitness problems. These 

threats and assaults can come in many forms, and customers 

are now not constantly conscious that they are being 

attacked. It is consequently indispensable to instruct and 

empower users, mainly children, on the secure and 

accountable use of on-line sources and platforms, to set up a 

subculture of cybersafety . 

CHALLENGES OF CYBER SECURITY EDUCATION 

Social media structures such as Facebook, 

Instagram,LinkedIn, YouTube and Twitter are the most 

famous web purposes for Malaysians . This explosion of 

reachable facts contributes to a number of dangers involving 

privateness and security. The authenticity and accuracy of 

facts in this digital house can additionally be disputed. 

Children want to be geared up to protect themselves and 

take accountability when confronted with feasible cyber 

threats. There are challenges, however, in making sure 

instructors are sufficiently educated and updated in their 

capability to promote indispensable grasp as an alternative 

than restrictive techniques to cybersafety, as nicely as 

guiding college students and mother and father in their use 

of the web at home. 

The carious challenges colleges face in imposing 

cybersecurity schooling encompass lack of expertise, 

funding and sources. Teachers lack expertise and know-how 

concerning cyberspace. Education institutions and 

authorities ministries may also lack sources and amenities to 

put into effect cybersecurity education. The pace of 

technological exchange consequences in new risks, requiring 

new solutions. Teachers may additionally face troubles in 

growing their know-how of the state-of-the-art technological 

know-how and therefore making sure college students are 

protected . This is a predominant impediment for teachers, 

as they lack get entry to to studying substances and want to 

be touchy to technological change. Early publicity and 

coaching for college students at colleges must be promoted 

via cybersecurity symposiums. The humans who are 

uncovered to and skilled on cybersecurity are anticipated to 

be the country’s future supply of cyber defense. 

 

 

 

 

METHODOLOGY 

 

 

Fig. 1.The selection process of past studies. 

The lookup highlights lookup research performed in the area 

of cybersecurity in education. Multiple databases (Emerald, 

Google Scholar, Sci, Scopus and EBSCOhost) have been 

explored, the use of key phrases such as: Cybersecurity, 

cyber awareness, cyber education. The literature chosen 

used to be in the two languages that can be understood by 

way of the researcher, which are Malay and English. In 

addition, the search used to be constrained to research 

posted between 2011 till 2019. More than 240 research have 

been found, however solely 25 research had been selected. 

The chosen research have been chosen primarily based on 

their context, scope and respondents. Table I summarises of 

the chosen research in phrases of the methodology, location, 

lookup focus, region and utility of the research.   

RESULTS AND DISCUSSIONS 

The Importance of Cybersecurity Education in 

Educational Institutions 

According to the literature review, there are many 

advantages if a faculty is in a position to completely follow 

cybersecurity education. A survey on adults and 

cybersecurity states that individuals are much less inclined 

to spend cash or time on seminars or programmes about 

cybersecurity. It is consequently vital for faculties to turn 

out to be know-how centres to expose troubles round 

cybersecurity to the community. School directors and 

instructors can talk about collectively and organise college 
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programmes or things to do about cybersecurity. In addition, 

faculties in Malaysia are supplied with monetary allocations 

from the government, that means that they will be capable to 

cowl the prices of organising such activities for the 

community. Moreover, cybersecurity training is really useful 

for altering the mind-set of individuals. Every character who 

lacks cybersecurity cognizance is a end result of now not 

being knowledgeable of the significance and results of 

cybersecurityitself. 

Strategies That Stakeholders Can Use to Promote 

Cybersecurity Education in Educational Institutions 

Video cartoons have been recognized as assets for 

instructors to use when discussing cybersecurity ideas with 

fundamental faculty learners, for example, the use of the 

Upin and Ipin testimonies to increase focus of cybersecurity 

. The main faculty topics of Information and 

Communication Technology want to be expanded to 

encompass cybersecurity topics. In addition, the security 

factors of cybersecurity can be taught thru different subjects. 

For example, beneath the difficulty of BahasaMelayu, 

college students can be given essays on the concern of 

cybersecurity. In addition, cybersecurity can be a theme of 

dialogue in the lecture room or for speech competitions, and 

cybersecurity cognizance weeks can be held. 

Teacher training programmes should additionally put 

together their pre-service instructors to mannequin and train 

cybersecurity matters and secure computing practices so that 

future generations will be aware of how to behave ethically, 

as properly as to preserve themselves secure and tightly 

closed on line . Despite their younger demographic and get 

admission to to technology, the pre-service instructors 

surveyed do no longer possess ample cybersecurity 

knowledge, or the capability to train their future college 

students to hold themselves and their statistics protected 

from harm. This is in hostilities with the notion of digital 

natives, as natives would be aware of what clues in the 

surroundings point out that they are protected and protected. 

Providing information to improve teachers’ and students’ 
perception of cyber troubles is one step that may want to be 

taken via applicable events to defend such companies from 

evolving cybersecurity threats. Cybersecurity consciousness 

schooling is necessary to shield web customers from 

conceivable cybercrimes as nicely as evolving cyber threats. 

Although some safety specialists doubt the significance of 

cybersecurity training or education , many researchers 

consider that schooling or coaching is indispensable in 

defending cyber customers from cybersecurity threats. 

Education is vital in addressing evolving cybersecurity 

threats, as all safety factors play an quintessential function in 

curbing them. 

Moreover, safety recognition programmes are one of the 

techniques that can promote cybersecurity schooling in 

school. The standards of cybersecurity recognition have 

been sophisticated over many years of lookup in the social 

psychology arena, however have been generally neglected 

by means of IT authorities when growing data safety focus 

programmes. For example, a cybersecurity schooling 

programme referred to as GenCyber is a summer season 

camp for American grade faculty college students and 

instructors that is supported NSA/NSF. This type of 

consciousness programme have to be applied in each school, 

as this initiative is capable to promote cybersecurity 

recognition and preparedness among the college community. 

Administrations can additionally set up cybersecurity 

company like pupil golf equipment or councils . This gives 

properly publicity now not solely to college students 

however to the total faculty community. The students can 

get instruction from their instructors to study extra about 

cybersecurity. According to , students will analyze how to 

navigate the studying administration system. In addition, 

college students need to apprehend about cybersecurity for 

themselves, and the most high quality way of advertising 

perception is via lively learning. In thistype of twenty first 

century learning, college students observe a learner-centred 

strategy whereby they locate the statistics about 

cybersecurity from the internet, and the trainer solely video 

display units their movements from time to time. ctive 

studying encourages higher understanding, particularly for 

the college students themselves. Even although college 

students improve a excessive stage of recognition on some 

cybersecurity problems such as cyberbullying, sharing 

private statistics and net banking, little facts is given to them 

related to cyber-sex and self-protection. It is very necessary 

for teachers, dad and mom and the authorities to be extra 

proactive in instructing college students about these areas, 

and to overcome the taboo on intercourse training. 
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CONCLUSIONS 

Based on a synthesis of the literature selected, it used to be 

observed that it is very essential to defend youth thru 

cybersecurity training so that they can emerge as conscious 

of the workable dangers they face when the use of web 

verbal exchange tools, such as the social media, chatting and 

on line gaming. However, there are countless challenges to 

cybersecurity education. These consist of the stage of 

teachers’ knowledge, and the lack of expertise, funding and 

resources. It is very necessary for all applicable parties, 

which includes teachers, parents, friends and the 

government, to work collectively to discover the high-

quality answer to defending teens from cybercrime and 

cyberbullying via school-based cybersecurity education. The 

media, such as tv and radio, need to additionally play an 

essential position in instructing teenagers thru cybersecurity 

campaigns due to the fact such campaigns are greater 

interactive and fascinating for kids to understand. 
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