&gl \g 3%

17 IISREM
woats International Journal of Scientific Research in Engineering and Management (1IJSREM)

R3S \Volume: 06 Issue: 03 | March - 2022 ISSN: 2582-3930

3-DIMENTIONAL PASSWORD [3-D PWD]

Naveen M D!, Pooja D S?, Pratibha Shetti®, Punith S*%, Sayeesh®
1,2,3,4 Students, BE (Appearing), Department of Computer Science and

Engineering, AIET, Mijar, Moodbidire, India 5 Senior Associative Professor,
Department of Computer Science and Engineering, AIET, Mijar, Moodbidire,
India

Abstract: - Access to any robotized framework is regularly founded on the utilization of literary or
alphanumeric passwords. In any case, generally end clients experience issues to recalling a secret key that is
long and arbitrary showing up. Rather, they by and large utilize short, straightforward, and uncertain
passwords. Graphical passwords can be intended to attempt to make passwords progressively noteworthy and
simpler for the end clients to utilize and, in this way, framework will be increasingly secure. Utilizing a
graphical secret phrase or 3D secret word, clients click on pictures as opposed to type alphanumeric characters.
We have planned an increasingly secure multi-layer secret word structure for printed, biometric just as
graphical secret key framework. In this paper we give a thought regarding the proposed framework. Here we
bargain its security qualities, and the observational examination conveyed while the advancement and
contrasting the framework and typical printed or alphanumeric secret phrase ensured framework. Keyword:
Security Authentication, password, virtual.
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1. INTRODUCTION

for 'others' to fabricate or to take character or to
hack some ones password. Therefore various
counts have come up each with an entrancing
technique toward figuring of a secret key. The
estimations are such based normally the
affirmation plot the customer undergoes is
particularly amazingly tolerant or very strict.
Throughout the years confirmation has been an
extraordinarily interesting approach. With all of
the strategies for development making, it will in
general be outstandingly easy to pick a subjective
number in the extent of 1076 and along these lines
the possibilities of the discerning number coming
is phenomenal.

2. CURRENT SYSTEM

Current verification frameworks experience the ill
effects of numerous shortcomings. Printed
passwords are usually utilized. Clients will in
general pick important words from lexicons,
which make literary passwords simple to break
and powerless against lexicon or savage power
assaults. Numerous  accessible  graphical
passwords have a secret key space that is not
exactly or equivalent to the printed secret phrase
space. Shrewd cards or tokens can be taken.
Numerous biometric verifications have been
proposed. Nonetheless, clients will in general
oppose utilizing biometrics result of their nosiness
and the impact on their protection. Also,
biometrics can't be repudiated. The 3Dpassword is
a multifaceted confirmation plot. The plan of the
3D virtual condition and the sort of items chose
decide the 3D secret word key space. Client have
opportunity to choose whether the 3D secret word
will be exclusively review, plans
acknowledgment, or token based, or mix of two or
more.

3. UPDATEABLE SYSTEM

The 3D secret word will be exclusively review,
biometrics, acknowledgment, or token based, or a
blend of two plans or more. This opportunity of
choice is fundamental since clients are unique
and they have distinctive The proposed
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framework is a multifaceted verification plot that
joins the advantages of different confirmation
plans. Clients have the opportunity to choose
whether necessities. In this manner, to guarantee
high client worthiness, the client's opportunity of
choice is significant.

4. BRIEF DESCRIPTION OF SYSTEM
The proposed framework is a multifaceted
verification plot. It can join all current
confirmation plans into a solitary 3D virtual

condition .This 3D virtual condition contains a few
articles or things with which the client can
cooperate. The client is given this 3D virtual
condition where the client explores and interfaces
with different items. The arrangement of activities
and communications toward the articles inside the
3D condition develops the client's 3D secret word.
The 3D secret word can join most existing
confirmation plans, for example, printed passwords,
graphical passwords, and different kinds of
biometrics into a 3D virtual condition. The decision
of what confirmation plans will be a piece of the
client's 3D secret key mirrors the client's
inclinations and prerequisites. A client who likes to
recollect and review a secret phrase may pick
literary and graphical secret word as a component of
their 3D secret word. Then again clients who have
more trouble with memory or review may like to
pick savvy cards or biometrics as a major aspect of
their 3D secret word. Besides client who likes to
keep any sort of biometric information private
probably won't interface with object that requires
biometric data. Accordingly it is the client's
decision and choice to build the ideal and favored
3D secret word.

5. SYSTEM TO BE ADOPTED

The 3D secret phrase is a multifaceted validation
plot. The 3D secret key exhibits a 3D virtual
condition containing different virtual items. The
client explores through this condition and associates
with the articles. The 3D secret phrase is basically
the blend and the arrangement of client connections
that happen in the 3D virtual condition. The 3D
secret phrase can consolidate acknowledgment,
review, token, and biometrics based frameworks
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into one verification conspire. This should be
possible by planning a 3D virtual condition that
contains objects that solicitation data to be
reviewed, data to be perceived to be confirmed

Virtual items can be any article that we
experience, all  things considered. Any
conspicuous activities and cooperation toward the
genuine items should be possible in the virtual 3D

condition toward the virtual articles. In addition,
any client input, (for example, talking in a

particular area) in the virtual 3D condition can be
considered as a piece of the 3D secret key.

We can have the accompanying articles:
1) A PC with which the client can type;

2) A unique finger impression peruse that
requires the client's unique finger impression;

3) A biometric acknowledgment gadget;

4) A paper or a white board that a client can
compose, sign, or draw on;

5) A mechanized teller machine (ATM) that
demands a token;

6) A light that can be turned on/off;

7) A TV or radio where channels can be chosen;
8) A staple that can be punched;

9) A vehicle that can be driven;

10) A book that can be moved starting with one
spot then onto the next;

11) Any graphical secret key plan;
12) Any genuine item;
13) Any forthcoming validation plot.

The activity toward an item (accept a unique
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finger impression acknowledgment gadget) that
exists in area (x1, y1, z1) is not quite the same as
the activities toward a comparable article (another
unique finger impression acknowledgment gadget)
that exists in area (x2 , y2, z2 ), where x1 = x2 ,
yl =y2, and z1 = z2 . Hence, to play out the real
3D secret phrase, the client must pursue a similar
situation performed by the authentic client. This
implies collaborating with similar items that dwell
at the precise areas and play out the accurate
activities in the best possible succession.

6. 3D PASSWORD SELECTION AND INPUT
Give us a chance to consider a 3D virtual condition
space of size G xG x G. The 3D condition space is

spoken to by the directions (X, y, z) €[1, .. G] x

[1,..]x[1, ..., G]. The articles are disseminated
in the 3D virtual condition with exceptional (X, v,

z) arranges. We accept that the client can explore
into the 3D virtual condition and communicate with
the articles utilizing any information gadget, for
example, a mouse, console, unique mark scanner,
iris scanner, stylus, card peruser, and receiver. We
consider the arrangement of those activities and
communications utilizing the past info gadgets as
the client's 3D secret key.

For instance, consider a client who explores through
the 3D virtual condition that comprises of an office
and a gathering room. Give us a chance to accept
that the client is in the virtual office and the client
pivots to the entryway situated in (10, 24, 91) and
opens it. At that point, the client shuts the entryway.
The client at that point finds a PC to one side,
which exists in the position (4, 34, 18), and the
client types "Hawk." Then, the client strolls to the
gathering room and gets a pen situated at (10, 24,
80) and attracts just one dab a paper situated in (1,
18, 30), which is the dab (x,

y) facilitate comparative with the paper space is
(330, 130). The client at that point presses the login
button. The underlying portrayal of client activities
in the 3Dvirtual condition can be recorded as
pursues:
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(10, 24, 91) Action = Open the workplace

entryway;
(10, 24, 91) Action = Close the workplace

entryway;
(4, 34, 18) Action = Typing, "F";
(4, 34, 18) Action = Typing, "A";

(4, 34, 18) Action = Typing, "L";
(4, 34, 18) Action = Typing, "C";
(4, 34, 18) Action = Typing, "O";

(4, 34, 18) Action = Typing, "N";

7. ENVIRONMENTAL SETUP FOR 3D
PWD ADOPTATION

The plan of the 3 D virtual conditions influences
the ease of use, viability, adequacy of 3D secret
word. The initial phase in building a 3D secret
word framework is to structure a 3D domain that
mirrors the organization needs and the security
necessities. The structure of 3D virtual situations
ought to pursue these rules.

7.11 Real Life Similarity The imminent 3D
virtual condition ought to reflect what individuals
are accustomed to finding, all things considered.
Items utilized in virtual situations ought to be
generally comparative in size to genuine articles
(estimated to scale). Potential activities and
associations toward virtual items ought to reflect
genuine circumstances. Article reactions ought to
be sensible. The objective should have a 3D
virtual condition that customers can cooperate
circumstances. Article responses should be
reasonable. The goal should have a 3D virtual
condition that customers can coordinate
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7.12 Object uniqueness and qualification each
virtual article or thing in the 3D virtual condition
Is not quite the same as some other virtual item.
The uniqueness originates from the way that each
virtual item has its very own qualities, for
example, position. In this way, the planned
association with object 1 isn't equivalent to the
cooperation with object 2. How regularly, having
comparative items, for example, 20 PCs in a single
spot may befuddle the client. In this way, the
structure of the 3D virtual condition thought to
think about that each article ought to be
recognizable from different items. Also, in
structuring a 3D virtual condition, it ought to be
simple for clients to explore through and to
recognize objects. The distinctive factor builds the
client's acknowledgment of items. In this manner,
it improves the framework ease of use.

7.13 Three Dimensional Virtual Environment Size
A 3D virtual condition can portray a city or even the
world. Then again, it can delineate a space as
engaged as a solitary room or office. An enormous
3D virtual condition will expand the time required
by the client to play out a 3D secret phrase. In, a
little 3D virtual Condition ordinarily contains just a
couple of articles, and in this way, playing out a 3D
secret word will take less time.

7.14 Number of items and their sorts Part of
planning a 3D virtual condition is deciding the
kinds of articles and what number of articles ought
to be set in the earth. The sorts of items reflect what
sort of reactions the article will have. For
effortlessness, we can consider mentioning a printed
secret word or a unique mark as an item reaction
type. Choosing the correct article reaction types and
the quantity of items influences the plausible secret
word space of a 3D secret word.
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7.15 System Importance The 3D virtual condition
ought to think about what frameworks will be
secured by a 3D secret key The quantity of articles
and the kinds of items that Have been utilized in
the 3D virtual condition ought to mirror the
significance of the ensured framework.

8. 3D PASSWORD APPLICATION

The 3D secret phrase can have a secret key space
that is exceptionally enormous contrasted with
other verification plans, so the 3D secret phrase's
primary application areas are securing basic
frameworks and assets.

1 Basic server numerous enormous associations
have basic servers that are generally secured
by a literary secret key. A 3D secret word
verification proposes a sound swap for a
literary secret key.

Atomic and military offices such offices ought to
be secured by the most Amazing validation
frameworks. The 3D secret phrase has an
exceptionally enormous plausible secret key
space, and since it can contain token, biometrics,
acknowledgment and  information  based
Authentications in a solitary verification
framework, it is a sound decision for significant
level security areas.

2. Planes and stream warriors Because of the
conceivable risk of abusing airplane sand fly
contenders for religion, political motivation, use
of such planes ought to be secured by an
incredible verification system. In expansion, 3D
passwords can be utilized in less basic
frameworks in light of the fact that the 3D virtual
condition can be intended to fit to any framework
needs. A little virtual condition can be utilized in
the accompanying frameworks like

1) ATM

2) Personal Digital Assistance

3) Desktop Computers & laptop logins
4) Web Authentication

5) Security Analysis
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Fig 2:3d man secure login with administrator
ID and password

To dissect and ponder how secure a framework is,
we need to consider,

» How hard it is for the assailant to break such a
framework

= A potential estimation depends on the data
substance of a secret phrase space. It is imperative
to have a plan that has a huge conceivable secret
phrase space which expands the work required by
the aggressor to break the confirmation
framework.

= Find a plan that has no past or existing
information on the most likely client secret phrase
choice.

9. SECURITY ANALYSIS

9.1. 3D Password space size

To decide the secret word space, we need to tally
all conceivable 3D passwords that have a specific.
number of activities, communications, and
contributions towards all items that exist in the 3D
virtual conditions.

9.2. 3D password distribution knowledge Clients
will in general utilize important words for printed
passwords. Along these lines finding these various
words from lexicon is a moderately basic errand
which yields a high achievement rate for breaking
literary passwords. Pass faces clients will in general
pick faces that mirror their own taste on facial
engaging quality, race, and sex.

Each client has various necessities and inclinations
while choosing the fitting 3D Secret word. This
reality will expand the exertion required to discover
an example of client's profoundly chosen 3D secret,
the assailant needs to examine each and every
verification plot and needs to find what the most
plausible chose insider facts are. Since each 3D
secret phrase framework can be structured by the
ensured framework prerequisites, the aggressor
needs to independently examine each 3D secret
phrase framework. Accordingly, more exertion is
required to construct the information on most likely
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3D passwords.

9.3. Attacks and Countermeasures

To realize and understand how far an
authentication scheme is secure, we have to
consider all possible attack methods. We have to
study whether the authentication scheme proposed
IS immune against such attacks or not. Moreover,
if the proposed authentication scheme is not
immune, we then have to find the countermeasures
that prevent such attacks. In this section, we try to
cover most possible attacks and whether the attack
is valid or not. Moreover, we try to propose
countermeasures for such attacks.

1) Brute Force Attack: The attacker has to try all
possible 3D passwords. This kind of attack is very
difficult for the following reasons.

Time required to login The total time needed for
a legitimate user to login may vary depending on
the number of interactions and actions, the size
of the 3D virtual environment, and the type of
actions and interactions. Therefore, a brute force
attack on 3D password is very difficult and time
consuming.

a. Cost of attacks the 3D virtual environment
contains biometric recognition objects and token
based objects. The attacker has to forge all
possible biometric information and forge all the
required tokens. The cost of forging such
information is very high, therefore cracking the
3D password is more challenging. The high
number of possible 3D password spaces leaves
the attacker with almost no chance of breaking
the 3D password.

2) Well-Studied Attack: The attacker tries to
find the highest probable distribution of 3D
passwords. In order to launch such an attack, the
attacker has to acquire knowledge of the most
probable 3D password distributions. This is very
difficult because the attacker has to study all the
existing authentication schemes that are used in
the 3D environment. It requires a study of the
user’s selection of objects for the 3D password.
Moreover, a well studied attack is very hard to
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for every different 3D virtual environment design.
This environment has a number of objects and
types of object responses that differ from any other
3D virtual environment. Therefore, a carefully
customized study is required to initialize an
effective attack.

3) Shoulder Surfing Attack: An attacker uses a
camera to record the user’s 3D password or tries to
watch the legitimate user while the 3D password is
being performed. This attack is the most
successful type of attack against 3D passwords
and some other graphical passwords. However, the
user’s 3D password may contain biometric data or
textual passwords that cannot be seen  from
behind. Therefore, we assume that the 3D
password should be performed in a secure place
where a shoulder surfing attack cannot be
performed.

4) Timing Attack: In this attack, the attacker
observes how long it takes the legitimate user to

perform a correct sign in using the 3D password.
This observation gives the attacker an indication
of the legitimate user’s 3D password length.
However, this kind of attack alone cannot be very
successful since it gives the attacker mere hints.
Therefore, it would probably be launched as part
of a well studied or brute force attack. Timing
attacks can be very effective if the 3D virtual
environment is poorly designed.

10. ADVANTAGES
1. Provides security.

2. This 3D password can’t take by any other
person.

3. 3D graphical password has no limit.
4. Password can change easily.

5. Implementation of the system is easy.
6. Password can remember easily.

7. This password helps to keep lot of personal
details.

11. DISADVANTAGES

1. Difficult for blind people to use this technology.
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2. Requires sophisticated computer technology.
3. Expensive.
4. A lot of program coding is required.

12. FUTURE SCOPE

The 3-D password is a multifactor authentication
scheme  that combines these  various
authentication schemes into a single 3-D virtual
environment. The virtual environment can
contain any existing authentication scheme or
even any upcoming authentication schemes by
adding it as a response to actions performed on
an object. Therefore, the resulted password space
becomes very large compared to any existing
authentication schemes. The design of the 3-D
virtual environment, the selections of objects
inside the environment, and the object’s type
reflect the resulted password space. It is the task
of the system administrator to design the
environment and to select the appropriate object
that reflects the protected system requirements.
Additionally, designing a simple and easy to use
3-D virtual environment is a factor that leads to a
higher user acceptability of a 3-D password
system. The choice of what authentication
schemes will be part of the user’s 3- D password
reflects the user’s preferences and requirements.
A user who prefers to remember and recall a
password might choose textual and graphical
passwords as part of their 3-D password. On the
other hand, users who have more difficulty with
memory or recall might prefer to choose smart
cards or biometrics as part of their 3-D password.
Moreover, users who prefer to keep any kind of
biometrical data private might not interact with
objects that require biometric information.
Therefore, and preferred 3-D password. The 3-D
password is still in its early stages. Designing
various kinds of 3-D virtual environments,
deciding on pass-word spaces, and interpreting
user feedback and experiences from such
environments will result in enhancing and
improving the user experience of the 3-D
password. Moreover, gathering attackers from
different backgrounds to break the system is one
of the future works that will lead to system
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improvement and prove the complexity of
breaking a 3-D password. Moreover, it will
demonstrate how the attackers will acquire the
knowledge of the most probable 3-D passwords to
launch their attacks. Shoulder surfing attacks are
still possible and effective against 3-D passwords.
Therefore, a proper solution is a field of research.

13. CONCLUSION

The 3D password is a multi factor authentication
scheme that combines the various authentication
schemes into a single 3D virtual environment. The
virtual environment can contain any existing
authentication scheme or even any upcoming
authentication scheme or even any upcoming
authentication schemes by adding it as a response to
actions performed on an object. Therefore the
resulting password space becomes very large
compared to any existing authentication schemes. The
design of the 3D virtual environment the selection of
objects inside the environment and the object's type
reflect the resulted password space. It is the task of the
system administrator to design the environment and to
select the appropriate object that reflects the protected
system requirements. Designing a simple and easy to
use 3D virtual environment is a factor that leads to a
higher user acceptability of a 3D password system.
The choice of what authentication scheme will be part
of user's 3D password reflects the user's preferences
and requirements.
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