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Abstract - All industries have the same fundamental problem
of insufficient defense, but today's adversaries are making
significant efforts to penetrate these defenses in order to engage
in illegal insider trading. They identify a wide variety of
information theft conduits. Private details is more vulnerable to
intrusion in the modern world. While there are numerous
defenses against various forms of assault, hackers are always
developing novel methods of breaching existing defenses. As a
result, in this article, we attempted to create a novel approach
that would be very resistant to such an assault. The suggested
scheme includes the implementation of a hash map-based
system for detecting intrusions. In this system, the item is
hashed and then stored as a shared key.

The safe transfer of data is a key issue nowadays.
Users in the data-sharing system may encrypt their files using
their own personal keys before uploading them. If a user leaks
the key information, it becomes tough for the cloud provider
maintain stay secure, making this attribute extremely crucial to
any large-scale data sharing system. In this work, we provide a
secure and efficient implementation of the technique, as well as
a proof of its security. Many obstacles stand in the way of data
owners when they want to make their data available through
server or cloud storage. The issues may be addressed in a
variety of ways. For the safe management of a shared key
belonging to the data's owner, several methods are required. In
this article, we'll discuss the concept of a trusted authority as a
means of verifying the identities of cloud data users. The
trusted authority will utilize the SHA algorithm to produce the
key, and then distribute it to the user and the owner. To
determine the hash value, the certified authority system utilizes
the MD-5 method after receiving an AES-encrypted file from
the data owner. It maintains a database with keys that may be
accessed during dynamic operations and utilized to identify any
cheaters inside the network (CSP or Owner). The CSP module
stores files sent from the trusted authority in the cloud. It is
shown that the generated key sets have many desired qualities
that protect reliable communication from being snooped on by
other the network's nodes.

Key Words: Object, Hashing, Hash Map, Intrusion Detection
System, Intrusion, Security.

1.INTRODUCTION

Cloud-based intrusion detection systems (IDSs) that use
secure hashing algorithms are one method of monitoring a
network for hostile activities. The system would run on the
cloud-based computing platform, that provides flexibility &
memory adaptability. To generate a unique digital fingerprint,
or "hash," of internet traffic, secure hash functions like SHA-
256 & SHA-512 are utilized. The validity of the traffic may be

determined by comparing the hash to a known database of good
& bad hashes. Cloud computing enables the IDS to store its
database of positive and negative hashes and handle massive
volumes of data. It also enables remote access, which is useful
for both updating and maintaining the system.

The IDS would keep an eye on every data passing across the
network and raise an alarm if anything fishy was seen. This has
the potential to thwart a broad variety of malicious cyber
activity, such as virus infections, malware, and attempted break-
ins. All things considered, a combination of cloud computing
and secure hashing algorithms in an IDS may be a powerful tool
for spotting and stopping network intrusions. The use of secure
hash functions in an IDS has several benefits, one of which is
that them are very difficult to edit or tamper with. The hash of
the network activity an attacker generates will be unusual from
the hashing of regular traffic, therefore it will be simple to
identify even if they manage to circumvent the IDS.

IDSs that make use of cloud computing also have the option
of incorporating machine learning algorithms into their
detection processes, further enhancing their precision. To better
identify emerging threats, the IDS may, for instance, utilize past
information to train a ml algorithm to spot patterns of malicious
behavior. One other perk of adopting a cloud-based IDS is its
compatibility with other security measures. This includes
intrusion prevention systems, firewalls, and antivirus programs.
As a result, network security may be tackled in a more holistic
and unified manner. Protecting the confidentiality and integrity
of your data while employing a cloud-based IDS seems to be a
significant problem. It is possible to prevent data theft or
manipulation by using encryption and other protection
measures. Using cloud computing to deploy an IDS built on safe
hashing methods may be a challenging task that necessitates
expertise in information security, cloud services, & secured hash
functions. Organizations should collaborate with seasoned
security specialists to design, build, and manage the system.
Understanding the difficulties and complications of deploying
an IDS based on safe hashing algorithms utilizing cloud
computing is essential for making the most of its potential to
identify and deter malicious behavior on a network.

Increased cyber-attacks have been a growing cause for
worry as Internet technology has advanced rapidly in recent
years. One method for spotting these intrusions is the Intrusion
Detection System (IDS). Despite the impressive results of the
already available Intrusion Detection techniques, there is a
growing need to either refine the existing approaches or create
whole new ones. IDSs have been used for a long time with
the intention of scanning network traffic and identifying
any malicious activity or threats in real time. Just like a
firewall, an IDS is a security system whose primary
function is to prevent unauthorized individuals from
gaining access to sensitive information by ensuring the
data's integrity and availability. There are established
criteria by which the effectiveness of an IDS may be
evaluated.

© 2023, IJSREM | www.ijsrem.com

DOI: 10.55041/IJSREM 18424 |

Page 1


http://www.ijsrem.com/

_g’ \3;@

%;REM
e-Journal

Aot

Volume: 07 Issue: 03 | March - 2023

International Journal of Scientific Research in Engineering and Management (IJSREM)

Impact Factor: 7.185 ISSN: 2582-3930

Accuracy, low resource use, high efficiency, swiftness,
and fullness are all in this category. Two types of attack
detection techniques are used by IDS: anomaly detection
and signature detection (also known as misuse detection).
One uses the former to examine system behavior over time
to spot out of the ordinary actions taken by the system; for
instance, if the number of database queries made by users
is much higher than average, an anomaly detection
warning will be triggered. As not every user should be
treated equally, this is obviously a drawback as well. In
the same vein, the number of queries you run every day
won't always be the same, thus it's best to make that
number variable. The difficulty of adapting anomaly
detection to an environment where user needs are
constantly changing and cannot be compared to past data
is another potential drawback. Therefore, it follows that
anomaly detection may produce false positives. In the
latter way, rules are built within the IDS based on stored
information called fingerprints or signatures of previously
successful attacks.

2. LITERATURE REVIEW

Scholars have spent a lot of time thinking about and
writing about security intrusion detection systems. The methods
used for IDS may be broken down into three broad classes:
anomaly-based IDS, letter IDS, and evolutionary algorithms. As
a first step in working with massive data sets, dataset
pretreatment is essential when dealing with IDS. Choosing
relevant features is the primary step in preprocessing. After
settling on a set of characteristics, methods of machine learning
are used to categorize intruders' typical and atypical activities.
We first discuss the hybrid approaches to ml utilized in the IDS
there in current work, then we describe the different types
of IDS, and last, we describe the method for selecting
features.

A. IDs based on Anomaly
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Fig.1. Structure for intrusion detection systems based on
anomalies [13]

An advanced optimization approach was presented by
Aljawarnehh [14] for intrusion detection systems (IDSs) based
around intrusion detection with image segmentation. This
novel hybrid model helped estimate assaults based on the
activity with processing of best-case training data possibilities.
Developing a more accurate IDS model needed additional
optimization methods.

By observing patterns in constants (e.g., the amount for the user
ought to be the same when logging in), a profiling of a web -
based application was created (see to [15] for more details). The
software was examined to see whether any of the constants had
been broken. There was recorded as an anomaly each time a
violation of a static element was noted.

By examining the activity of all online sessions, the authors of
reference [16] were able to create an anomaly-based intrusion
detection system. It was made up of more manageable data item
groupings for companies. These categories were then applied
to common patterns in data access utilized in workflow
procedures. The authors used a program called a HMM.
Evidence was shown that the clustering could achieve low for
it for while keeping its accuracy results, and the findings
demonstrated that the approach could identify abnormal web
transactions.

Double framework was created by Le et al. [17] to identify
attacks that released information by checking both database and
web server logs. For dynamic sites, they found an FP rate of
0.6% and for static pages, an FP rate of 0%.

In their research, Nascimentto&Correia [18] examined an IDS
that had been trained using data gathered from a large-scale
online application. They only thought about GET requests and
ignored POST requests and their corresponding answer pages.
They used the T-Shark log converter to standardize the logs it
generated. In order to generate the filtered data, we needed to
call upon the ancillary programs. Nine different sensing models
were employed.

Ariuu [19] created an HMM-based host-based IDS to prevent
attacks on mobile apps. A web application's input properties
and values were modelled using this technique. Multiple
HMMs were concatenated in order to meet a certain
requirement on the probabilities that was derived from the
training sample, allowing for the calculation of various metrics
and values.

Using a "XML" file that provided the necessary properties of
parameter values, a web-based firewall was created in reference
[20] to identify any irregular requests and record their
behaviors. Attacks were detected if input values strayed from
the profile. The problem was that this method generated FP
warnings since it ignored the more reliable route information
and page.

A. IDS systems that rely on signatures based on previously
detected threats are better able to spot new threats as they
emerge. The network interface layout is compared using this
method. When an attack occurs and the network interface
pattern fits the signature, the entry is flagged. By understanding
the network behavior fingerprints, this sort of detection scheme
is simple to create and comprehend. This method detects
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known assaults with a high degree of accuracy and almost no
false positives. Additionally, it may replenish the database with
new signature and affecting the pre-existing ones. The biggest
problem with this IDS method is that it may be fooled by even
the slightest change in the attack pattern, therefore it won't be
able to prevent assaults that haven't been seen before.
Schematic representation of signature-based IDS architecture.
Here are some relevant works that have used biometrics IDS.

B. IDs based on signatures
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Fig.2. Architecture for intrusion detection systems based on
signatures [13]

IDS systems that rely on signatures based on
previously detected threats are better able to spot new threats
as they emerge. The network interface layout is compared using
this method. When an attack occurs and the network interface
pattern fits the signature, the entry is flagged. By understanding
the network behavior fingerprints, this sort of detection scheme
is simple to create and comprehend. This method detects
known assaults with a high degree of accuracy and almost no
false positives. Additionally, it may replenish the database with
new signature and affecting the pre-existing ones. The biggest
problem with this IDS method is that it may be fooled by even
the slightest change in the attack pattern, therefore it won't be
able to prevent assaults that haven't been seen before.
Schematic representation of signature-based IDS architecture.
Here are some relevant works that have used biometrics IDS.

Saraniyaa [21] created an IDS algorithm that relies on
signatures to identify network intrusions, and this system is
called a NIDS. It was able to successfully collect packets from
the whole network in wide range of operating conditions and
compare them to attack patterns created by security experts. As
a result, the network was protected and memory use was cut
down.

Because of trademark library has to be constantly examined for
every fresh kind of intrusion found, biometrics IDS cannot
identify new and undiscovered threats. Cyberattacks against
MODBUS-based industrial control systems and signature-
based intrusion detection systems were the subject of research

presented by Gao and Morris [22]. The assaults discussed
before were the inspiration for the regulations mentioned. The
regulations were classified as either "unbiased" or "legislature."
Rules that examined a single MODBUS package for a matching
sign were totally independent. Snort, an ids, enforced the
isolated rules.

Uddinn[23] presented a new operator for signature-based
networked IDS, which would move signatures from a big
complimentary warehouse to a small data store, and then
frequently update the libraries when new signings were
identified. The suggested model's findings shown that IDS
outperformed conventional systems that relied on a central
database of chain fingerprints.

In [24], Kumar and Gobil built an IDS that relies on previously-
created signatures. They created an intrusion detection system
(IDS) using Chortle, Basis, & Tp Rewind. This technology has
the potential to analyze network traffic in real-time for signs of
infiltration.

3. PROPOSED SYSTEM

An organization's unique requirements and available resources
will determine which of many suggested systems for an IDS
based on secure hashing algorithms in the cloud would be the
best fit. Nevertheless, the following are some things that should
be considered while designing the ideal system:

1) Using secure hashing algorithms like SHA-256 and SHA-
512, which are widely used in business, to guarantee the
legitimacy of data sent across a network.

2) Using cloud computing as the foundation allows for
scalability and the capacity to manage massive volumes of data.
3) Machine learning techniques are used to enhance the
system's detection capabilities and respond more rapidly to
emerging threats.

4) For a more unified and effective network security strategy,
integration with other security tools and services like firewalls,
antivirus software, and intrusion prevention systems is
essential.

5) Taking precautions to safeguard information stored in the
cloud, such as using encryption and other safety protocols.

6) A user interface that is both straightforward and instinctive,
facilitating IDS management and monitoring by system
administrators in real time.

7) Updating and maintaining the system on a regular basis is
essential for keeping it secure against new forms of
cyberattack.

8) The capacity to meet regulatory requirements, such as PCI-
DSS, HIPAA, and ISO 27001.

9) Planned actions to take in the event of a breach, should one
occur.

To solve the problem of insecure digital certificates and data
sharing in dynamic groups, we present a new secure data
sharing technique. We provide a safe method of key
distribution that doesn't need any private lines of
communication. Users' public keys may be verified by the
group manager, allowing them to safely get their private keys
without the need for Certificate Authorities. With the aid of the
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group’s user list, our approach is able to establish granular
control over who has access to which parts of the data. We
provide a safe way of exchanging information that is immune
to collusion. Once a user's access has been denied, even if they
operate together with an untrusted network, they will not be
able to retrieve the original data files. The usage of a
polynomial function allows our system to provide safe user
revocation.

Our approach quickly supports dynamic group, meaning that
the security tokens of all the other individuals don't need to be
theoretical and updated whenever a new customer participates
in the club or an existing user is removed from the company.
Detection accuracy is provided to demonstrate the safety of our
approach.
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Fig.3. Framework for the application's procedure.
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Fig.4. System’s Architecture.

4. METHODOLOGY
Intrusion detection systems (IDS) built on the premise of cloud
computing and secure hashing algorithms may use the
following approach and course of action.
1) The first stage is to gather data on network traffic for
use in the IDS. A networking sniffer or even other network
management tool might be used to acquire this information.
2) Next, a secure hashing technique, such SHA-256 or
SHA-512, would be used to the acquired network traffic data
to produce a one-of-a-kind hash.
3) This would involve building a database of trusted and
unsafe hashes. Standard network traffic would be used to
produce the good hashes, while malicious network traffic
would be used to produce the bad hashes.
4) The IDS would next do an analysis of the internet
activity by comparing the traffic's hashes to those stored in the
database. The intrusion detection system (IDS) will sound an
alarm if the traffic's hash corresponds to a previously identified
malicious hash.
5) Assembling the IDS in the cloud is the plan. In terms
of storage and resources, this provides for scalability.
Additionally, remote access is made possible.
6) It is possible to increase the system's precision with
the use of machine learning algorithms by analyzing network
data for indicators of malicious behaviors. A machine learning
model may be trained using data from the past, allowing the
system to identify new threats more rapidly and correctly.
7) Data stored in the cloud would be shielded from
prying eyes and unauthorized access with the help of
encryption and other security measures.
8) Updating and Repairing: The system would be
checked and repaired on a regular basis to make sure it is
always working well and can identify and avoid any new cyber
threats.

DATA OWNER
- mﬁl acdSch3567aebcdbeeadd
i (08hec765b3
File Transmitted Hash .value
to public cloud Transr.mttod to
public cloud
/
PUBLIC CLOUD Received
Hash
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Value

49065bec765b3

Fig.5. Protocol for ensuring data integrity during transmission
from data holder to cloud platform.
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collecting and analyzing network traffic data, building a
collection of known good and bad hashes, deploying the IDS
on a cloud platform, integrating ml algorithms for greater
accuracy, and enforcing security precautions to safeguard data
stored in the cloud are all components of the proposed method
for an IDS based on secure md>5 techniques using cloud storage.

5. EXPERIMENTAL RESULTS

In this part, we give the results of the tests performed to assess

the performance of the various signature hashed methods
presented in the previous section. An important purpose of
many algorithms is to prevent hackers from accessing sensitive
information that has been generated. Attacks designed to break
encryption techniques have proliferated in tandem with their
development. These attacks may be thwarted in a number of
ways, one of which is by adopting a more modern security
protocol or updating the one already in use. Some assaults were
successful in breaching the security given by SHA -1
Algorithms, diminishing its promise for data privacy.
Therefore, Privacy was not successfully protected by SHA-1.
For increased safety, SHA 2 was created by NSA experts.

300

Output size (bits) = Word size = Rounds

MD-4 MD-s SHA-0 SHA-1 SHA-256

Different Hashing Algorithms

Fig.6. Values hashed out by several algorithms and compared.

A variety of theoretical attacks aimed at breaking SHA 2's
security were explored. However, while SHA 2 is more secure
than SHA 1, there is no assurance that any private information
will be leaked. SHA-2 makes attacks such as the Overlap
Attack and the Pre-Image Attack vulnerable.

In a collision attack, the attacker seeks to discover inputs that
will result in the same hash value for the output. Collision
attacks may be divided into two categories. Since SHA-2 uses
a six-value digest, this collisions approach is only effective
against SHA-1[12], but not against SHA-2's Failsafe
mechanism. With SHA-2, it's difficult to encrypt files since any
two inputs will generate distinct hash values.

Normal Pre-Image Assault By "Pre-image Attack," we imply
an assault that begins with the discovery of an image (fault in
code) in a security algorithm, and then proceeds to discover that
same picture during a subsequent attack. Because SHA 2 has
Attribute based Opposition, it is immune to this kind of attack
before it ever begins. This is because SHA 2 employs the
double hashing approach, which makes it almost impossible for
an attacker to create a valid preimage. SHA-256 is not
vulnerable to Hash Collision, a situation in which attackers
generate input data sources for the same hashing values,
resulting in the exact same emission hash values. This is in

contrast to the MD (1,2,3,4,5) Clustering Method as well as the
SHA-1 Hashing Method.

6. CONCLUSIONS

When combined with other forms of security, such firewalls,
an IDS may greatly improve the effectiveness of a network's
defenses. The primary function of an IDS is to spot the telltale
symptoms of an attack, notify the system administrators, and
have them relay fake information to the intruders. IDS are often
divided into two distinct types, based on their approach to
detection: exploitation identification & outlier detection. In
terms of how they function, you may place them in either the
network or host category of intrusion detection systems.

Today's IDS include data gathered from both the network and
the host computer. The more threats an Intrusion Detection
System finds and sends to the false data to hackers, the more
convincing it seems to be. Hence By encrypting the secret
message by hash but moreover if the developer split seem to be
hash code it will get just the false info, OTP will similarly
would now there for confirmation, we are trying to overcome
the disadvantage of the current system. it provides an integrated
home that will not only be control and monitor our data with
segregation of duties but also prevent malicious attacks.
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