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Abstract - The fast growth of digital communication and
cloud computing has led to a significant increase in the need for
strong  cryptographic systems. Modern cryptographic
techniques like RSA, Diffie-Hellman and Elliptic Curve
Cryptography (ECC) are mathematically based on number
theory. The paper investigates the applicability of number
theory principles in modern cybersecurity and their importance
in Post-Quantum Cryptography (PQC). The paper compares
conventional and post quantum encryption methods. The
comparison is done based on the computational complexity,
key size, execution time and security strength. Experiments
have demonstrated that lattice-based cryptography and elliptic
curve systems have greater resistance to modern cyber threats,
while maintaining computational efficiency. From the results,
it is evident that integrating advanced number theoretic
methods with post-quantum algorithms can significantly
improve future cybersecurity frameworks.

Key Words: Number Theory, Cryptography, Cybersecurity,
Post-Quantum  Cryptography, = RSA, ECC, Lattice
Cryptography, Modular Arithmetic, Information Security

1. INTRODUCTION

Today’s fast digitalisation has led to an enormous
dependence on interconnected information systems, cloud
computing, electronic commerce, IoT gadgets and online
financial services. While these technological developments
have allowed better communication and operational efficiency,
they have also exposed digital infrastructures to complex cyber
threats such as ransomware attacks, data breaches, identity theft,
phishing and unauthorised access to sensitive information [3],
[4]. Recent publications on cybersecurity show that cyber-
attacks are becoming more and more complicated and
numerous, leading to large financial losses and endangering the
confidentiality, integrity and availability of important
information assets [5]. Hence, powerful -cryptographic
algorithms [6] are needed to ensure the security of digital
communication and to secure information systems against new
cyber threats. Cryptography is a vital feature of modern
cybersecurity, and it uses mathematical techniques to provide
data confidentiality, authentication, integrity checking and non-
repudiation. The security of cryptographic systems relies mostly
on the computational difficulty of solving basic mathematical
problems. Number theory counts. Once considered a completely
theoretical branch of mathematics dealing with the properties
and interactions of integers, number theory has become a very
useful and powerful issue in computer science and information
security. Many of the encryption and authentication systems in
current use have significant number-theoretic concepts such as
prime numbers, modular arithmetic, greatest common divisors,
Euler’s totient function, finite fields and discrete logarithms
[8],[10] as their mathematical foundation. Classical public-key

cryptography methods are based on number-theoretic
assumptions to provide secure communication over insecure
networks [11]. Among the most utilised encryption algorithms
is the RSA cryptosystem, which assures the security of the
system thanks to the complexity of the factorisation of huge
composite numbers into prime factors [12]. The Diffie-Hellman
key exchange system is also dependent on the discrete logarithm
problem to establish the secure keys between the
communication parties [13]. Elliptic Curve Cryptography
(ECC) is an important development in public key cryptography
i.e. public-key cryptosystems based on algebraic structures over
finite fields and elliptic curves, which gives the same level of
security with much smaller key sizes and less processing effort
[14]. They have been effectively and widely utilised in secure
web communication, digital signatures, virtual private
networks, blockchain technologies, and electronic payment
systems [15], [16]. The security of conventional cryptography
systems is well-established and widely deployed, but recent
advances in quantum computing has raised unexpected worries
[17]. Quantum computers apply concepts from quantum physics
like superposition and entanglement to perform tasks that
regular computers are incapable of. Shor's technique has shown
that it can solve integer factorisation and discrete logarithm
problems in polynomial time and so endangers the security
underpinnings of RSA, Diffie-Hellman and ECC. The advent of
large scale quantum computer would threaten the security of
current public-key infrastructures by exposing them to
cryptanalytic attacks, which might disable communication,
financial and government information infrastructures all across
the world [20].

The emergence of these challenges has inspired research on
post-quantum cryptography, and has led to the exploration of
sophisticated number-theoretic algorithms that can offer
quantum-resistant security solutions [17]. We investigate new
approaches based on lattice theory, coding theory, multivariate
polynomial systems, and hash-based constructs, to create
cryptographic algorithms that are secure against classical and
quantum attacks [20]. Therefore, it is more critical than ever to
comprehend the significance of number theory in classical and
post-quantum cryptography settings in order to create secure,
scalable, and future-proof cybersecurity solutions. The objective
of'this work is to investigate the application of number theory in
modern cryptography and to assess the relevance of these
principles to solve the security problems highlighted by the
emergence of quantum computing.

Research Objectives

e To investigate the significance of number theory

in modern cryptographic systems.

To analyse classical
cryptographic algorithms.

and post-quantum

To compare computational performance and
security characteristics.
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e  To propose a number-theory-based framework for
future cybersecurity applications.

2. LITERATURE REVIEW
2.1 Number Theory in Cryptography

The number theory, which is the mathematical foundation of
contemporary cryptographic systems, has evolved from a
theoretical discipline to a critical part of information security.
There are many fundamental principles of number theory that
have been widely employed in the design and implementation
of cryptographic algorithms [1], [2]. These include prime
numbers, modular arithmetic, Euler's totient function, the
Chinese Remainder Theorem (CRT), finite field theory, discrete
logarithms, and integer factorisation. Prime numbers are
important in public-key cryptography . It is computationally
challenging to factor large composite numbers into its prime
elements . Modular arithmetic eases cyclic calculations and the
encryption and decryption procedure of most cryptographic
protocols is based on modular arithmetic [3]. Euler’s totient
function and the Chinese Remainder Theorem play an important
role in the generation of keys, optimisation of modular
exponentiation, and efficient implementation of cryptographic
algorithms [4]. Finite field theory and discrete logarithm
problems provide the mathematical basis for complex
encryption systems, digital signatures and authentication
techniques [5]. Together, these number-theoretic notions
provide secrecy, integrity, authenticity and non-repudiation for
today’s communication networks and are the cornerstones of
modern cybersecurity systems [6].

2.2 RSA Cryptography

The RSA cryptosystem, introduced by Rivest, Shamir, and
Adleman in 1978, is a pivotal public-key cryptographic method
widely utilised in secure communication, digital signatures, and
electronic transactions. The security of RSA fundamentally
relies on the mathematical challenge of factoring a huge
composite integer, which is produced by multiplying two
different large prime numbers.

n=pq

where p and q are significant prime numbers, and n represents
the modulus utilised in key generation. While multiplying two
large prime numbers is computationally straightforward,
extracting the original prime elements from the resulting
composite integer becomes computationally impractical for
sufficiently large values of (n). The computational difficulty
underpins the security of RSA and facilitates secure
communication across unsecure networks [3], [7]. Multiple
investigations have shown that RSA provides robust security
against classical computational assaults; nonetheless, its
dependence on integer factorisation renders it susceptible to
quantum computing-based cryptanalysis [8].

2.3 Diffie-Hellman Key Exchange
The protocol is fundamentally grounded on modular
exponentiation and the computational challenge of resolving

the discrete logarithm problem. The public values produced by
the communicating entities can be expressed as:

A=g*(mod p),B=g” (mod p)

where gdenotes a primitive generator, prepresents a large
prime modulus, and aand bdenote the private keys of the
participating entities.

The security of the Diffie—-Hellman protocol is predicated on
the impracticality of extracting the private exponents from
publicly accessible values, rendering it computationally
challenging for attackers to reconstruct the shared secret key
[4], [9]. Thus, the protocol has emerged as a fundamental
element of secure communication protocols, such as SSL/TLS,
Virtual Private Networks (VPNs), and encrypted messaging
platforms [6].

2.4 Elliptic Curve Cryptography

Elliptic Curve Cryptography (ECC) represents a significant
advancement in public-key cryptography by utilizing the
algebraic properties of elliptic curves defined over finite fields.
The general equation of an elliptic curve is expressed as:

y>=x>+ax+b

where (a) and (b) are constants satisfying the non-singularity
condition 4a*+27b? # 0[10]. Unlike RSA and Diffie-Hellman,
which require large key sizes to achieve higher levels of
security, ECC provides equivalent security with significantly
smaller key lengths and lower computational overhead [10],
[11]. The security of ECC depends on the Elliptic Curve
Discrete Logarithm Problem (ECDLP), which remains
computationally infeasible for classical computers. Due to its
efficiency, reduced memory requirements, and lower power
consumption, ECC has gained widespread adoption in
resource-constrained environments such as mobile devices,
wireless sensor networks, Internet of Things (IoT) applications,
blockchain systems, and embedded cybersecurity solutions

[11],[12].
3. PROPOSED METHODOLOGY

The literature available mostly focuses on the theoretical
aspects and applications of number theory in mathematical
terms to classical cryptography systems especially in
algorithms such as RSA, Diffie-Hellman, Elliptic Curve
Cryptography (ECC). But not much work is done on the
comparative assessment of classical cryptography approaches
and the new post-quantum cryptographic algorithms in the
changing landscape of cybersecurity threats. Moreover, there is
a lack of in-depth studies on the computational efficiency,
security performance, and scalability of such algorithms under
the modern cybersecurity needs, such as high-speed data
transmission, resource constraints, and resistance to
sophisticated cyberattack. Another major gap in research is the
lack of an extensive study of the integration of number-
theoretic concepts with quantum resistant cryptography
algorithms. The threat of quantum computing to the current
encryption systems is increasing. To fill these deficiencies, this
paper suggests a systematic research technique starting from
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the selection of representative cryptographic algorithms from
both fields. Classical cryptographic algorithms considered are
RSA, Diffie-Hellman and ECC. Post-quantum cryptographic
algorithms are CRYSTALS-Kyber, CRYSTALS-Dilithium,
NTRU and Falcon. A comparative analysis of the algorithms
will be made based on mathematical complexity,
computational efficiency, security strength and application in
future cybersecurity environments and a comprehensive
framework for understanding the role of number theory in next
generation cryptography will be presented show in Table 1.

Table 1: Experimental Setup

Parameter Value

Processor Intel Core 17

RAM 16 GB

Operating System Ubuntu 24.04
Programming Language | Python 3.12
Cryptographic Libraries | OpenSSL, PQCrypto

Evaluation Metrics

1. Key Generation Time
2. Encryption Time

3. Decryption Time

4. Memory Utilization
5. Key Size

6. Security Strength

7. Resistance Against Quantum Attacks

[ provoreg ramevon._|

" Authentication Liyer
| ot Dats ] ' o l@
I Number-Theoretic Processing J' ‘ﬁ—'
[ Koy Generation Module J - Vuﬁ;om

Enzryption Engine

4. RESULTS AND DISCUSSION

The sample experimental results show a substantial disparity of
computing performance of classical and post-quantum
encryption methods. RSA has the largest computational cost
with key generation, encryption, and decryption time of 52 ms,

1 l l .
v W *rsove iz

18 ms, and 21 ms, respectively. On the other hand Elliptic
Curve Cryptography (ECC) provides better efficiency
requiring 21 ms for key generation, 9 ms for encryption and 10
ms for decryption. Better results are provided by post-quantum
algorithms, specifically lattice-based systems such as
CRYSTALS-Kyber and NTRU. Kyber has the lowest
execution times, 12 ms for key generation, 7 ms for encryption
and 8 ms for decryption, while NTRU provides similar results.
The results show that ECC is more efficient than RSA in terms
of computational complexity and resource utilisation, whereas
the lattice-based algorithms offer better resistance against the
quantum computing danger with an acceptable computational
efficiency. Also, the results verify that number-theoretic
principles are still fundamental in both classical and post-
quantum  cryptography These cryptographic
mechanisms are widely used in cybersecurity, such as secure
communication systems like HTTPS, Virtual Private Networks
(VPNs) and email encryption; blockchain technologies such as

systems.

Bitcoin that use elliptic curve cryptography and hashing
algorithms; cloud security using secure data storage, access
control and digital certificates; Internet of Things (IoT)
applications using device authentication, lightweight
encryption and secure key distribution; and digital signature
systems used to verify software integrity, e-governance
services and secure financial transactions show in table 2 and
table 3.

[ - Table 2: Results
i | [ Algorithm | K Encryption | Decrypti
21a10 R , gorithm ey ncryption ecryption
]6‘ _’o A LS Generation | (ms) (ms)
Rl '—% Secure Dats Trpnaminslon
(ms)
Figure 1: Proposed Framework Architecture RSA 52 18 21
ECC 21 9 10
Kyber 12 7 8
NTRU 15 8 9
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Observations

e ECC performs better than RSA in terms of
computational efficiency.

e Lattice-based algorithms outperform classical systems
in quantum resistance.

e  Number-theoretic structures continue to remain
fundamental even in post-quantum cryptographic
systems.

Table 3: Comparative Analysis

Algorith | Mathemati | Key | Quantu | Computatio
m cal Basis Size | m nal
Resistan | Efficiency
ce
RSA Integer 2048 | Low Moderate
Factorizatio | bits
n
Diffie— Discrete 2048 | Low Moderate
Hellman | Logarithm | bits
ECC Elliptic 256 | Low High
Curves bits
Kyber Module 800— | High High
Lattice 1500
byte
s
Dilithiu | Lattice 1300 | High Moderate
m Theory -
2500
byte
s
NTRU Polynomial | 700— | High High
Rings 1400
byte
s
5. CONCLUSIONS
Number theory remains the cornerstone of modern

cryptography and cybersecurity. Although classical algorithms
such as RSA and ECC have provided robust security
mechanisms for decades, the emergence of quantum computing
necessitates  the development of quantum-resistant
cryptographic systems. The comparative analysis performed in
this study indicates that lattice-based post-quantum algorithms
offer improved security and computational efficiency. The
integration of advanced number-theoretic principles with post-
quantum cryptography can significantly enhance future digital
security infrastructures.
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