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Abstract - Web scraping the automated extraction of 

structured data from websites has grown from a niche 

programmer's tool into an industrial-scale practice that 

underpins search engines, financial intelligence systems, 

academic research, biomedical data integration, and 

social media analytics. This paper presents a 

comprehensive IEEE-format review synthesizing insights 

from four peer-reviewed research articles spanning 

2013 to 2023. We trace the conceptual foundations of 

web scraping, survey  extraction  techniques  ranging 

from regular expressions to machine-learning-based 

computer vision, compare the tool landscape across 

libraries and no-code platforms, document domain 

applications across tourism, bioinformatics, healthcare, 

marketing, and research, examine the adversarial 

dynamics of anti-scraping defenses, explore the 

integration of Natural  Language Processing  (NLP) for 

transforming raw text into actionable knowledge, and 

critically analyze the legal,  ethical ,and scientific  

challenges that responsible practitioners must navigate. 

New insights derived from a close reading of the 

primary sources including empirical platform 

vulnerability rankings, TripAdvisor social media 

performance data, bioinformatics meta-server 

architectures, and NLP mathematical formulations are 

presented throughout. The paper concludes with a 

forward-looking synthesis on AI-augmented scraping, 

regulatory developments, and future research directions. 

Key Words: Web Scraping; Data Extraction;  

BeautifulSoup;  Scrapy; Selenium; NLP;  

 

1. INTRODUCTION 

The internet has become the largest repository of 

human  knowledge ever assembled, with billions of web 

pages updated daily encompassing product listings, 

academic papers, patient records, financial filings, social 

media posts, government databases, and news articles. 

Yet the overwhelming majority of this information exists 

in formats designed for human consumption: rendered 

HTML pages that do not support direct programmatic 

access. This tension between the richness of web data 

and the difficulty of harnessing it gave rise to web 

scraping: the automated, systematic extraction of 

information from websites into structured formats 

suitable for analysis. 

 

 

The practice has deep historical roots. Among the first 

web crawlers, the World Wide Web Wanderer (1993, 

MIT) traversed hyperlinks to measure the internet's 

growth a design philosophy that modern search engine 

spiders still  follow. In the three decades since, web 

scraping has evolved from an artisanal programmer's 

technique into a disciplined engineering practice with 

specialized frameworks, legal doctrines, institutional 

review processes, and an active research community 

producing novel applications across every knowledge 

domain. 

For researchers, the value proposition is clear: 

scraping enables access to real-world, high-volume, 

continuously updated data that would be prohibitively 

expensive or logistically impossible to gather through 

conventional surveys or laboratory experiments. A 

tourism consultant monitoring competitor hotel reviews 

across TripAdvisor's social pages cannot manually 

process thousands of posts, but a well-configured scraper 

delivers structured engagement metrics within minutes 

[1]. A bioinformatician building a gene-set enrichment 

server cannot wait for every relevant database to develop 

formal APIs scraping bridges that gap  efficiently and 

legally when done correctly [2]. A social scientist 

studying platform dynamics after a major API policy 

change may find scraping the only viable data access 

method [5]. 

This review synthesizes findings from four primary 

research contributions, providing a structured account of 

web scraping across its technical, applicative, and socio-

legal dimensions. Beyond summarizing existing 

knowledge, the paper introduces new perspectives on 

https://ijsrem.com/
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content freshness, platform vulnerability patterns, NLP-

scraping integration pipelines, and the evolving 

regulatory landscape perspectives that collectively 

inform a more mature and responsible approach to web 

data collection. 

 

2. CONCEPTUAL FOUNDATIONS AND    

TAXONOMY 

A. Defining Web Scraping 

Web scraping is most precisely defined as the process 

of extracting and structuring content from the web in a 

systematic, automated fashion [3][4]. A scraper  also 

called a spider, bot, or crawler mimics what a human user 

does in a browser: it sends an HTTP request to a URL, 

receives an HTML document in response, parses that 

document to locate data of interest, and stores the result 

typically in CSV, JSON, a relational database, or an in-

memory structure  for subsequent processing. Khder [3] 

formally defines it as the use of a software agent to 

access web servers via the HTTP protocol, parse the 

received HTML using one or more extraction strategies, 

and persist structured output. 

Several related concepts merit careful distinction. A 

web crawler focuses on traversal following  hyperlinks 

from page  to page, building  an index of URLs  for later 

processing.  A web scraper focuses on extraction pulling 

specific data fields from the pages a crawler discovers. In 

practice, most production scraping pipelines combine 

both. Web mining refers to the downstream analysis 

phase: pattern discovery, machine learning, statistical 

modeling applied  to datasets that scraping has already 

collected. Understanding this layered architecture matters 

because errors or biases introduced at the scraping layer 

propagate into every  subsequent analysis. 

B. The Three-Stage Pipeline 

Across the reviewed literature, web scraping pipelines 

are divided into three conceptual stages [3][4]: 

 Fetching: Establishing HTTP communication 

with the target server. This involves handling 

cookies, authentication, session state, and rate 

compliance. The HTTP GET method is used for 

resource requests; POST for form submission 

and data upload. The User-Agent header signals 

whether the client is a browser or a bot. 

 Extraction: Parsing the retrieved document and 

identifying data elements of interest. This stage 

employs one or more extraction strategies, such 

as regular expressions, DOM traversal, XPath 

queries, CSS selectors, semantic annotations, or 

machine-learning classifiers. 

 Transformation: Converting extracted raw text 

into structured, analysis-ready formats. Output 

may include CSV files, JSON arrays, SQL 

INSERT statements, or in-memory data 

structures fed directly into NLP or ML 

pipelines. 

C. Static vs. Dynamic Scraping 

A fundamental architectural distinction separates 

static  from dynamic content. Static pages deliver their 

full HTML in the initial HTTP response the design 

paradigm of the early web. Libraries like Python's 

requests combined with BeautifulSoup handle static 

pages efficiently. Dynamic pages, built with JavaScript 

frameworks like React, Angular, or Vue.js, deliver a 

skeletal HTML shell populated with content only after 

client-side JavaScript executes often  in response to user 

interactions, scroll events, or timer-based API calls. 

Scraping dynamic pages requires tools that can actually 

run a browser: Selenium, Playwright, or Puppeteer. Lotfi 

et al. [4] distinguish this as 'static scraping' versus 

'dynamic scraping', noting that the majority of 

contemporary commercial websites fall in the dynamic 

category. 

Fig 1: Static VS Dynamic Scrapping: Architectural 

Comparison 

 

D. New Iansight: Content Freshness and Temporal  

Instability 

An underappreciated dimension of web scraping is 

content freshness; the time elapsed between when data 

was published on a website and when the scraper collects 

it.  Unlike traditional databases with explicit timestamps, 

web pages change silently: a product price may update 

hourly, a TripAdvisor review may be edited days after 

posting, a government database may quietly correct a 

record. Incremental crawlers, which periodically revisit 
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pages and detect changes, are the technical solution  but  

they require significantly more infrastructure than one-

shot scrapers. Barbera et al. [1] implicitly acknowledge 

this in their TripAdvisor analysis, restricting their study 

to a fixed calendar year (2022) precisely to manage the 

temporal complexity of evolving social media pages. 

 

3. EXTRACTION TECHNIQUES 

A. Regular Expressions 

Regular expressions are pattern-matching constructs  

that identify text conforming to a defined structure within 

a larger string. They are built into virtually every 

programming language, require no third-party 

dependencies, and execute extremely fast. Gunawan et al. 

(cited in [4]) report that regex-based scraping uses the 

least RAM among common methods making it attractive 

for memory-constrained environments.  The critical 

weakness is fragility: a minor HTML source change can 

silently break a regex scraper without any error signal. 

Lotfi et al. [4] confirm this fragility empirically: regex 

scrapers fail at the highest rate when HTML layouts are 

redesigned. 

B. HTML DOM Parsing 

HTML parsing libraries build an in-memory tree 

representation of the document via   the  Document 

Object Model (DOM) and allow the scraper  to navigate 

and query that tree. Python's BeautifulSoup is the 

canonical example: it tolerates malformed HTML 

gracefully, offers a clean Pythonic interface, and is 

widely recommended  for beginners. The HTML DOM 

method is faster than XPath for time-critical tasks [4] and 

more robust than regex against superficial formatting 

changes, though it remains vulnerable to structural 

redesigns of the target page. Lotfi et al. [4] show that 

HTML DOM-based scrapers  consume the least 

processing time and data bandwidth among the three 

methods tested, making them the preferred default for 

most research applications. 

C. XPath and CSS Selectors 

XPath (XML Path Language) is a declarative query 

language for navigating hierarchical document trees. It 

allows precise, expressive node selection 'all table cells 

in the third column of any table with class product-list' 

resolves to a single XPath expression. CSS selectors, 

borrowed from web styling, offer a more concise 

alternative that many developers find more readable. 

Scrapy, Selenium, and most modern frameworks support 

both. Glez-Pena et al. [2] use XPath extensively in their 

jARVEST-based bioinformatics scrapers, noting that 

XPath expressions degrade gracefully when HTML is 

cleaned and normalized before parsing. 

D. Semantic Annotation Recognition 

Some websites embed structured data directly in 

HTML using Schema.org microdata, JSON-LD, or Open 

Graph metadata. Scrapers that recognize these 

annotations extract structured facts like prices, dates, 

author names, product identifiers with far greater 

reliability than those inferring  structure from raw 

HTML. This represents the most stable form of scraping 

because it depends on standardized markup that  site 

owners intentionally maintain. As the semantic web 

matures and more sites adopt structured data standards, 

semantic annotation-based scraping will become 

increasingly viable as a primary strategy. 

E. Computer Vision and ML-Based Approaches 

The most recent frontier involves  treating  rendered 

web  pages as images and applying computer vision to 

identify and extract data visually, as a human would. A 

computer vision-based system analyzes the semantic 

structure of rendered pages, producing a tree of regions 

labeled by their semantic role [4]. This approach is 

particularly relevant for pages that actively obfuscate 

their DOM structure to  resist scraping. While  

computationally expensive and still experimental, ML-

based scrapers represent the only approach that is truly 

layout-agnostic, resistant to both superficial HTML edits 

and full structural redesigns  Below Table 1 shows RAM 

and processing time comparisons based on Gunawan et 

al. results as cited in Lotfi et al. [4]. Robustness ratings 

reflect consensus across reviewed papers. Below Table 1 

shows RAM and processing time comparisons based on 

Gunawan et al. results as cited in Lotfi et al. [4]. 

Robustness ratings reflect consensus across reviewed 

papers. 

 

 

 

 

 

 

 

 

https://ijsrem.com/


          International Journal of Scientific Research in Engineering and Management (IJSREM) 

                         Volume: 10 Issue: 05 | May - 2026                              SJIF Rating: 8.659                                    ISSN: 2582-3930                                                                                                                                               

 

© 2026, IJSREM      | https://ijsrem.com                                 DOI: 10.55041/IJSREM63006                                          |        Page 4 
 

Table 1: Comparative Overview of Extraction                             

Method Characteristics 

Method 
RAM  

Usage 

Time  

Complexit

y 

Robustne

ss  to 

Layout  

Change 

Regular  

Expressi

on  

(Regex) 

Lowest Fastest 

Lowest: 

Breaks on 

minor  

HTML edits 

HTML DOM 
Mediu

m 

Fastest  

processing 

Medium:  

Structure-

dependent 

XPath 
Mediu

m-High 
Moderate 

Good:  

Expressive 

path queries 

CSS Selectors 
Mediu

m 
Fast 

Good:  

Familiar  to 

web devs 

Semantic  

Annotation 
Low Fast 

Very High:   

Standardize

d markup 

Computer  

Vision / ML 

Very 

High 
Slowest 

Very High:  

Layout-

agnostic 

Fig 2: Extraction Methods: Multi-Dimensional 

Comparison     (Radar Chart) 

 

4. TOOLS AND FRAMEWORKS 

A. Overview and Selection Criteria 

Choosing the right scraping tool involves balancing 

several competing constraints: target site complexity 

(static vs. dynamic), required data volume and collection 

frequency, team programming expertise, downstream 

processing requirements, and operational cost. The tool 

landscape stratifies into four categories: programming 

language libraries, full-featured scraping frameworks, 

browser automation engines, and no-code graphical 

platforms. Table 2 below is Compiled from Glez-Pena et 

al. [2], Lotfi et al. [4], and Pichiyan et al. [6]. It shows 

that speed ratings are relative; dynamic page support 

refers to JavaScript-rendered content. Table 2 below is 

Compiled from Glez-Pena et al. [2], Lotfi et al. [4], and 

Pichiyan et al. [6]. It shows that speed ratings are 

relative; dynamic page support refers to JavaScript-

rendered content. 

Table 2: Comprehensive Comparison of Web Scraping 

Tools and  Frameworks 

Tool 
Lang

uage 

Extra

cti

on 

Dyn

amic 

Spe

ed 

Eas

e 

Best  

For 

Beaut

iful 

Soup 

Pytho

n 

HTM

L  

Tree,     

CSS 

No 
Med

ium 

Hig

h 

Simpl

e tasks 

Scrap

y 

Pytho

n 

XPat

h,  

CSS,  

Rege

x  

Limit

ed 
Fast 

Med

ium 

Large  

proje

ct 

Selen

ium 

Pytho

n/ 

Java 

XPat

h,  

CSS 

Yes 
Slo

w 

Med

ium 

JS-

heavy  

sites 

lxml 
Pytho

n 

XPat

h 
No 

Ver

y 

Fast 

Low 

Spee

d-

critic

al 

Jsoup Java 

CSS,  

HTM

L 

No Fast 
Hig

h 

Java  

proje

cts 
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Apac

he  

Nutc

h 

Java 

All  

meth

ods 

Parti

al 
Fast Low 

Ente

pris

e 

cra

wl 

Play

wrigh

t 

JS/ 

Pytho

n 

XPat

h,  

CSS 

Yes 
Med

ium 

Med

ium 

Mode

rn  

SPAs 

Fanp

age  

Karm

a 

No-

code 

350+ 

metri

cs 

Yes 
Med

ium 

Ver

y  

Hig

h 

Soci

al  

anal

ytic

s 

 

B. Python Ecosystem 

Python dominates the web scraping ecosystem. 

BeautifulSoup is the go-to entry point:  its forgiving 

HTML parser, intuitive API, and excellent 

documentation make it ideal for exploratory scraping and 

smaller datasets. Scrapy is the production workhorse a 

full asynchronous framework with a modular architecture 

centered on Spiders (parsing logic), Pipelines (post-

processing), Middleware (request/response interception), 

and a central Engine coordinating data flow. Scrapy 

handles requests asynchronously, enabling it to scrape 

hundreds of  pages per second without blocking. Lotfi et 

al. [4] identify Scrapy as the top-performing framework 

across extensibility, speed, and ecosystem noting its 

flexible integration with VPN proxies, which is critical 

for long-running research crawls that risk IP bans. 

C. Browser Automation: Selenium and Playwright 

When JavaScript must execute before  data is visible, 

Selenium and its modern successor,  Playwright, are 

indispensable. Both control real browser instances,  

enabling scrapers  to click, scroll, fill  forms,  and wait 

for content to load exactly as a human would. The 

tradeoff is resource intensity: browser automation is 3-5x 

slower than HTTP-based scraping and requires 

significantly more CPU and memory. Selenium's 

identifiability as a bot  via  JavaScript properties like 

navigator. Webdriver has driven the development of 

countermeasure tools.  Playwright's 'stealth mode' and the 

undetected-chromedriver patch for Selenium both 

address this by removing automation fingerprints from 

the browser environment. 

D. Fanpage Karma: A Domain-Specific No-Code Tool 

Barbera et al. [1] provide the most detailed real-world 

case study of a no-code scraping platform in the 

reviewed literature. Fanpage Karma (FpK), launched in 

2012 by Berlin-based online marketing experts, was 

initially designed to analyze Facebook pages. It has since 

expanded to support all major social platforms and offers 

over 350 configurable metrics including page 

performance index, follower growth rate, post interaction 

rate, response time, reach, influencer identification, and 

competitor benchmarking. Crucially, it requires no 

programming knowledge, produces publication-ready 

charts and dashboards in real time, and includes 

specialized features like hotel room price checking, tweet 

collection, SEO monitoring, and contact information 

extraction frombusiness directories. This accessibility 

makes it particularly valuable for non-technical tourism 

industry professionals who need competitive intelligence 

but lack development resources. 

E. New Insight: The jARVEST Framework for  

Bioinformatics 

Glez-Pena et al. [2] introduce a tool largely absent 

from general web scraping literature: jARVEST, a Java-

based scraping framework developed at the University of 

Vigo that uses JRuby as its domain-specific language. 

Unlike general frameworks, jARVESTwas built 

specifically for bioinformatics data integration 

workflows. Its robots are defined as external JRuby 

scripts enabling rapid modification without recompilation 

and it natively supports XPath extraction, HTTP form 

submission, and session management. The WhichGenes 

meta-server uses jARVEST to scrape seven distinct 

bioinformatics databases (including GeneCards, 

TargetScan,  miRBase, and IntAct) in real time,  on every 

user  query, returning gene lists in a unified interface. A 

monitoring subsystem executes periodic tests to detect 

unresponsive services or broken robots which is a 

maintenance infrastructure rarely discussed in general 

scraping literature but essential for production 

deployments. 

5. DOMAIN APPLICATIONS 

A. Overview 

The applied reach of web scraping is extraordinary, 

spanning virtually every domain that depends on online 

information. The table below maps key domains to their 

representative use cases, tools, and primary sources in 

the reviewed literature. 

https://ijsrem.com/
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Table 3: Domain Applications of Web Scraping - 

Synthesized from Reviewed Literature 

Domain Use Case 
Tool /  

Method 
Source 

Tourism 

Competitor 

benchmarki

ng, post-

interaction   

analytics, 

and trend 

detection on  

TripAdvisor 

Fanpage 

Karma,   

Python 

Barber

a et al. 

[1] 

Bioinformat

ics 

Antimicrobi

al peptide 

data 

integration, 

gene-set 

meta-

servers  

WhichGene

s, PathJam) 

jARVEST, 

Scrapy 

Glez-

Pena et 

al. [2] 

Social  

Media 

Sentiment 

analysis, 

influencer 

tracking, 

engagement 

analytics, 

and NLP 

topic 

modeling 

Tweepy, 

BeautifulSo

up 

Pichiy

an et 

al. [6] 

Healthcare 

Clinical 

record 

automation, 

COVID-19 

patient data, 

drug leaflet  

extraction 

PHP+MyS

QL, 

Crawler4j 

Lotfi 

et al. 

[4] 

Finance 

Innovation 

indicator 

developmen

t, news 

article event 

modeling, 

and stock 

Python, R 

Lotfi 

et al. 

[4] 

analysis 

Research 

Citation 

analysis,  

COVID-19 

scholarly 

dataset 

(40,212 

records), 

gap 

detection 

Scrapy, 

Pandas, 

DVC 

Lotfi 

et al. 

[4] 

Cybersecuri

ty 

Threat 

intelligence,  

darknet 

marketplace 

analysis, 

phishing 

detection 

Custom 

bots, TOR 

Brown 

et al. 

[5] 

Marketing 

Customer 

purchase 

intent 

prediction, 

brand 

monitoring, 

price 

intelligence 

ML + 

Scrapy 

Lotfi 

et al. 

[4] 

 

B. Tourism: A Detailed Case Study 

Barbera et al. [1] delivers the most granular empirical 

application of scraping in the reviewed papers. Their 

TripAdvisor study covering all five of TA's active social 

media channels (Facebook, Instagram, Twitter, Pinterest, 

TikTok) across the full calendar year 2022 yields several 

counterintuitive findings worth examining in detail. 

Instagram achieved the highest page performance 

index (14%), combining fans' engagement with page 

growth, despite having 2.77 million followers versus 

Facebook's 7.63 million. Its 12.38% follower growth rate 

for the year substantially outpaced Facebook's 0.94%. 

Twitter posted the most content (average 6.92 posts per 

day) but delivered the lowest interaction rate (0.0005%) 

suggesting high posting frequency without audience 

resonance, consistent with Twitter's documented shift 

toward individual conversations rather than brand content 

consumption. TikTok showed 1,843% follower growth, 

but the authors correctly identify this as an artifact of a 

https://ijsrem.com/
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newly created account rather than organic platform 

virality. 

The content type analysis is equally instructive: video 

posts drove the highest engagement of any content 

format, significantly outperforming static images (which 

had the lowest interaction rate despite being the most 

frequently published format). This finding directly 

challenges the common practice of prioritizing photo 

posts for ease of production and has clear strategic 

implications for any tourism organization maintaining 

social media presence. 

C. New Insight: Bioinformatics Meta-Server 

Architecture 

Glez-Pena et al. [2] present the most technically 

sophisticated application of scraping in the reviewed 

literature. Their WhichGenes meta-server demonstrates 

a production-scale scraping system operating in a 

federated mode: rather than storing data locally, it 

queries third-party resources in real time on every user 

request, using scraping robots as dynamic adapters. The 

system supports both free-text queries (disease names) 

and constrained queries (GO terms, pathway identifiers), 

and normalizes gene names across different namespace 

conventions (HGNC symbol for human genes, MGI 

symbol for mouse). Of its 11 data providers, 7 are still 

accessed via scraping because they predate the API era, a 

finding that powerfully illustrates why scraping  remains 

relevant even as web services proliferate. 

Their antimicrobial peptide case study is equally 

instructive. The jARVEST robot queries three distinct 

databases (EUCAST, CAMP, APD) in a chained 

workflow: EUCAST provides MIC values for target 

pathogens; CAMP provides natural AMP sequences 

cross-referenced with PubMed IDs and UniProt 

identifiers; APD provides mode-of-action details for each 

peptide. The integrated output combining peptide names, 

AMP sources, bioactivity data, MIC values, database 

cross-references, and bibliographic citations is 

information that exists in no single source and would 

require hours of manual work to assemble for even a 

small set of target organisms. 

D. Social Media, Marketing, and Research 

Applications 

Across Lotfi et al. [4] and Pichiyan et al. [6], a 

consistent pattern emerges: web scraping is most 

transformative when combined with NLP to convert 

unstructured text into structured insight. In social media 

contexts, scraped Instagram data has been used to 

demonstrate that tagging (mentioning specific accounts) 

generates more engagement trust than hashtags alone; a 

finding with direct practical implications for SME digital 

marketing strategies. In research contexts, scraping 

40,212 COVID-19 research article metadata records 

from PubMed, Scopus, arXiv, and bioRxiv processed 

with Pandas and versioned with Data Version Control 

enabled the kind of large-scale bibliometric analysis that 

would have taken a research team months to assemble 

manually. 

6. INTEGRATION WITH NATURAL LANGUAGE 

PROCESSING 

Raw scraped data is typically unstructured a 

collection of text strings with no inherent semantic 

organization. Natural Language Processing (NLP) is the 

technology that transforms this raw text into structured, 

analytically tractable information. Pichiyan et al. [6] 

provide the most technically detailed treatment of this 

integration in the reviewed papers, and their 

mathematical formulations are worth presenting 

explicitly. 

A. Preprocessing Pipeline 

The standard NLP preprocessing pipeline applied to 

scraped text proceeds through several stages: 

tokenization (splitting text into individual words or 

subword units), stop word removal (discarding high-

frequency but semantically empty words like 'the', 'is', 

'at'), stemming (reducing inflected words to their root 

forms, e.g., 'running' → 'run'), and lemmatization 

(reducing words to their canonical dictionary form, more 

linguistically accurate than stemming). These 

preprocessing steps dramatically reduce vocabulary size 

and noise before more computationally expensive 

analyses are applied. 

B. Word Embeddings: Word2Vec 

Word2Vec, introduced by Mikolov et al. (2013) and 

applied in [6], transforms words into dense numerical 

vectors in a continuous semantic space. The Skip-gram 

variant maximizes the average log probability of 

predicting context words given an input word: 

Maximize: Σᵢ Σc log P(c | i) 

where conditional probability P(c | i) is estimated via 

softmax: P(c | i) = exp(v_c · v_i) / Σ◻ exp(v_j · v_i). 

The result is word vectors that encode semantic 

relationships geometrically: words with similar meanings 

cluster together, and vector arithmetic captures analogies 

(king - man + woman ≈ queen). For scraped tourism 

https://ijsrem.com/
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reviews, Word2Vec embeddings can identify 

semantically similar complaints (rooms, noise, 

maintenance) and positive themes (service, location, 

value) without requiring manual taxonomy construction. 

C. TF-IDF for Document Ranking 

Term Frequency-Inverse Document Frequency (TF-

IDF) quantifies a term's importance within a document 

relative to its frequency across a corpus. For a term t in 

document d across corpus D: 

    TF-IDF(t, d, D) = TF(t, d) × IDF(t, D) 

where TF(t, d) counts occurrences of t in d (optionally 

log-scaled to prevent long-document bias), and IDF(t, D) 

= log(|D| / 

|{d ∈ D : t ∈ d}|). High TF-IDF scores flag terms that 

are frequent in a specific document but rare across the 

corpus precisely the discriminative terms that distinguish 

one scraped review, article, or post from others. This 

makes TF-IDF foundational for search ranking, 

document classification, and keyword extraction from 

scraped corpora [6]. 

D. Named Entity Recognition (NER) 

NER identifies and classifies specific entity types 

within text such as person names, organizations, 

locations, dates, monetary values, biological identifiers, 

and custom domain-specific categories. In bioinformatics 

scraping [2], NER can identify drug names, gene 

symbols, and species classifications within scraped 

database entries. Pichiyan et al. [6] formalize NER 

confidence scoring as: 

 P(NE) = (Number of occurrences of NE) / (Total 

words in context) 

P(not NE) = 1 - P(NE) 

The NER confidence score C is derived from the 

difference between the probability of correct entity 

identification and the probability of misclassification, 

optionally computed as a weighted average across 

predicted label probabilities. For example, the word 

'Apple' might receive a label 'ORG' (organization) with 

probability 0.8 and 'MISC' (miscellaneous) with 0.2, 

yielding a confidence score of 0.8. Modern NER systems 

built on transformer architectures like BERT typically 

achieve F1 scores above 0.90 on standard benchmarks, 

making them production-ready for most scraping-NLP 

pipelines. 

E. New Insight: Sentiment Analysis Pipeline for 

Scraped Social Data 

Pichiyan et al. [6] detail a logistic regression-based 

sentiment classifier applied to scraped web content. The 

sigmoid (logistic) function maps a linear combination of 

TF-IDF features to a probability between 0 and 1: S(z) = 

1 / (1 + exp(-z)), where z = β₀ + β₁X₁ + β₂X₂ + ... + 

β◻X◻. Their implementation on a scraped news corpus 

covering politics, share market, medicine, transportation, 

and corporate categories achieved 98.5% classification 

accuracy. The distribution across categories share market 

(33.3%), politics (30.6%), news (20.4%), medicine 

(5.4%), transportation (6.8%), corporate (3.4%) directly 

reflects the topical composition of the scraped corpus, 

illustrating how scraping and NLP together can rapidly 

characterize the informational landscape of any web 

domain. 

7. ANTI-SCRAPING DEFENSES AND 

COUNTERMEASURES 

Web scraping exists in an adversarial environment. 

Websites have strong incentives to prevent automated 

access: scrapers consume server resources, can degrade 

performance for legitimate users, and may extract 

proprietary data. This has produced a sophisticated co-

evolutionary arms race between anti-scraping defenses 

and scraper countermeasures which is shown in table 4. 

Table 4: Anti-Scraping Defenses and Technical 

Countermeasures 

Defense  

Mechanism 
How It Works 

Scraper  

Countermeasure 

User-Agent 

Filtering 

Blocks non-

browser User-

Agent strings 

Spoof realistic 

browser headers 

Rate Limiting 

Blocks IPs 

exceeding 

request 

thresholds 

Random delays, 

request throttling 

CAPTCHA 

Challenges 

Requires human 

visual puzzle-

solving 

CAPTCHA-

solving APIs                

2Captcha, Anti-

Captcha) 

Browser 

Fingerprinting 

Detects 

navigators.  

webdriver and 

undetected-

chromedriver,  

Playwright 
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other 

automation 

flags 

stealth 

IP 

Blacklisting 

Blocks known 

datacenter/proxy 

IP ranges 

Residential proxy 

rotation 

Behavioral  

Analysis 

Flags non-

human 

mouse/scroll 

patterns 

Human-like 

interaction 

simulation 

robots.txt  

Directives 

Signals which 

paths should not 

be  accessed 

Compliance 

(ethically 

required) 

 

Fig 3: Platform Category Vulnerability Patterns (New 

Insight) 

A. robots.txt and Ethical Compliance 

The robots.txt protocol (RFC 9309, 2022) allows site 

owners to specify which URL patterns automated agents 

should not access. Compliance is entirely voluntary, a 

scraper can simply ignore the file. Both Glez-Pena et al. 

[2] and Lotfi et al. [4] emphasize that responsible 

scrapers should honor robots.txt restrictions, schedule 

retrieval tasks to avoid server overloading, and respect 

the 'terms of use' as described in the file. These are not 

merely ethical recommendations; violating robots.txt can 

be evidence of bad faith in legal proceedings, even if it 

does not independently constitute a CFAA violation. 

B. New Insight: Platform Category Vulnerability 

Patterns 

A key empirical insight from the reviewed literature is 

that anti-scraping effectiveness varies significantly by 

website category. Educational and e-commerce 

platforms tend to implement the strongest protections 

like CAPTCHA challenges, aggressive rate limiting, and 

bot fingerprinting because they protect commercially 

sensitive pricing or gated content. Travel and sports sites, 

by contrast, have historically been more permissive, 

potentially because their competitive moat comes from 

brand and user experience rather than data exclusivity. 

Stock data sites, despite their high-value information, 

often remain among the most accessible reflecting a 

legacy of open data norms in financial markets. 

Understanding these patterns helps researchers prioritize 

sites for manual review of terms of service and legal risk 

assessment before beginning a scraping project. 

 

8. LEGAL, ETHICAL, AND INSTITUTIONAL 

CONSIDERATIONS 

A. The Three Legal Frameworks 

1) Terms of Service Restrictions 

Virtually every major website prohibits scraping in its 

Terms of Service (ToS). However, courts have 

increasingly limited the enforceability of browsewrap 

agreements (where consent is implied by site use). Key 

precedents include Meta Platforms v. Bright Data (2024, 

N.D. Cal.), which held that scraping public data while 

not logged in was unenforceable even when the scraper 

had previously accepted the ToS, and Berman v. 

Freedom Financial Network (9th Cir., 2022), which 

established that browsewrap terms bind users only when 

they had actual knowledge and took an affirmative action 

indicating assent. 

2) Computer Fraud and Abuse Act (CFAA) 

The CFAA prohibits unauthorized access to protected 

computers. Its application to public web scraping has 

been substantially clarified by hiQ Labs v. LinkedIn (9th 

Cir., 2022), which found that scraping publicly 

accessible content does not constitute 'unauthorized 

access' under the CFAA, even when the site owner has 

explicitly demanded cessation via cease-and-desist 

letters. Scraping behind authentication login-protected 

content creates significantly higher legal exposure, and 

the CFAA's application in such cases remains largely 

intact. 

3) Privacy and Data Protection 

When scraping involves personal information, GDPR 

(for EU residents) and CCPA (for California residents) 

https://ijsrem.com/
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impose significant obligations. GDPR requires a valid 

legal basis for processing personal data, data 

minimization, purpose limitation, and the ability to honor 

subject access and deletion requests. Brown et al. [5] 

note that researchers can satisfy GDPR's 'legitimate 

interests' basis by adhering to recognized ethical 

standards, pseudonymizing collected data, and collecting 

strictly what the research requires. US federal law has no 

omnibus equivalent, though the patchwork of state 

privacy laws continues to expand. 

B. Ethical Considerations: Beyond Legal Compliance 

Brown et al. [5] make the important argument that 

legal permissibility and ethical appropriateness are 

fundamentally distinct questions, and that researchers 

must engage with both. Their concept of contextual 

integrity borrowed from privacy philosophy holds that 

information flows are appropriate only when they match 

the norms of the context in which data was originally 

shared. A tweet sent to followers was shared in a specific 

social context; aggregating it into a research dataset 

represents a context shift that may feel violating to the 

author, even if the content was technically public. Fiesler 

and Proferes (2018, cited in [5]) found that a substantial 

majority of Twitter users are unaware their public posts 

are used in academic research a striking illustration of the 

consent gap that pervades social media data collection. 

Particular care is warranted when scraping data on 

sensitive topics (mental health, political beliefs, sexual 

orientation, medical conditions), when subjects may be 

minors, or when the dataset could be misused for 

purposes far removed from the stated research intent 

such as predictive policing models, behavioral profiling, 

or facial recognition training sets. 

C. Scientific Validity Challenges 

Brown et al. [5] also identify significant threats to the 

scientific validity of scraped data that are rarely discussed 

in methods sections. Sampling bias is perhaps the most 

serious: researchers cannot generate random samples 

from scraped data because the full population is unknown 

and platform access is always partial. Personalization 

means different users see different content making any 

individual-perspective scrape non-representative of the 

broader platform experience. Missing data from rate 

limiting or timeouts clusters systematically, skewing 

temporal analyses. And temporal instability features 

change, algorithms update, content disappears means 

scraped datasets may be unreproducible even weeks after 

collection, violating fundamental scientific norms. 

D. Institutional Resources 

Researchers navigating scraping projects should 

engage three institutional actors: the Institutional 

Review Board (IRB) for ethical oversight of human 

subjects research implications; the Office of General 

Counsel (OGC) for legal risk assessment; and Research 

IT for data security infrastructure. Brown et al. [5] 

emphasize that IRB approval should not be treated as a 

comprehensive risk clearance IRBs are not typically 

equipped to evaluate the technical and legal dimensions 

of scraping projects. External resources, including the 

Social Media Archive at ICPSR, the Knight First 

Amendment Institute, and the Data & Society Research 

Institute, can supplement institutional guidance with 

domain-specific expertise. 

 

9. NEW INSIGHTS DERIVED FROM CLOSE 

READING 

Beyond the explicit findings of the reviewed papers, a 

careful comparative reading surfaces several novel 

observations that the individual papers do not explicitly 

articulate. 

A. The Engagement Paradox in Social Media Scraping 

Barbera et al.'s TripAdvisor data [1] reveal what we 

term the engagement paradox: posting frequency and 

audience engagement are inversely correlated across 

platforms. Twitter, which posted nearly 7 times per day 

on average  more than any other platform had the lowest 

post interaction rate (0.0005%). Facebook, the platform 

with the largest absolute follower count (7.63 million), 

had the second-lowest interaction rate. Instagram, posting 

just over once per day on average, dominated on 

engagement. This pattern suggests that content quality 

and visual richness, not volume, drive meaningful 

audience interaction; a finding that generalizes beyond 

TripAdvisor to any brand maintaining multi-platform 

social presence. Scrapers collecting social data should 

therefore include both volume metrics and engagement-

normalized metrics to avoid misleading conclusions. 

B. The API Gap Problem and Scraping's Irreplaceable 

Role 

Glez-Pena et al. [2] document a reality that no-code 

tool advocates rarely acknowledge: even in well-funded 

scientific domains like bioinformatics where data sharing 

is a core disciplinary value, the majority of relevant data 

sources lack formal programmatic APIs. In their 

WhichGenes system, 7 of 11 data providers are still 
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accessed via scraping. This is not a temporary state of 

affairs; many of these databases have been operating for 

decades without APIs and show no imminent plans to 

develop them. The lesson for researchers is that treating 

scraping as a 'workaround' pending proper API access 

may be strategically mistaken. For many data sources, 

scraping is the permanent access method, and building 

robust, maintained scraping infrastructure is the correct 

long-term investment. 

C. The Cognitive Scraping Stack 

Barbera et al. [1] propose a layered model they call 

the 'cognitive scraping stack', a four-layer architecture 

progressing from data acquisition to intelligent decision-

making: 

 Layer 1 (Data-driven): Raw web data collection 

via WDS tools, i.e.  the scraping layer itself. 

 Layer 2 (Sentiment-driven): Sentiment analysis 

applied to scraped text, implemented in Python. 

 Layer 3 (AI-driven): Machine learning and 

pattern recognition applied to structured 

sentiment data, implemented in Python/Julia. 

 Layer 4 (Cognitive-driven): Cognitive 

computing systems capable of reasoning, 

contextual decision-making, and natural 

language interaction, implemented in Java/R. 

This architecture is notable because it positions 

scraping not as a standalone data collection exercise but 

as the foundational input to an increasingly sophisticated 

intelligence pipeline. Tourism organizations, the authors 

argue, should be investing not just in scraping tools but 

in the full stack because competitive advantage will 

increasingly derive from cognitive-layer capabilities that 

smaller operators cannot easily replicate. 

D. NLP Accuracy as a Function of Corpus 

Composition 

Pichiyan et al.'s [6] reported 98.5% sentiment 

classification accuracy invites scrutiny. Their scraped 

news corpus was heavily dominated by two categories — 

share market (33.3%) and politics (30.6%) — which 

together account for nearly two-thirds of the dataset. 

High accuracy on an imbalanced corpus may reflect 

classifier optimization for majority-class labels rather 

than genuine general-purpose sentiment understanding. 

This is a methodologically important observation: 

researchers using NLP classifiers trained on scraped 

corpora should report per-class precision and recall, not 

just aggregate accuracy, to avoid overstating model 

generalizability. 

10. FUTURE DIRECTIONS 

A. AI-Augmented and Self-Healing Scrapers 

Current scrapers are brittle, a change in a website's 

HTML structure breaks a carefully written scraper 

overnight, requiring manual maintenance. Machine 

learning approaches that adaptively learn page structure, 

recognize data fields semantically rather than 

structurally, and recover from layout changes would 

dramatically reduce this maintenance burden. Large 

language models capable of understanding natural 

language instructions and identifying relevant data in 

free-form HTML may eventually enable scrapers 

configured by description ('collect the price, rating, and 

review count for each hotel on this page') rather than 

code; a paradigm shift analogous to the transition from 

assembly language to high-level programming. 

B. Regulatory Developments 

The EU's Digital Services Act (DSA), which came 

into force in 2023, requires very large online platforms to 

provide vetted researchers access to data, a historic 

legislative step toward institutionalizing research access. 

In the US, the Platform Accountability and Transparency 

Act has been proposed but not passed as of this writing. 

As AI training data becomes a high-stakes legal 

battleground (authors and publishers suing major AI 

companies for scraping copyrighted content), more 

jurisdictions will likely codify clear rules around what 

can be scraped, by whom, and for what purposes. 

Researchers should monitor these developments actively, 

as the regulatory landscape may change materially within 

the timeline of a multi-year research project. 

C. The Metaverse and Next-Generation Web 

Barbera et al. [1] note that augmented reality (AR) 

and virtual reality (VR) are poised to reshape social 

media, with 3D content gradually supplanting the 2D 

formats that current scrapers handle. As platforms 

integrate AR features and metaverse environments 

emerge, scraping tools designed for HTML and JSON 

will face architecturally new challenges: 3D scene 

graphs, spatial audio streams, real-time interaction logs, 

and user-generated immersive environments. The next 

generation of scrapers will need to handle not just text 

and images but the full richness of spatial, temporal, and 

interactive digital content. 
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D. Privacy-Preserving Data Collection 

An emerging alternative to traditional scraping 

involves participants voluntarily sharing browsing data 

via browser plugins — enabling researchers to collect 

data from inside user sessions without relying on public-

facing scraping. Advances in privacy-preserving 

computation (differential privacy, federated learning, 

secure multi-party computation) may eventually allow 

large-scale research on web data without ever 

centralizing sensitive information. These approaches 

address the consent gap identified by Brown et al. [5] 

while preserving research utility, and may become the 

dominant paradigm for social science data collection on 

platforms that have locked down their public-facing 

APIs. 

  

Fig 4: Future Directions: Technology Readiness VS 

Research Impact 

10. CONCLUSION 

Web scraping stands at a fascinating intersection of 

engineering discipline, data science methodology, legal 

doctrine, and ethical philosophy. This review has traced 

its trajectory from early search engine spiders to 

sophisticated AI-assisted extraction pipelines, 

synthesizing technical methods, tool ecosystems, 

empirical application findings, anti-scraping dynamics, 

NLP integration, and the socio-legal landscape that 

responsible practitioners must navigate. 

Several substantive conclusions emerge from this 

synthesis. First, no single tool or technique dominates: 

the optimal choice depends on target site architecture 

(static vs. dynamic), data volume requirements, team 

expertise, and downstream processing goals. Scrapy 

leads for large-scale production crawling; BeautifulSoup 

for rapid prototyping; Selenium and Playwright for 

JavaScript-heavy sites; Fanpage Karma and similar no-

code platforms for social media analytics by non-

technical practitioners; and jARVEST for bioinformatics 

meta-server architectures. Second, NLP integration is 

not optional for meaningful text analysis: raw scraped 

text is analytically inert without preprocessing, entity 

recognition, embedding, and sentiment classification 

pipelines of the kind detailed by Pichiyan et al. [6]. The 

98.5% accuracy achievable by even relatively simple 

logistic regression classifiers on TF-IDF features 

demonstrates that the technical barrier to NLP-enhanced 

scraping is lower than many assume though care must be 

taken with corpus balance and per-class evaluation 

metrics. 

Third, the legal and ethical landscape is genuinely 

complex and cannot be reduced to a simple checklist. 

The interplay between ToS enforceability, CFAA 

interpretation, privacy law obligations, IRB jurisdiction, 

and emerging platform data regulations requires 

researchers to engage legal counsel, institutional 

oversight, and domain ethical guidance not as 

bureaucratic formalities but as substantive inputs to 

research design. Brown et al.'s [5] insight that legal 

permissibility and ethical appropriateness are distinct 

questions deserves to be treated as a foundational 

methodological principle, not a footnote. Fourth, the 

API gap documented by Glez-Pena et al. [2] is real, 

persistent, and unlikely to disappear: for many data 

sources, particularly in scientific domains and legacy 

industries, web scraping is not a workaround but the 

permanent, correct access method. Building maintained 

scraping infrastructure is a legitimate long-term 

investment, not a technical debt to be retired. 

The new insights introduced in this review such as the 

social media engagement paradox, the cognitive scraping 

stack architecture, the NLP accuracy-corpus composition 

relationship, and the platform category vulnerability 

pattern, collectively point toward a more mature practice 

of web scraping: one that combines technical 

sophistication with scientific rigor, ethical intentionality, 

and legal awareness. As the web continues to evolve 

toward dynamic JavaScript rendering, platform API 

lockdowns, AR/VR content formats, and AI-generated 

pages; the scraping research community will need to 

evolve with it, developing new techniques, frameworks, 

legal strategies, and ethical norms adequate to the 

challenges ahead. 

The four papers reviewed here represent a significant 

contribution to that ongoing project. Together, they 

provide a foundation on which researchers, developers, 

and policymakers can build an approach to web data 

collection that is technically excellent, scientifically 
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sound, ethically defensible, and legally informed. The 

combination of technical, scientific, ethical, legal is the 

hallmark of mature data science practice, and web 

scraping's growing centrality to modern research makes 

its achievement both necessary and urgent. 
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