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Abstract – 
The rapid evolution of malware—including 

ransomware, trojans, spyware, botnets, worms, fileless 

malware, Android malware, and IoT threats—has exposed 

important limitations in conventional signature-based 

detection. Modern malware increasingly uses obfuscation, 

packing, polymorphism, anti-analysis mechanisms, 

encryption, and adversarial manipulation to evade static 

signatures. Machine Learning (ML) and Deep Learning (DL) 

therefore provide important alternatives because they can 

learn discriminative patterns from executable code, API calls, 

system calls, network behavior, binary representations, and 

program graphs. This survey reviews ML-based intelligent 

malware detection research with emphasis on the 2021–2026 

period. The review organizes the literature according to 

malware type, platform, analysis strategy, feature 

representation, algorithm, dataset, evaluation metrics, and 

research gap. Traditional ML methods such as Random 

Forest, Support Vector Machine, Decision Tree, and boosting 

remain effective when carefully engineered features are 

available, while CNN, LSTM, CNN-LSTM, autoencoder, 

Transformer, and Graph Neural Network (GNN) models 

provide automated representation learning. Hybrid approaches 

combine static and dynamic evidence and frequently improve 

robustness. Emerging directions include explainable AI 

(XAI), federated learning, adversarially robust detection, 

temporal/concept-drift adaptation, and cross-platform 

learning. Public datasets such as EMBER, BIG2015, Malimg, 

Drebin, AndroZoo, CICMalDroid, VirusShare, VirusTotal, 

IoT-23, and Malicia are examined. The principal unresolved 

problems are zero-day detection, dataset bias and age, class 

imbalance, adversarial evasion, concept drift, explainability, 

computational cost, and cross-platform generalization. The 

paper concludes with a proposed integrated framework 

combining static and dynamic features, graph and sequence 

representations, hybrid ML/DL learning, XAI, adversarial 

testing, and continuous adaptation. 
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1.INTRODUCTION  

 
Malware is a broad class of software designed to 

compromise confidentiality, integrity, availability, or system 

resources. Its operational forms include ransomware, trojans, 

worms, spyware, botnets, rootkits, fileless malware, mobile 

malware, and IoT malware. The security problem is not only 

the volume of samples but also the speed with which malware 

families change their observable characteristics. Recent 

review evidence emphasizes that conventional detection 

becomes less effective as new variants evade antivirus and 

anti-malware mechanisms, motivating AI-driven detection 

research [1]. 

Traditional signature-based systems are highly effective for 

previously catalogued threats because signatures are compact 

and computationally inexpensive. Their central weakness is 

dependence on prior knowledge: a previously unseen family, 

modified binary, packed executable, or behaviorally novel 

sample may not match an existing signature. This limitation 

has encouraged statistical learning, anomaly detection, 

behavioral modeling, and representation learning. 

ML-based detection treats malware identification as a 

classification or anomaly-detection problem. Features can be 

extracted from PE headers, imported functions, API calls, 

opcode sequences, byte sequences, strings, permissions, 

memory traces, network flows, or behavioral events. DL 

extends this approach by learning representations from raw or 

minimally processed inputs. CNNs can operate on binary 

images; recurrent models can learn API or opcode sequences; 

and GNNs can represent relationships among program 

components. 

The objective of this survey is not to claim a universally 

superior algorithm. Instead, it compares the assumptions, data 

requirements, strengths, weaknesses, and deployment 

implications of the major intelligent detection families. This 

emphasis is consistent with recent survey literature that calls 

for systematic evaluation across data collection, 

preprocessing, feature engineering, model training, and 

performance evaluation [1]. 
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II. CONTRIBUTIONS OF THIS SURVEY 

The study reviews major malware detection 

approaches, including ML, DL, GNN, XAI, federated 

learning, adversarial defense, and Transformer/LLM 

techniques across Windows, Android, Linux, and IoT 

platforms. It highlights the limitations of accuracy-based 

evaluation and identifies key challenges such as zero-day 

attacks, outdated datasets, concept drift, adversarial evasion, 

interpretability, scalability, and cross-platform detection. 

Finally, it proposes an adaptive and explainable framework 

for future malware detection research. 

III. REVIEW METHODOLOGY 

A. Review Scope : This survey primarily focusing on studies 

published between 2021 and 2026 while incorporating 

foundational earlier works on datasets, adversarial attacks, and 

established malware analysis techniques. The literature matrix 

comprises 50 relevant survey and research studies from 2021–

2026. In addition, a complementary review of AI-based 

ransomware detection provides a systematic perspective on 

datasets, preprocessing, feature engineering, model 

development, and evaluation [1]. 

B. Review Questions 

• RQ1: Which ML and DL techniques are most frequently 

used for malware detection? 

• RQ2: Which static, dynamic, and hybrid features are most 

informative? 

• RQ3: Which datasets and platforms dominate the 

literature? 

• RQ4: How are models evaluated, and why are reported 

results difficult to compare? 

• RQ5: What limitations prevent deployment against zero-

day and adversarial malware? 

• RQ6: Which emerging methods are most promising for 

explainable, scalable, cross-platform detection? 

C. Evidence Organization :Studies are organized using the 

following dimensions: malware family; platform; analysis 

mode; feature representation; algorithm; dataset; evaluation 

metric; contribution; limitation; and future direction. The 

approach preserves the terminology and comparative framing 

in the supplied research material. 

IV. MALWARE TAXONOMY AND THREAT 

EVOLUTION 

Table -1: Malware Taxonomy 

Malware 

category 
Typical objective 

Representative 

detection evidence 

Ransomware Encrypt or deny 

access to data 

File operations, 

entropy, 

API/system calls, 

network behavior 

Trojan Disguise malicious 

functionality 

PE features, 

imports, behavior, 

API sequences 

Botnet Command-and-

control and 

coordinated activity 

Network flows, 

DNS, system 

behavior 

Spyware Steal information API calls, 

permissions, 

process and 

network activity 

Worm Self-propagation Network behavior, 

exploit patterns, 

process events 

Android malware Abuse mobile 

permissions/APIs 

Permissions, API 

calls, opcode, 

network traffic 

IoT malware Compromise 

constrained 

connected devices 

Traffic, system 

calls, 

firmware/device 

behavior 

Fileless malware Operate with 

limited disk 

artifacts 

Memory, scripts, 

process and 

behavioral traces 

 

V. Taxonomy of Malware Detection 

Catego

ry 

Represent

ative 

methods 

Typical 

inputs 

Main 

strengths 

Main 

limitatio

ns 

Signatu

re / 

heuristi

c 

Hashes, 

byte 

patterns, 

YARA/rul

es 

Hashes, 

bytes, rule 

templates, 

predefined 

behaviors 

Fast, low 

cost, 

effective 

for known 

threats 

Weak 

against 

novel 

variants, 

polymorp

hism and 

obfuscati

on 

Traditi

onal 

ML 

RF, SVM, 

DT, NB, 

KNN, 

XGBoost 

PE 

headers, 

opcodes, 

API 

frequencies

, n-grams, 

permission

s 

Efficient, 

relatively 

interpretab

le, 

deployable 

Feature 

engineeri

ng; 

reduced 

adaptabili

ty 

Deep 

learnin

g 

CNN, 

LSTM, 

GRU, 

autoencod

er, CNN-

LSTM 

Bytes, 

images, 

API/syste

m-call 

sequences, 

behavior 

logs 

Automatic 

feature 

learning; 

strong 

nonlinear 

modeling 

High 

data/com

pute 

needs; 

limited 

explainab

ility 

Graph 

learnin

GCN, 

GAT, 

CFG, FCG, 

API 

Captures 

structural 

Graph 

constructi
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g GNN 

variants 

graphs, 

graph 

embedding

s 

relationshi

ps; useful 

for 

obfuscatio

n-resistant 

analysis 

on cost; 

benchmar

k scarcity 

Hybrid 

ML/D

L 

Static + 

dynamic, 

ensemble, 

multimoda

l 

Program 

structure + 

runtime/net

work 

evidence 

Compleme

ntary 

evidence 

and 

improved 

robustness 

Higher 

latency 

and 

engineeri

ng 

complexit

y 

Emergi

ng AI 

Transform

er, LLM-

assisted, 

federated, 

GAN-

based 

Code 

corpora, 

telemetry, 

semantic 

features, 

distributed 

updates 

Contextual 

reasoning, 

transfer 

learning, 

privacy-

preserving 

collaborati

on 

Very high 

overhead; 

immature 

benchmar

ks and 

governan

ce 

challenge

s 

 

VI. Research Landscape: Source-Derived 

Quantitative Synthesis 

The supplied source provides a quantitative snapshot 

of research focus. Deep learning represents 38% of the 

surveyed focus, traditional ML 26%, hybrid methods 16%, 

explainable AI 8%, GNNs 6%, federated learning 3%, and 

Transformer/LLM research 3%. These percentages form a 

useful descriptive picture rather than a meta-analysis effect 

size. 

 

Fig. 1. Distribution of research focus reported in the supplied 

source survey. 

The source also states that supervised learning accounts for 

81.8% of primary studies. This dominance reflects the 

availability of labeled malware/benign datasets and the 

relative simplicity of supervised evaluation. Nevertheless, 

reliance on labels can limit discovery of novel threats and can 

amplify dataset bias. 

VII. Dataset and Platform Analysis 

Dataset 

Primary 

platform/

domain 

Typical 

representatio

n 

Use in 

detectio

n 

researc

h 

Key 

caution 

EMBE

R 

Windows 

PE 

Static PE-

derived 

features 

Large-

scale 

classica

l 

ML/DL 

benchm

arking 

Temporal 

drift and 

benchma

rk 

overfittin

g 

BIG201

5 

Windows 

PE 

Binary-

derived/static 

features 

Malwar

e family 

classific

ation 

Historica

l dataset; 

limited 

modern 

coverage 

Malimg 
Windows 

malware 

Malware 

images 

CNN/i

mage-

based 

classific

ation 

Image 

represent

ation 

may 

discard 

semantic 

context 

Drebin Android 
Permissions, 

API/features 

Android 

malwar

e 

classific

ation 

Older 

Android 

ecosyste

m 

AndroZ

oo 
Android 

APK/static 

and metadata 

Large-

scale 

Android 

research 

Access, 

labeling 

and 

temporal 

consisten

cy 

CICMa

lDroid 
Android 

Behavior/netw

ork/system 

evidence 

Android 

malwar

e and 

traffic 

studies 

Dataset-

specific 

condition

s 

VirusS

hare 

Multi-

family 

malware 

Malware 

samples 

Researc

h 

collecti

on and 

benchm

arking 

Label 

quality 

and 

legal/ope

rational 

handling 

VirusT Multi-
Multi-engine 

scan 

Threat 

intellige

Not a 

homogen
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otal platform intelligence nce and 

validati

on 

eous 

benchma

rk; access 

constrain

ts 

Malicia Windows 

Malware 

samples/featur

es 

Malwar

e 

analysis 

and ML 

studies 

Dataset 

age and 

family 

coverage 

Dataset choice strongly affects reported performance. A 

model trained and tested on randomly partitioned samples 

from the same collection can benefit from family similarity, 

duplicated artifacts, or temporally correlated features. 

VIII. Feature Engineering and Representation 

Feature 

family 

Exampl

es 

Analysis 

mode 

Advantag

es 

Risks / 

limitations 

PE / 

executabl

e 

metadata 

Header

s, 

sections

, 

imports

, 

entropy

, sizes 

Static 
Fast and 

scalable 

Packing/obf

uscation can 

distort 

features 

Opcode / 

byte 

sequence 

Opcode

s, byte 

n-

grams, 

raw 

bytes 

Static 

Fine-

grained 

program 

informati

on 

High 

dimensionali

ty; evasion 

possible 

API / 

system 

calls 

Call 

frequen

cy, 

sequenc

es, 

argume

nts 

Static/Dy

namic 

Behaviora

l 

semantics 

Runtime cost 

and sandbox 

sensitivity 

Network 

behavior 

DNS, 

flows, 

destinat

ions, 

packet 

statistic

s 

Dynamic 

Captures 

communi

cation 

behavior 

Environment 

dependence 

and 

encryption 

Permissi

ons / 

compone

Androi

d 

permiss

ions, 

Static 

Low-cost 

mobile 

features 

Permission 

overuse may 

not imply 

maliciousnes

nts intents, 

compon

ents 

s 

Program 

graphs 

CFG, 

FCG, 

API 

graph 

Static/Dy

namic 

Structural 

relationsh

ips and 

obfuscatio

n 

resistance 

Graph 

extraction 

and 

scalability 

Memory 

/ runtime 

traces 

Process

es, 

registry

, files, 

memor

y 

artifacts 

Dynamic 

Rich 

behaviora

l evidence 

Expensive 

and 

potentially 

evasive 

Multimo

dal 

represent

ations 

Static + 

dynami

c + 

graph + 

networ

k 

Hybrid 

Complem

entary 

evidence 

Complex 

fusion and 

deployment 

 

IX. Comparative Assessment of ML, DL, Hybrid and 

Emerging Approaches 

Criterion 
Traditio

nal ML 

Deep 

learning 

Hybrid / 

multimod

al 

Graph / 

Transforme

r / federated 

Feature 

engineerin

g 

High 
Low–

medium 

Medium–

high 
Medium 

Training 

cost 

Low–

medium 
High High 

High–very 

high 

Inference 

cost 

Low–

medium 

Medium–

high 
High 

Medium–

high 

Interpretab

ility 

General

ly 

higher 

Generally 

lower 
Medium 

Low–

medium; 

improving 

with XAI 

Zero-day 

potential 

Modera

te 

Moderate

–high 

High 

potential 

High 

potential 

Obfuscatio

n 

resilience 

Modera

te 
Moderate 

Higher 

potential 

High 

potential 

for 

structural 

methods 
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Data 

requireme

nt 

Mediu

m 
High High 

High/distrib

uted 

Edge 

deploymen

t 

Good 

for 

compac

t 

models 

Challengi

ng 

Challengi

ng 

Model-

dependent 

Maturity High High Medium Emerging 

Main 

research 

need 

Better 

features 

and 

tempora

l 

validati

on 

Robustne

ss and 

explainab

ility 

Standardi

zed 

multimod

al 

benchma

rks 

Reliable, 

efficient, 

trustworthy 

deployment 

 

X. PROPOSED INTEGRATED FRAMEWORK 

Based on the reviewed evidence, this paper proposes 

an Integrated Adaptive Explainable Malware Detection 

Framework (IAEMDF). The framework is conceptual rather 

than experimentally validated in this survey. 

Stage Function Candidate methods 

1. Data 

acquisition 

Collect multi-

platform malware 

and benign 

samples 

EMBER, AndroZoo, 

IoT-23, VirusShare 

2. Preprocessing Deduplicate, 

normalize, label, 

temporal split 

Hashing, family-

aware split 

3. Static 

extraction 

Extract structural 

indicators 

PE, imports, 

opcodes, bytes 

4. Dynamic 

extraction 

Observe runtime 

behavior 

API/system calls, 

files, network 

5. Graph 

construction 

Model program 

relationships 

CFG, FCG, API 

graph 

6. 

Representation 

learning 

Learn 

complementary 

embeddings 

CNN, LSTM, 

Transformer, GNN 

7. Fusion Combine 

modalities 

Attention/ensemble 

8. Robustness Test evasive 

manipulation 

Adversarial 

evaluation 

9. XAI Explain decisions SHAP, graph 

explanations 

10. Adaptation Handle temporal 

change 

Continual/federated 

learning 

11. Deployment Real-time 

classification 

Edge/cloud hybrid 

 

XI. Challenges and Research Gaps 

Gap 
Observed 

problem 

Research 

implicatio

n 

Recommen

ded 

direction 

Benchmark 

standardizat

ion 

Datasets differ in 

age, labels, 

family overlap 

and feature 

availability 

Scores are 

difficult to 

compare 

Temporal, 

family-

disjoint and 

cross-

dataset 

benchmarks 

Zero-day 

generalizati

on 

Models often 

learn benchmark-

specific patterns 

High test 

accuracy 

may not 

transfer 

Leave-

family-out 

and future-

sample 

evaluation 

Concept 

drift 

Malware and 

benign software 

evolve 

Model 

degradatio

n over 

time 

Continual 

learning and 

drift 

monitoring 

Adversarial 

robustness 

Feature 

manipulation and 

sandbox evasion 

can fool detectors 

Security of 

detector 

itself is 

uncertain 

Adversarial 

testing and 

robust 

training 

Explainabili

ty 

DL/GNN/Transfo

rmer decisions 

can be opaque 

Limits 

analyst 

trust and 

incident 

response 

XAI, feature 

attribution, 

counterfactu

al 

explanations 

Class 

imbalance 

Benign/malware 

proportions and 

family 

distributions vary 

Accuracy 

can hide 

minority 

failure 

PR-AUC, 

MCC, 

balanced 

sampling 

and cost-

sensitive 

learning 

Dataset 

quality 

Labels can be 

noisy or based on 

imperfect engines 

Models 

may learn 

label 

artifacts 

Multi-

source 

validation 

and label 

auditing 
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Deployment 

cost 

DL and hybrid 

systems can be 

expensive 

Difficult 

for 

mobile/IoT 

Compressio

n, 

distillation, 

quantization 

and edge 

inference 

Privacy 

Threat 

intelligence may 

contain sensitive 

telemetry 

Centralize

d learning 

can create 

leakage 

Federated 

learning 

with 

privacy/secu

rity controls 

Reproducibi

lity 

Code, 

preprocessing 

and splits are 

inconsistently 

shared 

Results 

cannot be 

independe

ntly 

reproduced 

Open 

protocols, 

versioned 

datasets and 

complete 

reporting 

 

 

XII. CONCLUSIONS 

 
Machine learning and deep learning have 

transformed malware detection from predominantly signature-

driven matching toward adaptive pattern recognition. The 

surveyed evidence shows strong growth in deep learning, 

continued dominance of supervised learning, persistent 

reliance on static features, and increasing interest in hybrid, 

graph, explainable, federated and Transformer-based 

approaches. Yet the most important unresolved issue is not 

whether intelligent models can achieve high benchmark 

accuracy; it is whether they can maintain reliable detection 

against unseen malware, temporal drift, adversarial 

manipulation, obfuscation, heterogeneous platforms and 

operational constraints. 

A Scopus-oriented research contribution should therefore 

move beyond another benchmark-specific accuracy claim. 

The stronger scientific position is to establish reproducible, 

temporal and cross-dataset evaluation; compare predictive 

performance with robustness and computational cost; and 

integrate explainability and deployment considerations. The 

resulting research agenda is centered on trustworthy, 

multimodal, adaptive and resource-aware malware detection. 
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