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Abstract— The rapid growth of the internet and the 

telecommunications industry has led to a huge explosion of network 

size and data consistency. Therefore, when VANET grows and grows 

more and more in terms of transmission speed, network connectivity, 

security, and safety with the deployment of cutting applications, there 

will be major changes in wireless communication. In order to prevent 

external communications from being hacked, this study provides an 

intrusion detection system (IDS) for VANET that makes use of 

obfuscation. In this paper we proposed intrusion detection system for 

VANET which used the Attentive Interpretable Tabular Learning 

(Tab Net) architecture of deep learning. Tab Net model has 

characteristics of good interpretability and Fast training speed. we 

examined the existing machine and Deep learning framework and 

application in cyber security and VANET and PyTorch-Fast.ai is 

selected due to it is designed for CPU usage but because of training 

speed is high we changed data block fetching method from Tabular 

panda to NumPy array. Finally, from the evaluated metrics, we have 

proposed the best DNN design suitable for the IDS. With an accuracy 

of 98.12% and a False Alarm Rate (FAR) of 0.78 %. 

 

 Keywords— Vehicular Ad Hoc Networks (VANETs),Intrusion 

Detection System (IDS), Tabular Deep Learning 

1. INTRODUCTION  

A Vehicular ad hoc network called VANET is a mobile 

network that allows vehicles to communicate with each other 

without installation. It aims to improve road safety by allowing 

vehicles to share alerts. Internal and external communication is 

considered the main feature of full and half cars. One of 

VANET's most important goals is security. As safety will 

decrease traffic, save lives, and reduce accidents. Other 

services, like as Internet connectivity, weather forecasts, and 

geo location data, can enhance the travel experience in 

addition to safety by bringing comfort, convenience, and 

infotainment. VANET technology is one of the emerging ones 

that has the potential to significantly alter business and 

communication practices. It indicates the best qualities of 

people and will soon come true. In-Vehicle Wireless Access, a 

technology based on the IEEE 802.11p protocol, which serves 

as a broadcast standard for special short-range communication 

technologies, has been built into many cars by manufacturers 

(DSRC). VANET enables wireless vehicular communication, 

including V2V and connectivity to vehicle infrastructure, with 

DSRC (V2I). In radio coverage areas, VANETs are used to 

represent intra-vehicle (V2V) or vehicle-to-vehicle (V2I) 

communication. 

2. LITERATURE REVIEW 

1) In recent years, a number of literature reviews have 

been published on machine learning techniques for intrusion 

detection, some of which focus on deep learning techniques. 

Previous studies related to NIDS are discussed as follows: Su, 

Sun, Zhu, et al. [1] propose a unique bidirectional damping 

multiple convolution (BATMC) model with two-phase learning 

of bidirectional long-term memory (BLSTM) and attention to 

time series features for intrusion detection using the NSL-KDD 

dataset. The BLSTM layer connecting the forward LSTM and 

the backward LSTM is used to extract features on the traffic 

bytes of each packet. Zhang, Ruin, Yin, et al., [2] used a deep 

AEs model.It was compared to other deep learning methods 

used to evaluate intrusion detection methods on the NSL-KDD 

dataset. The experiment shows better performance than the 

previous classification model such as RF and SVM. Solanki, 

Gupta, and Rai [3] developed a method for data mining use in 

network security settings such as intrusion detection 

frameworks, where a hybrid feature selection algorithm 

(HFSA) is combined with polynomial NB techniques. They also 

evaluate the Sample Heading (Third Level).Only two levels of 

headings should be numbered. Lower level headings remain 

unnumbered; they are formatted as run-in headings. 

 

Classification performance in terms of classification accuracy, 

precision and recall, all aspects of existing recognition 

systems. This preserves the implementation of the distribution, 

which also significantly reduces computation time and costs. 

To establish a safe network, Mohan, Jain, Suyal, et al [4]. 

Applied data mining classification algorithms for intrusion 

detection in the following study. For classification, the 

Random Tree (RT), NB, J48, and RF ML classifiers are 

employed. Comparison of strategies based on factors such as 

data accuracy, detecting interesting patterns, and extracting 

usable information. Shah, Clachar, Minimair, et al [5]. study 

presents multi-class classification baselines for identifying 

normal network traffic from direct and disguised network 

attacks using various machine learning methods and neural 

networks. The baselines for this study are derived from the 

Advanced Security network Metrics and Tunneling 

Obfuscation (ASNMTO) dataset. On chosen vulnerable 

network services, the dataset collected both valid and 

disguised malicious TCP/IP traffic. With up to 95% accuracy, 

the multi-class classification Anomaly-Based Intrusion 
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Detection System (AIDS) can differentiate between disguised 

and direct network intrusion [6]. Kumar and Singh study 

proposes the creation of a Distributed intrusion detection 

system (DIDS) on a reliable platform such as cloud 

infrastructure using new and promising technologies such as 

Block chain. It also discusses the architecture of the DIDS 

utilizing Cloud Computing Infrastructure and Block chain in 

this research. DIDS server’s performance with various load of 

data are shown. There is other more aspects to consider, like 

Communication lag, block-chain overhead, and the expense of 

implementation, and so on, which must be considered and 

analyzed [7]. Grey Wolf Optimizer Algorithm based on 

Particle Swarm Optimization (PSOGWO) algorithm used by 

Chen, Song, Bo, et al[8]. Optimizes parameters of SVM to 

improve the overall performance of intrusion detection based 

on SVM. Results show that the method has better performance 

for network intrusion detection. The "optimal detection model" 

of an SVM classifier is determined by the fusion of PSOGWO 

and SVM algorithms in [9]. Dutt, Borah, and Maitra [10] study 

offers Statically Modeling based Anomaly detection (SMAD) 

as the initial layer of an IDS. It acts as the innate natural 

Immune System (IS) interface, capturing the initial network 

data to determine the first-hand vulnerability. The second 

layer, Adaptive Immune-based Anomaly Detection (AIAD) 

has been studied for determining the characteristics of 

suspicious network packets for anomaly detection It mimics 

the adaptive immune system by taking T-cell and B-cell 

activation It extracts pertinent information from the header and 

payload parts for efficient intrusion detection For intrusion 

detection, experiments were carried out on both real-time 

network traffic and the standard datasets KDD 99 and 

University of New South Wales (UNSW)-NB15. Using real-

time traffic and standard data sets, the SMAD model achieves 

a true positive rate of up to 96.04 % and a true positive rate of 

about 97%. The AIAD model is used to test for vulnerabilities 

in highly suspicious traffic found in the SMAD model. The 

results reveal a strong true positive rate, approaching almost 

99 percent accuracy in detecting file-based and user-based 

abnormalities in both real-time traffic and standard data sets 

[11]. Chen, Kuang, Xu, et al [12]. Present a unique NIDS 

system    based on a convolutional in this study. Using both 

extracted characteristics and actual network traffic, we build 

deep-learning-based detection models. We run extensive tests 

on well-known benchmark datasets. The findings validate the 

usefulness of our technique and show that the model trained 

using raw traffic outperforms the model trained using 

extracted features in terms of accuracy [13].  

3. REVIEW OF AI AND DEEP LEARNING 

COMPONENTS  

Deep learning (DL), Li et al. Using back propagation, DL can 

learn complex data, and it shows that the machine changes its 

parameters at each layer. Deep Belief Network (DBN), Auto 

Encoder (AE), Convolutional Neural Network (CNN) and 

Recurrent Neural Network (RNN) are some DL algorithms in 

regular use. A more sophisticated form of machine learning 

that uses multiple levels of data abstraction across different 

layers, deep learning can discover complex patterns in data 

sets by using the process recovery, which shows how the 

system changes the internal processes of each layer. . Deep 

learning methods are using various DBNs, AEs, CNNs and 

RNNs [15].Back-propagation, which shows how the system 

changes the internal parameters of each layer, allows Deep 

Learning to learn different patterns in the data. Al-Gardai and 

others [15]. ANN To store and identify which inputs are 

important to the output, ANNs use hidden algorithms. The 

secret process has a relationship between the importance of 

communication and information about the impact of ideas. 

[16]. 

a)  

Figure 1: Artificial neural network 

 

DNNs, on the other hand, use an ANN component, as shown 

in Figure 2. It is claimed to work well for updating/updating 

models. Because each hidden layer node creates connections 

and evaluates inputs to determine outputs. So why not stack 

more and more to get the most out of the hidden system? 

Therefore, the deep web has many hidden levels [16]. The 

most important/important features Tab Net improves learning 

by using color combinations to select which features to 

consider at each stage [16]. Since the given option is pattern 

specific, it may vary depending on the strategy. Sharing hyper 

parameters, weights and biases between layers for optimal 

performance is another important aspect of multi-layer Tab 

Nets. Figure 4 shows a fog view of several positions, including 

the FT and AT positions 6 and 7. 

 

Figure 2: Deep neural network 

The topic at hand: improving performance. Deep meshes 

improve the accuracy of model performance. They allow the 

model to process multiple inputs and provide an output. It's as 

simple as copying and pasting a line of code for each layer to 

use a deep network. It doesn't matter if you use an ML 

platform; Telling a model to use two or 2,000 nodes per layer 

is as easy as entering the number 2 or 2000. However, fitting 

these deep networks raises a question: How do these models 

make their decision? The explanatory power of the model is 
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greatly reduced when these basic techniques are used. As we 

saw from Figure 3, the Deep Net allows the model to 

generalize itself and then store these generalizations in a 

hidden layer, known as a black box. The dark box is difficult 

to study. Although the values in the black box are known, they 

do not exist in a logical framework [17]. 

 

Figure 3: Complex deep neural network 

4. Tab Net DNN 

In order to benefit from the interpretive and less specific 

selection of decision tree models, TabNet, a DNN for tabular 

data, was developed to learn the same. 

 

Figure 4: Tab net architecture visualization (Pochetti,   2020) 

 

Figure 5: Feature transformation component 

 

Figure 6: Attentive transformation component 

Feature Transformer (FT) 

The GLU layer Pochetti, 2020[17] is the main element of the 

second building block of Tab Net, the FT. This block 

consists of 4 GLU layers: the first two are shared across the 

entire network, i.e. the weights of the basic FCs are 

initialized only once, and future FT blocks share the same. 

The last 2 are different for each FT, which makes modeling 

easier. As shown in Figure 7, the main view this block is the 

interconnected GLU process in ResNet style after 

multiplying by a constant parameter 

 

Figure 7: Feature transformer (Pochetti, 2020) 

Attentive transformer (AT) 

AT is the next brick in TabNet's foundation. By imposing 

sparsity on the feature set and teaching the network to focus 

exclusively on certain variables, this block aims to provide 

an attention mechanism for the network. An FC layer 

handles the learning component by extracting a size tensor 

as input. Instead, the Sparse ax, a variant of SoftMax that 

can reduce all probabilities below a certain threshold to zero, 

provides the rare bit. This operation resets certain features of 

the final resulting tensor. This operation resets certain 

features of the final resulting tensor. The output of the AT 

block and the pre tensor are used to distribute the attention 

mechanism in the model. The Prior, which is initially set to 1 

second, is updated and multiplied both inside and outside the 

AT. 

Decision Step (DS) 

After defining the characteristics and attentive transformers, 

we can start to assemble the components of the decision step 

(DS). We will see that stacking the following DSs one after 

the other is the basic concept of Tab Net, so let's start by 

examining one. Figure 8 shows the initial link of the chain. 

Inside the blue dashed rectangle is the architecture, or what 

is repeated, and outside is either the initialization of the 

matrices (above) or the preparation of the raw data (once at 

the beginning). 

1. There is no need to normalize unprocessed tabular 

data (x). That is handled by the first batch normalization 

layer, which results in x1. 
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x1 passes through FT to obtain x2 

3. which is divided into two parts; the attention mask m 

is produced by directing the att, na-shaped, into AT 

along with the preceding. 

4. There are two methods to use m. To do a preceding 

update, be prepared for shipping to the following DS, 

and truly impose the attention mechanism by 

multiplying by x1 and receiving maskedx. 

5. maskedx leaves that are placed on an 

FT+Split+ReLU conveyor belt and end up with the nd-

shaped res. 

6. As you can see from the figure, the next DS receives 

4 elements: x1, which must be hidden by the following 

m, previous, res, and att. 

  
Figure8:DecisionStep

 

 Figure 9: Attentive transformer (Pochetti, 2020) 

PROPOSED WORK  

The proposed project uses a deep learning method, which is 

Tab Net: an efficient learning system for traffic access on an 

ad-hoc network. CICIDS2018 data is used to train the 

appropriate methods for VANET modeling. Binary 

classification and multiple comparisons are two types of 

output; the binary distribution provides whether it is loaded 

or not, and the multivariate distribution provides the name of 

the load if there is a discontinuity in the network. 

Figure 10: Flowchart 

5. Dataset: CICIDS2018 

In all pure data, only two of the 79 parameters—output and 

theory—are unique and are processed by a process from 1 to 

n. All other 77 characters are numbers. We do not use the 

best data selected from previous data, though. Examples of 

attributes are timestamp, song length, sync signal number 

(SYN), box length, box price and a number. Becherfeldin, 

and others. (2018), each section is detailed. 

Data pre-processing  

After downloading the file, we see it to understand its 

properties and clean it as necessary. Data in optional CSV 

files, including packet traffic capture (pcap) files, logs, pre-

generated files, and comma-separated values (CSV), and 

optional CSV files. Using the CIC Flow Meter, we used a 

CSV file with 80 vehicle models of the CIC-IDS 2018 with 

real vehicle traffic in the VANET system, including guilt 

and innocence. Contains information about vehicle loading. 

This document covers seven types of attacks, some of which 

affect traffic communication, such as DoS and DDOS 

attacks and Brute force attacks. The dataset consists of seven 

CSV files and contains both normal (benign) and attack 

traffic, divided into many common attack types (as 

mentioned in the previous section). To simplify the 

experiments and use the number of available samples, 

samples containing infinity, not a number (NaN) or missing 

values were removed. Converted from timestamps to Unix 

period numeric values. Duplicate column headings in some 

data sets were analyzed and removed. As a result of the 

incident, data cleansing resulted in the loss of approximately 

19,200 samples. Process Training/Testing Dataset partition 
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Figure 11: DL frameworks 

We tested with numerous cutting-edge DL frameworks, 

which are presented in above. Two techniques are frequently 

employed to evaluate ML models: n-fold cross-validation 

(typically 10-fold) and train-test split (typically 70-30 or 80-

20). Train-test split is used when the dataset has a sizable 

number of samples in each category, but n-fold cross-

validation is used when the number of samples in some 

categories is small or unequal. When appropriate, we used 

both strategies. In order to test binary-class and multi-class 

classification, we combined all the original files and 

produced two more datasets. Furthermore, for binary-class 

categorization, we assigned the values 1 and 0, respectively, 

to all attack traffic and all benign traffic. We either left the 

labels as-is (textual) or converted them into one-hot (also 

known as one-of-K scheme) encoding for multi-class 

categorization, depending on the framework requirements. 

6. Evaluation of the Deep Learning (DL)    Framework 

It uses recorded performance parameters like accuracy, loss, 

time, etc. and DL frames. To develop a better deep learning 

classifier to act as a base classifier, he experimented with 

several parameters of each framework. Furthermore, 

attempts were made to normalize the numerical results, but 

none of the studies found sufficient performance change to 

warrant normalization of the numerical values. Results from 

the Tensor-Flow-Keras model 

 

 

 

 

Table 1: Performance results for Tensor-Flow-Keras. 

Figure 12: Accuracy results over 10 epochs. 

Table 2: Performance results for Theano-Keras. 

DLframewo

rk 

   Class Accuracy(

%) 

Loss(

%) 

Time(mi

n) 

Theano-

Keras 

Binary-class 

92.01 18.52 105.90 

Multi-Class 95.105 17.43 632.02 

 

 

Fig13: Accuracy results on over 10 epochs. 

 

 

 

DLframew

ork 

   

Class 

Accuracy

(%) 

Loss(

%) 

Time(

min) 

   Tensor-

Flow-Keras 

Binary-

class 94.4 18.54 105.90 

Multi-

Class 

94.73 17.58 632.35 

https://ijsrem.com/
about:blank
about:blank


          INTERNATIONAL JOURNAL OF SCIENTIFIC RESEARCH IN ENGINEERING AND MANAGEMENT (IJSREM) 

                       VOLUME: 10 ISSUE: 08 | AUG - 2026                            SJIF RATING: 8.659                                       ISSN: 2582-3930                                                                                                                                               

 

©2026, IJSREM      | https://ijsrem.com                                    DOI: 10.55041/IJSREM66482                                       |        Page 6 
 

Performance Results of PyTorch-Fast.ai 

  

 

 

 

 

 

Table 3: Performance results for PyTorch-Fast.ai 

 

 

Figure 14: Accuracy results over 5- folds. 

1. Proposed Modification on Fast.ai 

Tabular Training  

Fast.ai has introduced Tabular-Pandas, a powerful tool to 

assist with processing your data while working with tabular 

data. The ability to have everything in one location, encode 

and decode all of your tables at once, and have very little 

memory use on top of your Pandas data-frame make it quite 

helpful and practical. I wanted to maintain Tabular-Pandas 

in its current form because it's a fantastic pre-processing tool 

while also speeding up everything! As an alternative, we'll 

develop a new Dataset class and turn our Tabular-Pandas 

object into a NumPy array there. Why is that crucial? In 

comparison to Python, NumPy is a considerably faster 

library that has been hyper-optimized to use as much C code 

as possible. 

The first modification is converting the Tabular-Pandas 

dataset of fast.ai with NumPy Dataset. NumPy dataset 

performs the same operation with fast.ai Tabular-Pandas the 

only difference is that NumPy Dataset calls to NumPy () on 

the stored Data-Frame (cats, counts, and ys ) to maintain as 

it is. We'll assign our cats as np.long and our counts as 

np.float32 to deal with categorical versus continuous 

variables, respectively (we also have our ys as np.int8 but 

this is because we're doing classification). 

8. RESULTS AND DISCUSSION  

Recorded process uses parameters such as accuracy, loss, 

time, etc. and DL staff. To develop a better deep learning 

classifier that could serve as a base classifier, he 

experimented with several parameters of each structure. In 

addition, attempts have been made to generalize the 

numerical results, but none of the studies have shown 

sufficient change in performance to justify generalizing the 

numerical values.The results from the Tensor-Flow-Keras 

model 

Deep learning (DL) Framework evaluation  

We use deep learning techniques to measure performance 

metrics such as accuracy, loss, time, etc. for analysis. This 

table summarizes the CPU performance results for each data 

set. For each file, Theano's results are similar to Keras-

TensorFlow, so we don't think Keras-Theano will provide 

better results than fast.ai, for example. Fastai is actually 

another layer built on top of PyTorch that offers many new 

features for neural networks, including data visualization 

tools, data entry and classification capabilities, and 

retrieving the number of classes in a dataset. providing and 

extending training capabilities known as "callbacks" (which 

Keras has but PyTorch does not). 

   Table 4: Comparison results of DL framework. 

 

 

DLfra

mewor

k 

   

Class 

Accurac

y(%) 

Loss(

%) 

Time(min) 

    

PyTorc

h-

Fast.ai  

Binary-

class 96.68 0.376

9 

675.98 

Multi

-

Class 

98.31 7.061

6 

683.12 

DL 

framewo

rk 

Class Accura

cy (%) 

Loss 

(%) 

Time 

(min) 

Theano-

Keras 

Binary- 

class 

92.01 18.5

2 

105.90 

Multi-

Class 

95.105 

 

17.4

3 

 

632.0

2 

Tensor-

Flow-

Keras 

 

Binary-

class 

94.4 

 

18.5

4 

 

105.9

7 

Multi-

Class 

94.73 

 

17.5

8 

 

632.3

5 

PyTorch-

Fast.ai 

Binary-

class 

96.68 

 

0.37

6 

 

675.9

8 

Multi-

Class 

98.31 7.06

1 

683.1

2 
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Modified PyTorch-Fast.ai Evaluation 

We ran tests on quick fix.ai to see how fast it is and how 

much it uses. Tips for success, follow all the details. Site 

complexity (memory usage) has been tested on network-

level datasets to confirm that optimized consumes less 

memory than basic, fast. one Keep in mind that small 

devices have limited resources, should have simple and light 

systems. So in agreement, by thinking everything from 

Pandas to NumPy, we can reduce the time it takes to fetch a 

bunch of data. Then, to complete what we've seen, our 

documentation includes a Loader that can handle NumPy 

arrays. Your training on tabular data should be reapplied 

now that you have a better understanding of how to integrate 

internal data with NumPy. Tips for fixing file loaders go 

much further than the basics, as you can see from the table 

below. 

 

   
Figure15: comparison performance based on time/speed 

As we have seen from below table, the proposed system has 

the highest speed on customized data loaders than baseline 

for CPU base sensor node. But not for GPU based because 

NumPy is designed for latest CPU architecture. 

 

Figure16: comparison performance based on memory 

consumption. 

Comparison of the IDS classifiers' performance with current 

work Fig. 17 displays the findings of an additional 

investigation and a comparison with earlier work on 

intrusion detection conducted using ML and DL approaches. 

It can be demonstrated that our study has performed better 

than any earlier investigations. 

 

 

Figure 17: comparison between the proposed IDS 

classifier and the current IDS classifier 

9. Results of Feature Selection 

Detailed result of feature selection As shown in Figures 18, 

the probability of being attacked is determined by various 

factors; therefore, how to better select features becomes an 

important factor affecting model performance. To select 

features, we use the Tab Net feature selection method. 

 
 

Fig18: Important Features 

 

 

II. CONCLUSION 

This is unique as it is the first time TabNet DL has been used 

for VANET security. We have fully evaluated the VANET 
architecture, including security and privacy aspects. As part 

of our research, we have narrowed the scope of this research 

to securing network data. We introduced a heavy-duty 
design for IDS in the VANET network. The TabNet model 

was proposed, which produced exceptional results, 

surpassing previous works in the literature. In addition, 
unlike previous studies, we used the CIC-CSE-IDS2018 

dataset for the experiment. As shown in result and 
discussion section. All layer IDS outperforms all author 

known IDS classifiers in terms of accuracy and FAR, with 

98.12 % and 0.78%, respectively. 
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