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Abstract -  In the evolving landscape where personal data 

holds increasing value, businesses seek insights through data 

processing, but this poses potential risks to individuals' 

privacy. While many companies collect consent for direct 

handling of personal data, a need for transparency and 

accountability arises to align data processing with obtained 

consent. This paper presents a novel Consent-Based Privacy-

Compliant Personal Data-Sharing System, designed to 

enhance data quality while adhering to privacy regulations. 

The system addresses personal data-sharing flows and 

enterprise requirements, ensuring alignment with privacy 

frameworks. Through a comprehensive analysis of data-

sharing processes and roles within enterprise environments 

based on established privacy frameworks, this paper outlines 

system requirements, architecture, and a detailed procedure 

for a consent-based privacy-compliant processing method, 

encompassing both compliance and consent checks. To 

validate the system's feasibility, a prototype is demonstrated, 

and performance analysis is conducted in both laboratory and 

real-world environments. This proposal aims to establish a 

robust framework for privacy-aware personal data sharing, 

fostering ethical and responsible practices in the evolving 

data-driven landscape. 
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1.INTRODUCTION  

 
      Advancements in artificial intelligence and data 

processing technology [1] have enabled data-driven insights, 

uncovering business potentials and opportunities. Companies 

are now actively willing to utilize data to operate and expand 

their businesses. By combining and synthesizing large 

amounts of high-quality data, companies can gain deeper 

insights and improve their predictive capabilities. In this 

aspect, among all types of data, personal data plays a key role 

in maximizing the value of data in business by giving a basis 

for understanding and predicting customers’ behavior as well 

as market trends. Thus, companies are making efforts to 

gather more personal data for their business through various 

channels. A company’s proactive sharing and utilization of 

personal data can benefit its own business growth. Since it is 

challenging to have data-driven innovation while protecting 

privacy [4], the necessity of guidance that can mitigate 

negative impacts and risks, safeguard data subjects’ rights, 

and enable corporate data utilization has increased. In 

response to these issues, many governments have 

implemented legal and regulatory frameworks, including the 

General Data Protection Regulation (GDPR) in the European 

Union [5], California Consumer Privacy Act (CCPA) in the 

United States [6], etc. These laws and regulations aim to 

protect individuals’ personal data by setting rules and 

guidelines for companies and organizations to collect, process, 

store, and share personal data. Companies are now obliged to 

have systems and procedures in place for the legitimate use of 

personal data. Under the advent of new or more stringent 

regulatory frameworks, one approach to securely use and 

share (personal) data is applying privacy-preserving 

techniques. Applying privacy-preserving technologies (e.g., 

data anonymization, differential privacy, secure multi-party 

computation, homomorphic encryption, etc.) [7], [8], [9] can 

make the sharing parties unable to recognize any personal data 

By making personal data unidentifiable among the data 

processing parties, privacy-preserving technology ensures the 

protection of sensitive or personal data from unauthorized 

access, disclosure, or misuse. However, such technologies 

require extra data processing resources and can diminish the 

value of the data due to the loss of information in quantity and 

quality. Therefore, it is necessary to handle personal data 

without privacy-preserving techniques (i.e., handling personal 

data as it is for obtaining better quality information) in a 

privacy-compliant manner that supports and protects 

individuals’ rights. To use and share personal data without 

compromising its quality and quantity while adhering to 

privacy regulations, it is necessary to consider various 

privacy-related compliance requirements for companies. 

Therefore, it is important to build a personal data-sharing 

system for supporting the data utilization stakeholders, which 

considers individuals’ consent and other privacy compliance 

requirements. There are several ways to follow privacy 

compliance requirements (e.g., consent-based, privacy-

preserving based, legal-based, etc.); particularly, considering 

consent-based personal data handling mechanisms draws 

attention from both academia and industry since new data-

related regulations and governance has emphasized 

individuals’ rights and consent management. 

personal data-sharing system needs to be 

implemented to cover the data utilization processes among the 

data subjects (or data providers), the data controller, the data 

processor, and the third party (or data requester) according to 

standards and regulations [5], [10]. Note that, in this paper, 

the terms ‘‘data subject’’ and ‘‘data provider’’ are used 

interchangeably, which means that an individual provides 
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personal data to the data controller and the data processor. 

Figure 1 (inspired by [10], [11]) shows a general sequence of 

consent-based privacy-compliant personal data utilization 

among the actors. The company, which is responsible for 

providing a service to data  

 

 

FIGURE 1: A general sequence of a consent-based privacy- 

compliant personal data utilization. 

 

subjects, acts as a data controller (usually acts as a 

data processor, too) and obtains personal data with necessary 

consent from the data subjects (or data providers). While the 

data controller manages the collected personal data and 

consent from data providers, it receives many data-sharing 

requests from data requesters who want to utilize personal 

data for their own purposes (e.g., internal departments, 

contracted third parties, or regulatory authorities, etc.). Upon 

receiving data-sharing requests from data requesters, the data 

controller assesses the requests. If a data request is acceptable, 

the data controller instructs the data processor to process the 

requested dataset in accordance with the obtained consent, 

applicable requirements, and compliance. After the data 

processor reports the processing result, the data controller 

reviews and examines the processed dataset to make a 

decision. When the data controller decides to share, then the 

data requester receives a valid dataset. 

While the data controller manages the collected personal data 

and consent from data providers, it receives many data-

sharing requests from data requesters who want to utilize 

personal data for their own purposes (e.g., internal 

departments, contracted third parties, or regulatory authorities, 

etc.). Upon receiving data-sharing requests from data 

requesters, the data controller assesses the requests. If a data 

request is acceptable, the data controller instructs the data 

processor to process the requested dataset in accordance with 

the obtained consent, applicable requirements, and 

compliance. After the data processor reports the processing 

result, the data controller reviews and examines the processed 

dataset to make a decision. When the data controller decides 

to share, then the data requester receives a valid database. 

 

 

2. LITERATURE REVIEWS 

 

      To support data providers’ rights and comply with 

privacy regulations for sharing personal data with 

stakeholders, two primary approaches are considered: 

privacy-preserving-based sharing and consent-based 

sharing. The main distinction lies in their ability to share 

raw data. Privacy-preserving-based sharing involves 

filtering or processing sensitive data, resulting in lower-

quality datasets, which simplifies compliance with 

privacy regulations. Alternatively, consent-based sharing 

allows for the sharing of raw personal data, albeit with 

increased complexity in compliance. 

 

Privacy-Preserving-Based Sharing: 

 

    This approach involves techniques such as 

anonymization or pseudonymization to delete or mask 

sensitive data, resulting in shared datasets containing only 

non-sensitive information. While this approach simplifies 

privacy concerns for data providers, it may limit the 

usefulness of the datasets for data consumers due to 

reduced information quality. Several studies have 

explored privacy-preserving big data management 

models, including schemes for privacy-preserving data 

aggregation and deep learning-based privacy-preserving 

data distillation. 

 

 

Consent-Based Sharing: 

 

        With the rise of blockchain technology, many 

studies have investigated utilizing blockchain 

characteristics to manage data access consent effectively. 

However, blockchain-based solutions face performance 

challenges in real-world implementations. Alternatively, 

some studies focus on integrating consent management 

into existing systems, enabling data consumers to access 

only consented datasets. These approaches include 

semantic web-based consent management, informed 

consent management engines, and technical architectures 

for enforcing consent policies. 

 

The studies discussed highlight the importance of 

consent-based access management for datasets, including 

attribute-level access control, which allows for more 

precise consent management. These approaches 

demonstrate feasibility in existing database systems but 

require further validation in real-world environments. 

This paper proposes a consent-based privacy-compliant 

personal data-sharing system that considers both the data 

export process and consent mapping methods for 

enterprise-level systems, aiming to address privacy 

concerns effectively in practice. 
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FIGURE 2: A general flow of privacy-complaint 

enterprise data-sharing. 

3. PROPOSED SYSTEM 

Since consent management and consent-based personal data 

processing techniques become important parts of the data 

utilization process, a consent-based privacy-compliant. A 

general sequence of a consent-based privacy-compliant 

personal data utilization. personal data-sharing system needs 

to be implemented to cover the data utilization processes 

among the data subjects (or data providers), the data 

controller, the data processor, and the third party (or data 

requester) according to standards and regulations. Note that, 

in this paper, the terms ‘‘data subject’’ and ‘‘data provider’’ 

are used interchangeably, which means that an individual 

provides personal data to the data controller and the data 

processor. 

 PROPOSED SYSTEM ADVANTAGE 

• Enhances individuals' privacy rights and control over 

their personal data. 

• Promotes transparency and accountability in data 

processing practices. 

• Fosters trust between individuals and organizations 

handling their data. 

• Reduces the risk of data breaches and unauthorized 

access to personal information. 

4. PROPOSED TECHNIQUE USED  

 

➢ General Data Protection Regulation (GDPR) 

GDPR sets out rules for how organizations must handle 

personal data, which includes any information that can 

directly or indirectly identify a person, such as names, 

addresses, email addresses, and GDPR include requirements 

for obtaining explicit consent before processing personal data, 

providing clear and transparent information about data 

processing activities, implementing appropriate security 

measures to protect personal data, and granting individual’s 

rights such as the right to access, rectify, and delete their data. 

• This Regulation lays down rules relating to the protection 

of natural persons with regard to the processing of 

personal data and rules relating to the free movement of 

personal data. 

• This Regulation protects fundamental rights and freedoms 

of natural persons and in particular their right to the 

protection of personal data. 

• The free movement of personal data within the Union 

shall be neither restricted nor prohibited for reasons 

connected with the protection of natural persons with 

regard to the processing of personal data. 

This Regulation applies to the processing of personal data 

wholly or partly by automated means and to the processing 

other than by automated means of personal data which form 

part of a filing system or are intended to form part of a filing 

system 

 
FIGURE 3: Blockchain Generation 

 

4. RESULTS AND DISCUSSION 

 
While the data controller manages the collected personal data 

and consent from data providers, it receives many data-

sharing requests from data requesters who want to utilize 

personal data for their own purposes (e.g., internal 

departments, contracted third parties, or regulatory authorities, 

etc.). Upon receiving data-sharing requests from data 

requesters, the data controller assesses the requests. If a data 

request is acceptable, the data controller instructs the data 

processor to process the requested dataset in accordance with 

the obtained consent, applicable requirements, and 

compliance. After the data processor reports the processing 

result, the data controller reviews and examines the processed 

dataset to make a decision. When the data controller decides 

to share, then the data requester receives a valid database. 

User Interface Design 

In this module we design the windows for the project. These 

windows are used for secure login for all users. To connect 

with server user must give their username and password then 

only they can able to connect the server. If the user already 

exits directly can login into the server else user must register 

their details such as username, password and Email id, into 

the server. Server will create the account for the entire user to 

maintain upload and download rate. Name will be set as user 

id. Logging in is usually used to enter a specific page 

Data Requestors 

This is the first module. Data Requestors can a register and 

login with a user id and password. Data requestor has a search 

http://www.ijsrem.com/
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a data with a file  name. And send a request to the data 

processor has a view a data and send a secret key to the 

requestor then the with a secret key we can view a data.  

Data Controller 

This is the Second module of this project. In this module has 

data controller has a register with a user id and password. 

Data controller has a login with a user id and password. Data 

controller has a upload a data. Data controller has a upload a 

view data. Data controller has also a delete a data.  

Data Processor 

This is the third module of this project. In this module the data 

processor has a login with a user id and password. Data 

processor has a generate a keys. The data processor has a 

check the file and send a keys to the data requestors.   

Cloud 

This is the fourth  module of this project. In this module the 

cloud has a login with a user id and password. Data processor 

has a generate a keys. The cloud has a view a data controller’s 

Details and delete the controllers. The Cloud has a view a data 

requestors details and delete from the database.  

 

4. CONCLUSIONS 

 
Since the issues of utilizing personal data while protecting 

privacy and data providers’ right have focused, many 

companies now require tools for safely handling personal 

data. Especially, since identifying whether data is personal 

data or not becomes more difficult, a data provider’s explicit 

consent on data utilization becomes more important to 

companies that want to utilize personal data. Therefore, this 

paper has proposed a consent-based privacy-compliant data 

sharing system. By analyzing a general process and the roles 

of actors for data-sharing in an enterprise environment, this 

paper has proposed system requirements that can support a 

consent-based privacy-compliant personal data-sharing 

system. 
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