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Abstract:

The widespread adoption of Unified Payments Interface (UPI) as the preferred digital transaction method has
led to a sharp increase in fraudulent activities, presenting a considerable challenge to the security and reliability
of online payments. To address this pressing concern, our project focuses on developing a sophisticated fraud
detection system tailored specifically for UPI transactions. We utilize Convolutional Neural Networks (CNNs),
an advanced deep learning architecture, to intricately capture the sequence of operations involved in UPI
transaction processing. Through extensive data collection and preprocessing, we curate a diverse dataset
comprising various transaction types, amounts, and temporal patterns, ensuring comprehensive coverage of
transaction behaviour. The CNN is meticulously trained on this dataset, leveraging its innate ability to discern
subtle patterns and dependencies within transaction sequences. Notably, our approach emphasizes the
importance of minimizing false positives to prevent genuine transactions from being erroneously flagged as
fraudulent. In real-time, incoming UPI transactions are subjected to scrutiny by the trained CNN, which
evaluates their conformity to learned normal behaviour patterns. Transactions exhibiting deviations indicative
of potential fraud are promptly flagged for further investigation, thus enabling proactive mitigation of
fraudulent activities. Most importantly, our study contains a comprehensive comparative analysis that
compares the efficacy of conventional machine learning methods such as Support Vector Machines (SVM),
Random Forests, and Logistic Regression with CNN-based fraud detection. Through meticulous evaluation,
we demonstrate the superior efficacy of CNNs in detecting fraudulent UPI transactions, owing to their inherent
capacity to capture intricate spatial and temporal dependencies. Our findings underscore the transformative
potential of deep learning techniques in bolstering the security and resilience of digital payment ecosystems,
thereby safeguarding users and fostering trust in online transactions.
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Introduction:

In today's digital era, the way we pay for things has shifted from using cash to relying more on UPI (Unified
Payments Interface) and online payment methods. This change has revolutionized how we manage our
finances, making tasks like tracking expenses and transferring money more convenient. However, with these
advancements come new challenges, particularly in the form of online fraud.

Online fraud has become a widespread issue, not only in India but globally, with various scams targeting
unsuspecting individuals. From fake lotteries to phony customer service calls, these scams result in significant
financial losses for victims. In places like Jamtara, India, skilled scammers take advantage of people's trust in
technology to swindle them out of their money.

The financial impact of online fraud is staggering, with billions of dollars lost annually. For instance, in 2022,
ecommerce fraud alone amounted to $41 million in losses. It's predicted that by 2023, merchants worldwide
will suffer losses exceeding $48 billion due to fraud, with a cumulative global loss of $343 billion by 2027.

To combat this growing threat, leveraging machine learning technologies has become essential. While existing
fraud detection methods using machine learning have shown promise, they often face limitations such as
accuracy and real-time detection capabilities. Thus, there is a need to explore advanced techniques like deep
learning.

In our research, we're evaluating different prediction algorithms to identify the most effective approaches.
We're utilizing large datasets from reputable sources to ensure the reliability of our findings. Additionally, we
plan to demonstrate the practical application of our model by developing a website.

Furthermore, we incorporate Convolutional Neural Networks (CNNs) into our research methodology, as
outlined in our previous abstract. CNNs are powerful tools for analysing sequential data, and we believe they
can enhance the accuracy of fraud detection in UPI transactions.

However, ensuring the security of transaction data remains a crucial concern. We're actively addressing this
challenge to maintain data privacy while conducting our research.

Ultimately, by harnessing advanced machine learning techniques, including CNNs, we aim to strengthen
defences against online fraud. Our research contributes to the ongoing efforts to develop robust solutions to
combat this pervasive threat in the digital landscape.

Contribution of proposed system:

1. Enhanced Accuracy with CNNs: Utilizing Convolutional Neural Networks (CNNs) improves fraud
detection accuracy by learning intricate patterns without explicit labelling, enhancing efficiency.

2. Real-time Detection Capability: The CNN-based approach enables real-time identification of
suspicious transactions, preventing potential fraud as it occurs and minimizing financial losses.

3. Adaptability to Emerging Threats: Unlike traditional methods, CNNs can adapt and learn from new
data, detecting evolving fraud patterns and providing robust defense against emerging threats.
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4. Reduction in False Positives: Leveraging CNNs' advanced pattern recognition, the system
significantly decreases false positives by accurately distinguishing between genuine and fraudulent
transactions, maintaining user trust and reducing investigation burdens.

1.1 Literature Survey:-
UPI Fraud Detection:-

Unified Payments Interface (UPI) fraud detection has been the subject of numerous research that have
investigated a wide range of methodologies from traditional data mining to state-of-the-art neural networks.
With the help of large labeled transaction datasets covering a variety of fraudulent scenarios, such as lost or
stolen cards, application fraud, counterfeiting, mail-order fraud, and non-received issue (NRI) fraud, Ghosh
and Reilly's groundbreaking work introduced a neural network-driven UPI fraud detection system. Building
on this framework, Syeda et al. transformed the area by using parallel granular neural networks (PGNNs5s) to
improve computational efficiency and scalability by streamlining the knowledge discovery and data mining
procedures necessary for UPI fraud detection.

In parallel, Stolfo et al. proposed a Meta learning-based framework aimed at constructing robust models
capable of discerning fraudulent UPI transactions, harnessing the collective intelligence gleaned from a diverse
array of base classifiers. This novel method reduces the possibility of incorrectly identifying valid transactions
as fraudulent, which is an important factor to take into account when it comes to fraud detection. It also
increases the accuracy of detection. Meanwhile, Kim and Kim tackled the inherent challenges posed by skewed
data distributions and the complex amalgamation of genuine and fraudulent transactions by introducing a novel
weighted fraud scoring mechanism based on real-world transactional data patterns.

Moreover, researchers have explored the potential of distributed data mining paradigms, advanced neural
network architectures, and collaborative fraud detection schemes facilitated by Web services to fortify the
resilience of UPI fraud detection systems against evolving threats. However, despite these advancements,
traditional approaches often necessitate labeled data for training classifiers, constraining their adaptability to
emerging fraud typologies lacking historical precedent.

In stark contrast, our pioneering endeavor unveils a paradigm-shifting UPI Fraud Detection System rooted in
a Hidden Markov Model framework, augmented by AUTO ENCODER, LOCAL OUTLIER FACTOR, and
KMEANS CLUSTERING methodologies. Eschewing the reliance on predefined fraud signatures, our novel
approach instead focuses on discerning subtle anomalies in cardholder spending behavior, thereby
transcending the limitations imposed by conventional fraud detection systems.

By harnessing the latent patterns embedded within transactional data sequences, our system empowers
financial institutions to proactively identify and mitigate fraudulent activities while minimizing false positive
rates—a pivotal metric for preserving user trust and operational efficiency. As such, our innovative fusion of
advanced machine learning techniques holds immense promise in fortifying the integrity and security of UPI
transactions amidst the ever-evolving landscape of financial fraud.
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SURVEY TABLE
SOURCE SAMPLE/STUDY  |PURPOSE RESULTS
DESCRIPTION

BLAST-SSAHA
Hybridization for

UPI Fraud
Detection

Author: Amlan
Kundu, Suvasini
Panigrahi, Shamik
Sural and Arun K.
Majumdar

The quantity of credit
card transactions has
increased  dramatically
recently, particularly for
internet purchases, and
this has resulted in a
significant increase in
fraudulent activity. For
all banks that issue credit
cards, it is now necessary|
to implement effective
fraud detection systems
in order to reduce their

lacene

Often, the transactions
and  basic  pattern
matching are
insufficient to reliably
identify them. As a
result, it's necessary to
combine strategies for
misuse and anomaly
identification.

\We propose a novel way
to combine the two
sequence alignment
techniques, BLAST and
SSAHA, to attain onling|
response time for both
PA and DA.

Title: Fast algorithms
for mining association
rules in large databases.

Author: R. Agrawal
and R. Srikant.

Financial ~ fraud s
defined as breaking the
law, regulations, or
policies in order to
obtain unapproved
financial gain. The main
effects include annual
losses of billions of
dollars, investor
skepticism, or damage
to the company's brand.

In an effort to stop the
negative effects of
financial fraud. In this
work, we offer a novel
approach for tackling
FFD issues that
combines multi-
objective optimization,
ensemble learning, and
Grammar-based
Genetic Programming
(GBGP).

Initially, it
many

methods
provided

classification

assesses
data  mining
using the
real-world
issues.

Secondly, it proposes 4
novel approach
grounded in GBGP,

NSGA-II, and ensemble
learning.
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Title: Why we tag:
Motivations for
annotation in mobile
and online media.

Author: M. Ames and

Financial ~ fraud is
defined as breaking the
law, regulations, or
policies in order to
obtain unapproved
financial gain. The main

On four FFD datasets,
the suggested strategy is
thoroughly compared to
Logistic Regression
(LR), Neural Networks
(NNs), Support Vector

Two specific points can
be made about the
study's main
implications and
significances. It starts by
assessing several data

of UPI Fraud Author:

also been a sharp rise in

fraudulent transactions as

M. Naaman. effects include annual [Machines (SVM),mining methods using
losses of billions of Bayesian Networksthe provided real-world
dollars, a decline in |(BNs), Decision Treesclassification
investor  trust, and (DTs), AdaBoost,challenges. Secondly, it
damage to the |Bagging, andproposes a novel
company's brand. LogitBoost. approach  based on

GBGP, NSGA-II, and

Title: “Fuzzy |Due tothe exponential riseThere  has been dWe have presented a

Darwinian Detection |in UPI users, there hasnoticeable increase inffraud detection system

based on fuzzy-ID3 in

Peter J.  Bentley, [fraudulent transactions. @ result of the UPI users'this paper. We divide
Jungwon Kim, Gil-Ho exponential growth. intermediate nodes|
Jung and Jong-Uk according to the property
Choi with the greatest
information benefit.
Title: Credit card [Financial  fraud is;The main effects includejassesses several data
fraud detection using defined as breaking thejannual losses of billionsmining methods using
Bayesian and neural law, regulations, orof dollars, a decline inthe provided real-world
networks, policy in order to obtainiinvestor trust, and damagelcategorization  issues.
Author: Sam Maes, |unapproved  financialto the company's brand. I1§Secondly, it proposes 3
Karl  Tuyls, Bram [gain. IS required to take a coursenovel approach
\VVanschoenwinkel, in  Financial  Fraudgrounded in GBGP,
Bernard Manderick Detection (FFD). NSGA-II, and ensemble

learning.

System Methodology

1.

merchants.

Data Collection:

Acquire transactional data from various sources such as UPI platforms, financial institutions, and

Gather information including transaction amounts, timestamps, merchant IDs, and user details.

2. Data Preprocessing:

Preprocess the gathered data by managing null values, eliminating duplicates, and resolving outliers.
Standardize the format of transactional attributes and normalize numerical data for consistency.
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3. CNN Model Training:

- Develop a Convolutional Neural Network (CNN) architecture tailored for UPI fraud detection.
Partition the pre-processed data into training and validation datasets.

- During training with the given dataset, optimize the CNN model's parameters by applying strategies
like gradient descent and backpropagation.

4. Fraud Detection:

- Deploy the trained CNN model to analyse incoming UPI transactions in real-time.
- Apply the learned patterns to detect anomalies and deviations from normal transaction behaviour.
- Utilize thresholds and confidence scores to identify potentially fraudulent transactions.

5. Alert Generation:

- Generate alerts or notifications for flagged transactions, indicating potential fraud to relevant
stakeholders.

- Integrate alerting mechanisms with existing fraud detection systems or notify financial institutions and
users directly through email, SMS, or app notifications.

6. Evaluation and Feedback:

- Keep a close eye on the fraud detection system's performance and evaluate its effectiveness by
analysing indicators such as false positive rate, precision, and recall.

- Collect feedback from users and stakeholders to identify areas for improvement. Incorporate feedback
into model updates and enhancements to adapt to changing fraud patterns and improve detection accuracy over
time.
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System Architecture:

New Account

\L 1: User Info

Login Complete Transaction
\L 2: Login Info T 5: Verification Details
Transaction 3: Transaction Details Verification 4: Security Info Security
_ransaction Verification - Securty

Flowchart:

UPI TRANSACTION FRAUD DDETECTION

ML PIPELINE

e

DATA REAL-TIME
COLLECTION DETECTION
DATA STORAGE

- Data Er
- Regulat
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SYSTEM IMPLEMENTATION

System implementation stands as a pivotal phase in ensuring the success and functionality of a new system,
instilling confidence in users regarding its effectiveness. When transitioning from an existing application to a
modified one, the process is typically straightforward, barring any major alterations.

During development, each program undergoes individual testing using relevant data to ensure compliance with
specifications. Additionally, the integration of these programs is verified, alongside testing the entire computer
system and its environment to meet user expectations. Upon user acceptance and satisfaction, the system is
ready for implementation. Clear and concise operating procedures are provided to facilitate user understanding
of system functions.

The initial step involves creating the executable form of the application and deploying it on a common server
accessible to all users, connected to a network. Finally, comprehensive documentation detailing system
components and operating procedures is prepared to ensure clarity and accessibility.

SCOPE FOR FUTURE DEVELOPMENT

Opportunities for future development are abundant, as with any application. While the project has fulfilled
most requirements, there remains ample room for enhancements and refinements. The structured and modular
nature of the coding allows for seamless modification of existing modules or integration of new ones,
facilitating improvements. Future iterations of the application can focus on enhancing its functionality and
attractiveness, ensuring that the website operates in a more appealing and efficient manner than its current
state.
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Result and Discussion:
1.Results;

Our project successfully developed a machine learning model for UPI fraud detection, demonstrating the
effectiveness of various algorithms. The model was evaluated using multiple machine learning algorithms,
each yielding significant results. The Convolutional Neural Network (CNN) achieved the highest accuracy,
with a perfect score of 100%. This was followed by Random Forest, which gave an accuracy of 95%, and
Decision Tree, which achieved 94.75%. The K-Nearest Neighbours algorithm provided an accuracy of 83%,
while Support Vector Machine, Naive Bayes, and Logistic Regression delivered accuracies of 81.50%,
81.25%, and 80.25%, respectively.

11 Result of Comparison

1.2 Comparison Graph

_ Jupyter build_model Last Checkpoint 041152024 (autosaved) A Lo
File  Edit  View Insert  Cell Kemel Widgets Help Trusted Python 3 (ipykemel) O
B 4+ 3 @A B 4 % pRin B C P Code v =
In [54]: 1 df -
out[s54]:
Algorithm Name  Accuracy Score (%)
& Convolutional Neural Netwark: 100.00
5 Randem Forest 95.00
4 Decision Tree 9475
1 K-Nearest Neighbors 83.00
2 Support Vector Machine 81.50
3 Naive Bayes 8125
0 Logistic Regression 80.25
In [55]: 1 import matplotlib.pyplot as plt
2 import seaborn as sns
In [s6]: 1 fig = plt.subplots(figsize = (10, 5))

2 ax = sns.barplot(x = “Accuracy Score (%)", y = "Algorithm Name", data = df)

Convolutional Neural Network

Random Forest

Decision Tree

lhm Name

K-Nearest Neighbors

Convolutional Neural Network

Random Forest

Decision Tree

K-Nearest Neighbors

Algorithm Name

Support Vector Machine

Naive Bayes

Logistic Regression

T T
0 20 40 60 80 100
Accuracy Score (%)
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1.3 Login Page

UPI Fraud Detection Homo  Login

UPI Fraud Detection o e e

DIGITAL PAYMENTS

ket
(G 5t s
=
0!
Q!
1.4 Train &
Test Interface
UPI Fraud Detection Home  Logn uplosd

1.5

Dataset Upload Interface

1.6 Fraudulent Transaction Detection Page

© 2024, IJSREM | www.ijsrem.com DOI: 10.55041/IJ]SREM35075 | Page 10


http://www.ijsrem.com/

YA Y

IJSREM

2582-3930

”;""' I?ternational Journal of Scientific Research in Engineering and Management (I[JSREM)

Volume: 08 Issue: 05 | May - 2024 SJIF Rating: 8.448 ISSN:

UPI Fraud Detection Home Login Upload Check Analysis Analysis

S Pay

UPI FRAUD DETECTION

Enter UPI number
UPI holder name Enter date of Birth

Select state v Enter pin code

Enter the date and time of transaction Enter transaction amount (Rs)

Enter Seller name Select merchant category v

Click to Detect

The accomplishment of this project represents a notable progression in UPI fraud detection, providing a
scalable and effective solution to mitigate financial risks linked with fraudulent transactions. However,
continuous evaluation and refinement of the model are essential to adapt to evolving fraud patterns and ensure

sustained efficacy in detecting fraudulent activities in digital payment systems
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2. Discussion

The results of our online payment fraud detection project showcase the considerable progress achieved in
leveraging advanced Al techniques to combat fraudulent activities in digital transactions. Through the
seamless integration of sophisticated Al algorithms with existing fraud detection systems, our project has
yielded promising outcomes and heralded a new era in fraud prevention strategies.

One of the key strengths of our approach lies in its ability to detect and mitigate fraudulent transactions in real-
time, thereby minimizing financial losses and preserving the integrity of online payment systems. By
employing Al-driven anomaly detection and pattern recognition techniques, we have effectively identified
suspicious activities and pre-emptively alerted stakeholders, preventing unauthorized transactions and
safeguarding user assets.

However, our project is not immune to challenges. Factors such as evolving fraud tactics, data imbalances,
and adversarial attacks pose ongoing threats to the efficacy of our detection system. Moreover, the balance
between false positives and false negatives remains a critical consideration, necessitating continuous
refinement and optimization to enhance accuracy and reduce false alarms.

Looking ahead, further research and collaboration are essential to enhance the robustness and scalability of
our fraud detection framework. By incorporating emerging Al advancements, such as deep learning and
reinforcement learning, we can bolster our system's ability to adapt to dynamic fraud patterns and mitigate
emerging risks effectively.

Furthermore, partnerships with financial institutions, regulatory bodies, and cybersecurity experts are
imperative to address regulatory compliance requirements, share threat intelligence, and foster a collective
defense against online payment fraud. Through collaborative efforts and ongoing innovation, we can fortify
the resilience of digital payment ecosystems and in still trust among users, thereby advancing the security and
integrity of online transactions globally.

The provided results and discussion sections offer insights into the outcomes, challenges, and future prospects
of our online payment fraud detection project. They underscore the transformative potential of Al-driven fraud
prevention strategies and emphasize the importance of continuous vigilance and collaboration in combating
evolving cyber threats in the digital age.
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CONCLUSION

In this paper, we suggest using Convolutional Neural Networks (CNNs) to detect UPI fraud. We represent the
steps in the processing of UPI transactions as the fundamental stochastic process of a CNN. Transaction
amounts are observation symbols, and CNN states are represented by item kinds. We describe a procedure for
estimating the initial model parameters and observation symbol values based on the spending patterns of
cardholders. We also explain how the CNN differentiates between authentic and fraudulent transactions. The
system's effectiveness and efficiency are demonstrated by the experimental results, which also emphasize the
importance of understanding cardholders' spending patterns. Comparative studies show an accuracy rate of
about 80% for a variety of input data changes. Additionally, the system is scalable and able to handle high
transaction volumes.
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