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Abstract:- The rapid growth of the Internet of Things (IoT) has transformed the way devices communicate and
interact in modern digital environments. IoT systems consist of billions of interconnected sensors, smart devices,
vehicles, healthcare equipment, industrial machines, and home automation systems that continuously exchange
data through wireless networks. As the number of connected devices increases, conventional wireless
communication technologies face significant challenges such as limited bandwidth, network congestion, high
latency, reduced energy efficiency, and unreliable connectivity. To overcome these limitations and support large-
scale machine-type communications, advanced wireless technologies are required. One of the most promising
technologies for enhancing IoT system performance is Massive Multiple Input Multiple Output (Massive MIMOQO),
which has become a key component of modern 5G and beyond wireless communication systems. In the proposed
work, a deep learning based approach for enhancing the security of MIMO-IoT systems has been proposed. It
has been shown that the proposed approach outperforms existing approaches in terms of error performance and
spectral efficiency.

Keywords— Internet of Things (IoT), Multiple Input Multiple Output (MIMO), Deep Learning, Data Security, Bit
Error Rate (BER), Spectral Efficiency, Quality of Service (Q0S).

I. INTRODUCTION

The rapid expansion of the Internet of Things (IoT) has created a strong demand for advanced wireless communication
technologies capable of supporting billions of interconnected devices. IoT systems are widely used in smart cities,
healthcare, industrial automation, agriculture, transportation, environmental monitoring, and home automation. These
applications involve continuous communication among sensors, controllers, machines, and cloud platforms. Traditional
wireless communication systems often struggle to handle the enormous number of connected devices, high data traffic,
and strict quality-of-service requirements of modern IoT environments [1]. Therefore, Massive Multiple Input Multiple
Output (Massive MIMO) technology has become essential for improving the efficiency, reliability, and scalability of
IoT communication systems. One of the primary reasons for the need for Massive MIMO in [oT systems is the massive
growth in connected devices. Conventional wireless networks have limited capacity and cannot efficiently support
simultaneous communication among thousands or millions of IoT devices. Massive MIMO uses a large number of
antennas at the base station to communicate with multiple devices at the same time using the same frequency spectrum.
This capability significantly increases network capacity and enables large-scale machine-type communication, which is
a fundamental requirement for IoT ecosystems [2].
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Fig.1 The Conceptual Framework for IoT systems

Figure 1 depicts the IoT framework. IoT systems also require efficient utilization of limited wireless spectrum resources.
As the number of wireless devices increases, spectrum congestion becomes a major challenge. Massive MIMO improves
spectral efficiency through spatial multiplexing, where multiple independent data streams are transmitted simultaneously
within the same bandwidth. This efficient spectrum usage allows IoT networks to achieve higher data transmission rates
and better communication quality without requiring additional spectrum resources. As a result, Massive MIMO becomes
highly beneficial for dense urban IoT deployments and smart city infrastructures. Another important need for Massive
MIMO in IoT systems is improved energy efficiency [3]. Many IoT devices are battery-powered and are expected to
operate for long durations without frequent charging or battery replacement. Massive MIMO employs beamforming
techniques that direct wireless signals precisely toward intended devices instead of broadcasting energy in all directions
[4]. This focused transmission reduces unnecessary power consumption and improves signal strength. Consequently,
IoT devices consume less energy during communication, thereby extending battery life and enhancing the sustainability
of IoT networks [5].

Massive MIMO refers to a wireless communication technique in which a base station is equipped with a very large
number of antennas, often hundreds, to simultaneously serve many users or devices within the same frequency band.
Unlike traditional MIMO systems that use a small number of antennas, Massive MIMO significantly improves spectral
efficiency, energy efficiency, and network capacity [6]. By employing advanced beamforming and spatial multiplexing
techniques, Massive MIMO can direct signals precisely toward intended IoT devices while minimizing interference to
other devices. This capability is particularly important in dense IoT environments where thousands of devices may
operate simultaneously in smart cities, industrial automation systems, intelligent transportation networks, and healthcare
monitoring applications. One of the major advantages of Massive MIMO in IoT systems is its ability to increase network
capacity. In conventional wireless networks, the simultaneous connection of numerous devices often leads to congestion
and packet loss [7]. Massive MIMO addresses this problem by serving multiple loT devices concurrently using the same
time-frequency resources. Through spatial multiplexing, different data streams are transmitted independently to multiple
devices, thereby improving throughput and reducing communication delays. This enhanced capacity allows [oT systems
to support a massive number of connected devices without significant degradation in performance, making Massive
MIMO highly suitable for large-scale IoT deployments [8].
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Fig.2. The MIMO System

Figure 2 depicts the MIMO system. The MIMO based system has multiple transmitter and multiple receivers which create
parallel data paths for transmission and reception which in tem allows enhanced data rates for the same limited bandwidth.
Typically, the channel capacity is enhanced as per the following relation [9]:

hZs
¢ = fikBlpg [1+F) 0
Here,
C is the channel capacity
B is the channel bandwidth
S is the signal power
N is the noise power
k is a constant depending on system parameters
f is a function depending on system parameters
h is the MIMO channel matrix
i is the number of transmitters
j is the number of receivers

Here,

x1, x2 ... xn are the different sub-carriers for OFDM transmission
n is the total number of carriers

T is the period of the carriers

Another important benefit of Massive MIMO is improved spectral efficiency. Spectrum resources are limited and
expensive, especially in highly populated urban environments where wireless traffic is continuously increasing. Massive
MIMO utilizes the available spectrum more efficiently by transmitting multiple parallel data streams over the same
bandwidth. This efficient spectrum utilization increases data transmission rates and improves overall communication
quality. In IoT applications such as smart transportation systems, autonomous vehicles, and industrial control systems,
high spectral efficiency ensures reliable and real-time data transmission, which is critical for maintaining operational
safety and performance. Massive MIMO also enhances energy efficiency in IoT networks [10]. Many IoT devices are
battery-powered and operate under strict energy constraints. Frequent battery replacement or charging may not be feasible
in remote or large-scale deployments. Massive MIMO improves energy efficiency by focusing transmission energy
toward specific devices through beamforming techniques instead of broadcasting signals in all directions. This targeted
transmission reduces power consumption at both the transmitter and receiver ends while maintaining strong signal quality.
Consequently, IoT devices can achieve longer battery life and improved operational sustainability, which is especially
beneficial for sensor networks, environmental monitoring systems, and wearable healthcare devices [11].
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II. SPACE TIME BLOCK CODING FORMIMO SYSTEMS

To implement this MIMO based transmission scheme practically, Space Time Block Coding (STBC) is often employed
in which the data stream is arranged as a matrix with the number of columns equating to the number of MIMO transmitters
and the number of rows equating to the number of time slots of transmission. The symbols of STBC transmission can be
estimated as [12]:

H* = (H'H)"1H" Q)
Here,

H' represents the Moore-Penrose pseudo inverse since the channel matrix,
H is the channel matrix and it may not always be square for the STBC matrix.
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Fig.3 The STBC Scheme for MIMO

Figure 3 depicts the STBC scheme for MIMO systems. Space-Time Block Coding (STBC) is a signal processing and
transmission technique used in Multiple Input Multiple Output (MIMO) wireless communication systems to improve
transmission reliability and reduce the effects of fading and interference in wireless channels. In modern wireless
communication networks, signals transmitted through the air are often affected by multipath fading, noise, attenuation,
and interference, which can significantly degrade communication quality. STBC was developed to overcome these
challenges by utilizing multiple transmitting and receiving antennas to provide spatial diversity and enhance signal
robustness. MIMO technology employs multiple antennas at both the transmitter and receiver to improve wireless
communication performance [13]. However, simply using multiple antennas is not sufficient to guarantee reliable
communication in fading environments. STBC introduces coding across both space (multiple antennas) and time (multiple
transmission intervals) to ensure that redundant copies of the transmitted data are sent through independent
communication paths. This redundancy allows the receiver to recover the original information even when some signal
paths experience severe fading or interference [14]. The fundamental principle of STBC is to transmit multiple copies of
a data stream using different antennas over different time slots according to a predefined coding matrix. One of the most
widely used STBC schemes is the Alamouti Scheme, which is designed for systems with two transmit antennas and one
or more receive antennas. In the Alamouti scheme, two symbols are transmitted simultaneously from two antennas during
two consecutive time intervals using a special orthogonal coding structure. This orthogonality enables simple decoding
at the receiver while providing full diversity gain without increasing transmission bandwidth or power [15].

Wireless IoT environments are often affected by signal fading, interference, and noise due to obstacles, mobility, and
dense device populations. Massive MIMO employs diversity gain and advanced signal processing methods to mitigate
these communication impairments. By using multiple antennas, the system can combine signals from different
propagation paths, thereby improving signal strength and reducing error rates. This results in more reliable communication
links and enhanced quality of service for critical IoT applications such as emergency response systems, smart grid
monitoring, and industrial process automation. Low latency communication is another essential requirement for modern
IoT systems, particularly in applications involving real-time decision-making and control. Examples include autonomous
driving, robotic automation, remote surgery, and intelligent traffic management systems. Massive MIMO reduces
communication latency by increasing channel capacity and enabling efficient simultaneous transmissions. The improved
signal quality and reduced retransmissions further contribute to faster data delivery [16]. As a result, [oT systems powered
by Massive MIMO can support time-sensitive applications with greater accuracy and responsiveness. Massive MIMO
also plays a significant role in enhancing the scalability of IoT networks. As IoT ecosystems continue to expand,
communication infrastructures must accommodate rapidly growing numbers of devices without compromising network
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performance. Massive MIMO provides scalable connectivity by efficiently managing multiple user connections within a
single cell. This scalability is particularly important in smart city environments where millions of sensors and connected
devices continuously exchange information related to traffic, pollution, surveillance, and public services [17]. The ability
of Massive MIMO to support large-scale connectivity ensures sustainable network growth and improved operational
efficiency. Despite its numerous advantages, the implementation of Massive MIMO in [oT systems also presents several
challenges. One major issue is the increased hardware complexity associated with deploying large antenna arrays and
advanced signal processing units. Channel estimation and synchronization become more complicated as the number of
antennas increases. Additionally, pilot contamination, which occurs when similar pilot signals are reused in neighboring
cells, can degrade system performance. High computational requirements and energy consumption at base stations also
pose implementation challenges [18]. Researchers are actively exploring machine learning techniques, hybrid
beamforming strategies, and intelligent resource allocation methods to overcome these limitations and optimize Massive
MIMO performance in [oT networks. The integration of Massive MIMO with emerging technologies such as artificial
intelligence, edge computing, cloud computing, and 6G communication systems is expected to further enhance IoT
performance in the future. Artificial intelligence algorithms can optimize antenna selection, beamforming, and resource
management in real time, while edge computing can reduce latency by processing loT data closer to end devices [19].
The combination of Massive MIMO with millimeter-wave communication and intelligent reflecting surfaces may provide
ultra-high-speed connectivity and improved coverage for next-generation loT applications. These technological
advancements will enable smarter, more efficient, and highly connected digital ecosystems.

III. A DEEP LEARNING BASED SECURITY FRAMEWORK FOR MIMO-IOT SYSTEMS

The integration of MIMO with IoT systems creates highly efficient communication infrastructures known as MIMO-
IoT systems. However, the increasing connectivity and open wireless environment also expose these systems to various
security threats such as eavesdropping, spoofing, denial-of-service attacks, malware injection, signal jamming, and
unauthorized access. To address these challenges, researchers have proposed Deep Learning based security frameworks
that provide intelligent, adaptive, and automated protection mechanisms for MIMO-IoT systems [20]. A Deep Learning
based security framework for MIMO-IoT systems refers to an intelligent cybersecurity architecture that uses deep neural
networks and advanced machine learning algorithms to detect, classify, and prevent malicious activities within wireless
IoT communication environments. Unlike traditional security mechanisms that rely on predefined rules and signatures,
deep learning models can automatically learn complex patterns and hidden relationships from large volumes of network
data. This capability enables the framework to identify both known and unknown cyber threats with higher accuracy and
adaptability [21].

The architecture of a Deep Learning based security framework for MIMO-IoT systems generally consists of several
layers, including the sensing layer, communication layer, data processing layer, security analysis layer, and application
layer. In the sensing layer, IoT devices and sensors collect environmental or operational data and transmit it through
MIMO-enabled wireless communication channels[22]. The communication layer uses MIMO techniques such as
beamforming, spatial multiplexing, and diversity transmission to enhance data transmission efficiency and reliability
[23]. The collected network traffic and communication parameters are then forwarded to the data processing layer, where
preprocessing techniques such as normalization, feature extraction, dimensionality reduction, and noise filtering are
applied before feeding the data into deep learning models. Spectrum sensing is crucial for cognitive radios to detect
available channels and avoid interference with primary users. However, this process is vulnerable to attacks such as
primary user emulation (PUE), where an attacker mimics a primary user to deceive cognitive radios. Another threat is
spectrum sensing data falsification (SSDF), where attackers feed false data into the network [24]. To avoid these attacks,
robust spectrum sensing techniques, such as collaborative sensing and machine learning-based anomaly detection, can
be employed. These methods enhance the reliability of sensing by cross-verifying data from multiple sources and
identifying abnormal patterns.
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Fig.4 Typical Energy Harvesting at Hub of IoT Network

Figure 4 depicts the MIMO-IoT energy harvesting technique at the hub/gateway of the MIMO-IoT network:
Collaboration among devices and network entities can enhance security in cognitive wireless networks. By sharing threat
intelligence and cooperating in defense strategies, the network can respond more effectively to attacks [25] Collaborative
approaches, such as cooperative spectrum sensing and distributed intrusion detection, leverage the collective capabilities
of multiple devices to improve security. Trust management frameworks can be implemented to ensure that only reliable
and trustworthy nodes participate in collaborative activities.

The security aware channel assignment algorithm for MIMO-IoT is mathematically expressed as:

Algorithm:
1. Generate Random binary data packets.

2. Design noisy channel condition as:

K
N(f) =5Vf

3. Simulate Attack Conditions under low and moderate magnitudes.

4. Design ML Model and train it with:
Pilot Tx Bits

Received Rx Bits

Time Samples

SINR

5.Define maximum number of iterations as maxitr.

6. Define least squares (LS) cost function to be minimized as:

. 1 A2
fcost = min ;Z?zl(ti -t)
maxitr
7. Design a deep neural network and initialize weights randomly.

Sfor i=1:maxitr,

{
Update weights as:
T 1
0281 0281 azel 6281
a_wf owl 0_w§ m
Wiy = W;— anCOSt(Wi) - * + al * (tl — /fl)
e, e, e, e,
awﬁ o w2, awﬁ ... awz,

i
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8.: if (i == maxitr or f .,z Stabilizes over k-fold, validation)
{

Truncate training

else

Update weights

/

9.0btain channel state information (CSI).
10. Leverage CSI to choose bandwidth with secure channel assignment.
11. Compare error rate for no attack, low attack an moderate to high attack scenarios to validate results.

H(freg) represents the channel frequency response.
f(freq) denotes a function of frequency.

The chances for a false alarm occur when there is collision present but the CSI suggest that collision is absent or vice
versa. The chances of false alarm increase when there is actual addition of noise in the desired spectrum. It is noteworthy
that such noise effects may lead to a false interpretation that there is collision noise being injected in the signal spectrum
and it is the act of eavesdropping by the adversary. This however is not true and leads to misleading and inaccurate
results. The effect can be summarized as follows:

Let the threshold for collision to be present by ‘T’

If h(t) > T; Collision presnet

However,

If h(t) + n(t) > T holds true;

Then there is a clear chance of false alarm often computed as the probability of false alarm of collision threat. Security-
aware channel assignment is vital for protecting wireless networks against evolving cyber threats while maintaining
optimal performance. By integrating security considerations into channel selection processes, wireless networks can
achieve enhanced security, improved performance, resilience, and user trust. In such a case, an equalization mechanism,
such as Zero Forcing Equalization (ZFE) can be incorporated. Considering correctness at the output of the ZFE, the
output is given by [26]:

2
Yzr-pre(k,n) = E{|dX| 3 ZIZ; A3)

The Minimum Mean Square Error (MMSE) algorithm tries to minimize the mean square error as the objective function

G

Here, the errors in channel estimation can be minimized by employing the following relation [27]:

G = minimize (; Y1, e? )

Here,

G denotes the objective function

e denotes current error sample value

n denotes the number of error samples

The zero forcing equalizer tries to force the mean square error (mse) of the channel estimation to zero. Mathematically,
equalization is performed if [28]

x(k) = [Om In] ["(l’f(;)l) +E2Z,r(k) ®)

© 2026, IJSREM | https://ijsrem.com DOI: 10.55041/IJSREM63846 | Page 7



https://ijsrem.com/

- Jeurnal

i 2
; xg
1JSREM INTERNATIONAL JOURNAL OF SCIENTIFIC RESEARCH IN ENGINEERING AND MANAGEMENT ([JSREM)
W VOLUME: 10 ISSUE: 05 | MAY - 2026 SJIF RATING: 8.659 ISSN: 2582-3930

Here,

MxM is the matrix size

u is the received signal

x is the recovered or equalized signal
W are the weights of the equalizer

E is the expectation or average value

IV. SIMULATION RESULTS

The system has been designed on Matlab, on a PC with 16GB of RAM and Intel i7 processor. The total number of bits in
the simulation are 10 million bits, generated randomly through simulation.

Eavesdropping by

0 5 10 15 20 b X0 a5
e

Fig.5 Condition of Attack

Figure 5 depicts the channel response for the MIMO-IoT Network under adversarial attack.
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Fig.6 Scatter Plots

Figure 6 depicts the scatter plot of the model.
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Fig.7 Convergence of Deep Learning Model

Figure 7 depicts the convergence of the model.
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Fig.8 Error Histogram for ML Model

Figure 8 depicts the error histogram.
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Figure 9 depicts the spectral efficiency of the model.
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Fig.10 Error Rates for Different Conditions

Figure 10 depicts the error rate of the model. It can be observed from the previous results that the system designed in
this approach emulates a real life scenario of varying adversarial attacks on the bandwidth for data transmission for the
network. The error rate for the proposed system almost reaches 107° thereby indicating high accuracy for the system.
A summary of the results is presented in table I.

Table I. Summary of Results

S.No Parameter Value

1 Data generation 10 million Random
2 Carries per packet 32

3 Ideal Channel Gain 0.3

4 Iterations to convergence 8

5 Resets 0

6 BER reached (Proposed Work) 10°°

7 BER (Lee et al.), [28] 1072

8 BER (Guo et al.), [27] 1073

The experimental results confirm that the proposed deep learning based security framework improves overall system
performance in terms of convergence speed, communication stability, and error reduction. The framework effectively
enhances the reliability and security of MIMO-IoT communication networks while supporting large-scale data
transmission and intelligent threat detection. These outcomes demonstrate the suitability of the proposed model for future
secure IoT applications such as smart cities, industrial automation, healthcare monitoring, intelligent transportation
systems, and next-generation wireless communication networks.

V. CONCLUSION

It can be concluded that, Massive MIMO has emerged as a highly effective technology for enhancing the performance of
IoT-based systems. Its ability to improve network capacity, spectral efficiency, energy efficiency, reliability, scalability,
and low-latency communication makes it an essential component of modern wireless communication infrastructures.
Although certain implementation challenges remain, ongoing research and technological innovations continue to improve
the practicality and effectiveness of Massive MIMO in IoT environments. As the demand for intelligent and
interconnected systems continues to grow, Massive MIMO will play a crucial role in enabling efficient, reliable, and
large-scale IoT communications in future smart environments. a Deep Learning based security framework for MIMO-
IoT systems provides an advanced and intelligent solution for protecting wireless IoT communication environments
against modern cyber threats. By combining the communication efficiency of MIMO technology with the adaptive
learning capabilities of deep neural networks, the framework enhances intrusion detection, anomaly identification,
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authentication, physical layer security, and malware prevention. Although certain implementation challenges remain,
ongoing research and technological innovations continue to improve the effectiveness and scalability of these security
frameworks. As IoT networks continue to expand in size and complexity, deep learning based security mechanisms will
play a critical role in ensuring safe, reliable, and secure communication in next-generation MIMO-IoT systems. The
proposed work is shown to attains lower error rate and thereby improved system performance compared to existing work
in the domain.
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