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Abstract 

 

In today’s data-driven landscape, the reliability and 

accuracy of information are paramount for informed 

decision-making and operational efficiency. A robust 

data quality framework provides a structured 

methodology for managing and maintaining the 

quality of data as-sets throughout their lifecycle. It in-

troduces a comprehensive data qual-ity framework 

encompassing four key pillars: data governance, data 

profil-ing, data cleansing, and data monitor-ing. The 

foundation of the framework lies in establishing clear 

data governance policies and procedures, defining 

owner-ship, responsibilities, and accountability for 

data quality across the organization. Data profiling 

techniques are then em-ployed to assess the quality of 

data, iden-tifying anomalies, inconsistencies, and 

inaccuracies. Subsequently, data cleans-ing processes 

are implemented to rec-tify these issues, employing 

techniques such as deduplication, standardization, and 

validation to ensure data integrity. Continuous data 

monitoring is integral to the framework, enabling 

proactive de-tection of data quality issues and facil-

itating timely corrective actions. Ad-vanced analytics 

and machine learn-ing algorithms may be leveraged 

to au-tomate monitoring processes, flagging 

anomalies and deviations from prede-fined quality 

thresholds. 

 

 

 

 

 

 

1 Introduction 

 

Implementing a data quality framework is essen-tial 

for organizations aiming to ensure the re-liability, 

accuracy, and usefulness of their data  assets. At its  

core, a data quality framework outlines the processes, 

standards, and tools re-quired to assess and maintain 

the quality of data throughout its lifecycle. Typically, 

such imple-mentation begins with defining clear 

objectives and metrics aligned with business goals, 

fol-lowed by an assessment of existing data quality 

issues and their potential impact on operations. 

Subsequently, organizations establish data qual-ity 

dimensions such as completeness, accuracy, 

consistency, and timeliness, against which data is 

evaluated. Implementation also involves de-ploying 

technologies like data profiling, cleans-ing, and 

monitoring tools, alongside establishing data 

governance policies and responsibilities. Regular 

audits and performance evaluations en-sure ongoing 

adherence to quality standards, with continuous 

improvement efforts driven by feedback loops and 

evolving business require-ments. Successful 

implementation of a data quality framework not only 

enhances decision-making capabilities but also fosters 

trust in data-driven initiatives, ultimately driving 

organiza-tional success. 

 

1.1 Background and Importance of ISO/IEC 

 

25012 Standard in DQF Implemetation 

 

The ISO/IEC 25012 standard outlines a data quality 

model consisting of 15 characteris-tics categorized 
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into inherent and system-dependent data quality. 

These characteristics include Accuracy, 

Completeness, Consistency, Credibility, Currentness, 

Accessibility, and oth-ers. The inherent data quality 

focuses on the data itself, such as domain values, 

relationships between data values, and metadata. 

System-dependent data quality considers the techno-

logical domain and the capabilities of computer 

systems’ components to maintain data quality It 

provides a comprehensive framework for assess-ing 

data quality, covering both the inherent qual- 

ities of data and the system’s ability to preserve these 

qualities. This dual perspective allows for a thorough 

evaluation of data quality across differ-ent contexts 

and technologies. While detailed, the framework may 

require significant effort to implement due to its 

breadth and depth. Addi-tionally, the applicability of 

certain characteris-tics may vary depending on the 

specific use case or industry, potentially limiting its 

universal ap-plicability. 

 

1.2 Overview of Data Quality Assessment 

 

Frameworks (DQAFs) and Their Security 

 

Concerns 

 

Designed with a focus on statistical data, the DQAF 

includes five dimensions: assurances of integrity, 

methodological soundness, accuracy and reliability, 

serviceability, and accessibility. It emphasizes the 

importance of data quality in en-suring the integrity 

and reliability of statistical outputs. 

 

The DQAF offers a straightforward approach to 

assessing data quality, especially relevant for 

statistical data. Its simplicity makes it accessible for 

organizations looking to improve their data quality 

management practices. 

 

Primarily focused on statistical data, the DQAF 

may not fully address the complexities of data quality 

in non-statistical contexts. Addi-tionally, while it 

provides a good starting point for measuring data 

quality, it may lack the depth needed for more 

nuanced assessments . 

 

2 ISO/IEC 25012 Standard Overview 

 

The ISO/IEC 25012 standard, officially known as 

"Software engineering — Software product Quality 

Requirements and Evaluation (SQuaRE) 

 

— Data quality model," provides a comprehen-sive 

framework for understanding and improv-ing data 

quality within computer systems. Pub-lished in 2008, 

this international standard has undergone several 

reviews and confirmations since its initial release, 

reflecting its ongoing rel-evance and utility in the 

field of data manage-ment and quality assurance. 

 

Purpose: The primary goal of ISO/IEC 25012 is to 

define a general data quality model that ap-plies to 

data stored in a structured format within computer 

systems. It serves as a foundation for establishing 

data quality requirements, defining measures for data 

quality, and planning or per-  

forming evaluations of data quality. This stan-dard is 

particularly useful in data production, ac-quisition, 

and integration processes, aiding in the identification 

of data quality assurance cri-teria, and facilitating the 

re-engineering, assess-ment, and improvement of 

data. It also supports the evaluation of data 

compliance with legisla-tion and/or organizational 

requirements . 

 

Structure: ISO/IEC 25012 categorizes data quality 

into fifteen characteristics, divided into two 

categories: inherent data quality and system-

dependent data quality. Inherent data quality refers to 

the qualities of the data it-self, such as accuracy, 

completeness, and con-sistency. System-dependent 

data quality relates to the capabilities of computer 

systems’ com-ponents, including hardware devices, 

computer system software, and other software, to 

maintain data quality. This distinction acknowledges 

that data quality is influenced by both the nature of 

the data and the technology used to process and store 

it. 

 

Application: The standard is designed to be used 

alongside other parts of the SQuaRE se-ries of 

International Standards and with ISO/IEC 9126-1 

until it is superseded by ISO/IEC 25010. It is 

intended for a wide audience, including those 

involved in software development, data man-

agement, and quality assurance, providing them with 

a common framework for discussing and improving 

data quality 
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Key Characteristics 

 

Compliance: Measures the extent to which data 

adheres to standards, conventions, regu-lations, and 

similar rules relating to data qual-ity. Confidentiality: 

Assesses the degree to which data is ensured to be 

accessible and inter-pretable only by authorized users. 

Traceability: Evaluates the provision of an audit trail 

regard-ing access and changes made to the data. 

Avail-ability: Determines the degree to which data 

can be retrieved by authorized users and/or applica-

tions. Recoverability: Measures the degree to which 

data maintains and preserves a specified level of 

operations and quality, even in the event of failure 

 

3 Evolution and Maintenance 

 

Since its publication, ISO/IEC 25012 has undergone 

several stages of review and con-firmation, indicating 

its continuous adap- tation to evolving needs and 

technologies in the field of data management and 

qual-ity assurance. The standard remains under 

systematic review, demonstrating its ongo-ing 

relevance and commitment to support-ing best 

practices in data quality manage-ment . In summary, 

ISO/IEC 25012 repre-sents a foundational standard 

for data qual-ity management, offering a structured 

ap-proach to understanding, measuring, and 

improving data quality within computer systems. Its 

comprehensive coverage of data quality 

characteristics and the empha-sis on both inherent and 

system-dependent factors make it a valuable tool for 

organi-zations seeking to enhance their data man-

agement practices. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 2.1: Sequence Diagram showing Dot1x 

authentication 

 

4 Very Large Databases(VLDBs) 

 

VLDBs refer to databases that store and manage vast 

amounts of data, often exceeding the ca-pacity of 

traditional relational databases. They present unique 

challenges in terms of scalabil-ity, performance, and 

data management com-plexity due to their size and 

the volume of trans-actions they handle. Scalability 

issues arise as the database grows, requiring efficient 

storage and retrieval mechanisms. Performance prob-

lems can occur due to the increased latency as-

sociated with accessing and processing large vol-

umes of data. Complexity in data management stems 

from the need to maintain consistency across 

distributed systems and the difficulty of integrating 

data from various sources . 

 

4.1 Data Quality Challenges in Very Large Databases 

 

Implementing the Data Quality Framework (DQF) in 

Very Large Databases (VLDBs) presents several 

unique challenges, primarily due to the scale, 

complexity, and diversity of data involved. The DQF 

aims to assess and improve the quality of data 

through a comprehensive evaluation of various facets, 

including the data itself, the sys-tem that stores and 

manages it, and the tasks performed with the data. 

Let’s delve into the specific challenges highlighted by 

the provided sources: 

 

4.1.1 Data Facet Challenges 

 

Scalability: Assessing data quality in VLDBs 

requires methodologies that can efficiently ex-ecute 

across vast datasets. This necessitates leveraging 

advanced data structures, partition-ing, data 

distribution, and sampling to enhance performance. 

The challenge lies in ensuring that individual 

assessment methodologies not only support efficient 

execution but also adapt to the dynamic nature of 

VLDBs . 

 

Metadata Management: Effective DQ assess-

ment relies heavily on accurate and up-to-date 

metadata. Managing metadata in VLDBs can be 

challenging due to the sheer volume of data and the 

rapid evolution of data schemas. Techniques such as 

schema discovery and data profiling are essential, but 

extending data catalogs to manage the quality of 
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metadata—ensuring it is up to date and complete—is 

a significant hurdle. 

4.1.2 System Facet Challenges 

 

Technical Compliance: Ensuring that data man-

agement practices in VLDBs comply with legal and 

regulatory requirements is crucial. This in-volves 

evaluating aspects like recoverability and portability 

of datasets, which demand insights into the 

underlying infrastructure and technolo-gies. The 

challenge here is automating the ex-traction and 

documentation of system informa-tion in a manner 

that is comprehensible to users of different 

backgrounds and ensuring regular checks for 

compliance with prevailing regula-tions . 

 

Interoperability and Portability: As VLDBs 

grow, the need to transfer data seamlessly to ex-ternal 

environments increases. Achieving true portability 

requires adherence to interoperabil-ity standards, 

which can be difficult to main-tain across different 

systems and platforms. This challenge underscores 

the importance of the DQF in assessing and 

enhancing the system’s ca-pability to meet these 

standards . 

 

4.1.3 Pragmatic Challenges 

 

Scoring and Contextual Understanding: As-signing 

meaningful scores to each aspect of data quality is 

essential for combining multiple di-mensions into an 

overall quality score. How-ever, finding a normalized 

score that accurately reflects the quality of data in 

VLDBs is challeng-ing. Moreover, the assessment 

must consider the broader context of the organization 

and its members, highlighting the need for a holistic 

ap-proach to data quality assessment . 

 

4.1.4 Addressing Encryption 

 

Assessing Encrypted Data: In scenarios where data 

is encrypted, assessing data quality poses additional 

challenges. Partial decryption or the use of 

homomorphic encryption to apply func-tions while 

the data is encrypted are poten-tial solutions. 

However, these approaches re-quire careful 

consideration of privacy and secu-rity concerns, 

adding complexity to the DQ as-sessment process . 

 

In summary, implementing the DQF in VLDBs 

faces numerous challenges, ranging from scal-ability 

and metadata management to technical compliance 

and the assessment of encrypted data. Overcoming 

these challenges requires in-novative solutions that 

balance the need for comprehensive data quality 

assessment with the  

practical constraints of managing large-scale 

databases. 

 

 

5 Conclusion 

 

In conclusion, the implementation of data qual-ity 

frameworks, such as the ISO/IEC 25012 stan-dard 

and the Data Quality Assessment Frame-work 

(DQAF), in Very Large Databases (VLDBs) faces 

significant challenges. These challenges stem from 

the rapidly changing nature of data, the absence of 

universally agreed-upon data quality standards, and 

the evolving landscape of big data. The timeliness of 

data and the need for advanced processing 

technologies highlight the urgency for robust data 

quality management strategies. Despite the existence 

of standards like ISO 9000 and ISO 8000, which aim 

to pro-mote mutual understanding and eliminate trade 

barriers, the field of data quality, especially con-

cerning big data, is still in its nascent stages. The lack 

of a unified and approved data quality stan-dard 

globally, including in China, underscores the need for 

continued research and develop-ment in this area. 

 

Moreover, the definition and measurement of data 

quality in the context of big data remain contentious, 

largely because data quality now extends beyond the 

confines of data produc-ers to encompass a wider 

range of users who may not necessarily produce the 

data them-selves. This shift necessitates a 

reevaluation of data quality standards from a user-

centric perspective, incorporating dimensions and ele-

ments that align with actual business needs and 

reflecting the diversity of data sources available 

today. 
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6 Future Scope 

 

The future scope for data quality frame-works, 

particularly in the context of Very Large Databases 

(VLDBs), is vast and multifaceted. Given the 

increasing reliance on data-driven decision-making 

and the exponential growth of data volumes, the need 

for robust, scalable, and adaptable data quality 

management solutions is more critical than ever. Here 

are some key areas where advancements and 

innovations are expected: 

 

6.0.1 Enhanced Automation and AI  

Integration 

Automation of Data Quality Checks: As data volumes 

continue to grow, manual data quality checks become 

increasingly impractical. Future developments will 

likely focus on automating data quality assessments 

using machine learn-ing algorithms and artificial 

intelligence (AI) techniques. This automation will 

enable real-time monitoring and correction of data 

quality issues, significantly reducing the time and re-

sources required for data quality management. 

 

6.0.2 Scalable and Flexible Frameworks 

 

Adaptation to New Technologies: The rapid adoption 

of new technologies, such as cloud computing, edge 

computing, and blockchain, introduces new 

challenges and opportunities for data quality 

management. Future data quality frameworks will 

need to be flexible enough to ac-commodate these 

technologies while ensuring data quality across 

distributed systems. 

 

6.0.3 User-Centric Approaches 

 

Personalized Data Quality Metrics: As data 

consumers become more diverse, with differ-ent 

needs and expectations, future data quality 

frameworks will likely evolve towards personal-ized 

metrics. This means tailoring data qual-ity 

assessments to the specific requirements of different 

user groups, whether they are internal stakeholders, 

partners, or customers. 

 

6.0.4 Regulatory Compliance and Privacy 

 

Enhanced Privacy Features: With growing con-cerns 

about data privacy and the introduction of stricter 

regulations like GDPR and CCPA, future data quality 

frameworks will need to incorporate enhanced 

features for privacy protection. This includes 

anonymization techniques, differential privacy, and 

secure data sharing protocols to en-sure compliance 

while preserving data quality. 
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