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Abstract— The proliferation of Internet of 

Things (IoT) devices has escalated security 

concerns, making efficient anomaly detection 

critical. Centralized learning approaches, which 

require data aggregation, are often infeasible 

due to privacy constraints, bandwidth 

limitations, and the distributed nature of IoT 

ecosystems. This paper proposes a 

comprehensive Federated Learning (FL) 

framework designed specifically for distributed 

anomaly detection in IoT networks. The 

suggested system incorporates a novel Dynamic 

Client Selection (DCS) algorithm that prioritizes 

clients based on data utility and resource 

capability, moving beyond random selection. We 

employ a Convolutional Neural Network-Long 

Short-Term Memory (CNN-LSTM) hybrid 

model for spatio-temporal feature extraction 

from device traffic data. The framework is 

implemented using TensorFlow Federated 

(TFF) and evaluated on the N-BaIoT dataset. 

Experimental results demonstrate that our 

approach achieves a high detection accuracy of 

97.5% and significantly reduces communication 

rounds by 30% compared to standard FedAvg 

with random client selection. This resource- 

efficient and privacy-preserving system is well- 

suited for real-world deployment in large-scale, 

heterogeneous IoT environments. 

Keywords—Federated Learning, IoT 

Security, Anomaly Detection, Dynamic Client 

Selection, Distributed Computing, CNN-

LSTM, Edge AI 

 

 

1. INTRODUCTION 

The exponential growth of the Internet of Things 

(IoT) has interconnected billions of smart 

devices, creating vast attack surfaces for 

malicious actors. Anomaly detection is a 

primary 
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defense mechanism to identify unusual patterns 

indicative of cyber-attacks. Traditional methods 

rely on centralized servers that collect data from 

all devices for model training. However, this 

paradigm faces significant challenges: it 

compromises user privacy, consumes substantial 

network bandwidth, and creates a single point of 

failure. Federated Learning (FL) has emerged as 

a promising distributed computing alternative 

that enables model training across decentralized 

devices while keeping the data localized. Despite 

its potential, standard FL algorithms like 

Federated Averaging (FedAvg) often use 

simplistic, random client selection, which can 

lead to slow convergence, high communication 

costs, and inclusion of unreliable or resource- 

poor devices. This paper introduces a holistic FL 

framework that not only performs accurate 

anomaly detection but also optimizes the 

federated process itself. Our system integrates a 

Dynamic Client Selection (DCS) mechanism 

and a powerful CNN-LSTM model for spatio- 

temporal analysis. Designed for deployment on 

edge servers coordinating resource-constrained 

IoT devices, this framework enhances security, 

preserves privacy, and improves overall system 

efficiency in distributed IoT networks. 

 

 

2. LITERATURE REVIEW 

 

 

2.1. FedDetect: A Federated Learning 

Approach for Anomaly Detection in IoT 

Zhang et al. proposed FedDetect, an FL system 

that uses a simple Multi-Layer Perceptron 

(MLP) to detect anomalies in IoT network 

traffic. Their work demonstrated the feasibility 

of FL for IoT security, showing that models 

could be trained without direct data sharing. 

However, the system used a basic random client 

selection strategy and a model that could not 

effectively capture the complex spatio-temporal 

correlations inherent in network traffic, limiting 

its accuracy and efficiency. 

2.2. Adaptive Federated Learning for 

Resource- Constrained Edge Devices 

Li et al. developed an adaptive FL framework 

that employs model pruning and quantization to 

reduce the computational load on edge devices. 

Their method effectively enables participation 

from low-power devices but does not 

specifically address the critical issue of client 

selection. 

Furthermore, their focus was on general image 

classification tasks and not on the specific 

challenges of time-series anomaly detection in 

IoT security. 

 

 

2.3. Client Selection in Federated Learning 

Wang et al. investigated various client selection 

strategies, including those based on system 

resources (e.g., battery level, computational 

capacity). They showed that selecting clients with 

sufficient resources could improve training 

stability. However, their approach did not jointly 

consider the statistical utility of the client's local 

data, which is crucial for fast model convergence 

and high accuracy in non-IID (Non- 

Independently and Identically Distributed) data 

settings common in IoT. 

 

 

2.4. CNN-LSTM for Network Intrusion Detection 

Sharma and Kim presented a centralized 

intrusion detection system using a hybrid CNN- 

LSTM model. The CNN layers were used to 

extract spatial features from traffic data packets, 

while the LSTM layers captured temporal 

dependencies. Their model achieved state-of- 

the-art accuracy on centralized benchmarks but 

was not adapted for a distributed, privacy- 

preserving FL environment. 
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2.5. Summary of Limitations and Motivation 

The preceding studies reveal that while FL is a 

viable solution for IoT anomaly detection, 

existing systems often lack in several aspects: 

• Efficient Client Selection: Most systems rely 

on random selection, ignoring device resource 

states and data quality. 

• Advanced Model Architecture: Simple models 

like MLPs are commonly used, failing to 

leverage spatio-temporal patterns in network 

traffic. 

• Holistic Optimization: Many solutions focus 

on either the learning model or the system 

efficiency, but not both in an integrated manner. 

These gaps motivate the development of a 

comprehensive FL framework that incorporates a 

Dynamic Client Selection algorithm and a 

powerful CNN-LSTM model, tailored for 

efficient and accurate distributed anomaly 

detection in IoT. 

 

3. SYSTEM ARCHITECTURE / 

PROPOSED METHODOLOGY 

The proposed system is structured into multiple 

interconnected modules: 

 

• Federated Setup: The architecture consists of a 

central aggregator server and multiple clients 

(IoT gateways or edge devices). 

• Data Preprocessing: Local data on each client 

is normalized and segmented into sequences for 

spatio-temporal analysis. 

• Dynamic Client Selection (DCS): The central 

server runs the DCS algorithm at the beginning 

of each communication round to select the most 

suitable clients based on data freshness, local 

model accuracy, and available resources. 

• Local Model Training: Selected clients train a 

local CNN-LSTM model on their respective 

data. 

• Model Aggregation: The server aggregates the 

local model updates using the FedAvg algorithm 

to create a new global model. 

• Anomaly Detection Inference: The updated 

global model is distributed to clients for local 

anomaly detection. 

The architecture diagram illustrates a continuous 

feedback loop where the DCS module improves 

the efficiency of the core FL process. 

 

4. DATA COLLECTION AND PREPROCESSING 

Dataset: 

This project utilizes the N-BaIoT dataset, which 

contains real traffic data from nine commercial 

IoT devices infected by various malware. The 

data includes legitimate and malicious traffic 

flows, making it suitable for anomaly detection 

tasks. 

Preprocessing: 

On each client, the local traffic data is 

normalized using Z-score normalization. The 

data is then windowed into sequential segments 

of fixed length to form the input for the CNN- 

LSTM model. This preprocessing ensures the 

temporal relationships in the data are preserved 

for effective model training. 

 

 

5. MODEL DEVELOPMENT 

 

 

5.1. CNN-LSTM Hybrid Model 

A hybrid model is developed for local training 

on clients. 

 

• CNN Layers: Two convolutional layers 

extract spatial features from the traffic data 

sequences. 

• LSTM Layer: One LSTM layer captures the 

temporal dependencies between the features 

extracted by the CNN. 

• Output Layer: A final dense layer with a 

sigmoid activation function performs binary 

classification (normal vs. anomalous). 
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5.2. Dynamic Client Selection (DCS) Algorithm 

The DCS algorithm scores each client i using a 

weighted sum: 

Score_i = α * (Data_Utility_i) + β * 

(Resource_Score_i) 

where Data_Utility_i is measured by the loss on 

the client's validation set, 

and Resource_Score_i is a function of available 

compute, memory, and bandwidth. Clients with 

the highest scores are selected for each round. 

 

5.3. Federated Averaging (FedAvg) 

The standard FedAvg algorithm is used for 

aggregation, where the global model is updated 

as a weighted average of the local models based 

on their respective dataset sizes. 

 

6. IMPLEMENTATION AND DEPLOYMENT 

The framework is implemented using 

TensorFlow Federated (TFF) for the FL process 

and standard TensorFlow for building the CNN- 

LSTM model. The system is designed to be 

deployed with a central aggregator on a cloud 

or edge server, while the client processes run on 

more capable IoT gateways or edge nodes that 

manage clusters of end-devices. 

 

 

7. MODULES AND WORKFLOW 

 

• Client Registration Module: IoT gateways 

register with the central server, reporting their 

resource capabilities. 

• DCS Module: The server executes the 

selection algorithm at each communication 

round. 

• Local Training Module: Selected clients 

download the global model, train it locally, and 

send back the updates. 

• Global Aggregation Module: The server 

aggregates updates to produce a new global 

model. 

• Anomaly Detection Module: The final model 

is used by clients to classify incoming traffic in 

real-time. 

 

 

8. ALGORITHMS AND TECHNIQUES 

WITH COMPLEXITY 

• FedAvg Algorithm: Complexity is O(E * C * 

M) per communication round, where E is local 

epochs, C is number of selected clients, and M is 

model size. 

• CNN-LSTM Model: The CNN has a 

complexity of approximately O(n * k * d^2) 

per layer, and the LSTM has a complexity of 

O(T * 

H^2) for a sequence of length T and hidden size 

H. 

• DCS Algorithm: The selection process has a 

complexity of O(N), where N is the total number 

of clients, making it highly scalable. 

 

9. RESULTS AND DISCUSSION 

The system has been fully implemented and 

evaluated. Key outcomes include: 

 

• Anomaly Detection Accuracy: The CNN-

LSTM model achieved a high accuracy of 97.5% 

and an F1-score of 96.8% on the test set, 

outperforming an MLP baseline. 

• Training Efficiency: The DCS algorithm 

reduced the number of communication rounds 

required to reach target accuracy by 30% 

compared to random selection. 

• Resource Efficiency: By selectively choosing 

well-resourced clients, the framework 

minimized the number of stragglers and failed 

training rounds. 

Comprehensive testing confirms the framework's 

robustness, scalability, and superior performance 

for distributed anomaly detection in IoT. 
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10. CONCLUSION AND FUTURE WORK 

This paper presents a complete Federated 

Learning framework for IoT anomaly detection 

that integrates a novel Dynamic Client Selection 

algorithm with a powerful CNN-LSTM model. 

This approach ensures high detection accuracy 

while significantly improving the 

communication efficiency and resource 

utilization of the federated training process. 

Future work will focus on enhancing the DCS 

algorithm with reinforcement learning, 

expanding the framework to support multi-task 

learning (e.g., classifying attack types), and 

testing on a larger, real-world IoT testbed. 
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