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ABSTRACT

Modern web-based SaaS platforms face an ever-expanding threat landscape encompassing external
vulnerabilities, misconfigurations, and insider threats. Traditional static security tools are insufficient
to address the dynamic, multi-layered nature of these risks in cloud-hosted travel-technology
environments. This paper presents a Hybrid Cybersecurity Framework (HCF) designed for the
FlyAnyTrip SaaS platform that integrates active web vulnerability scanning with Security Information
and Event Management (SIEM) techniques to deliver comprehensive, real-time threat detection. The
proposed Python-based scanner systematically identifies open ports, missing HTTP security headers,
SQL injection vectors, Cross-Site Scripting (XSS) weaknesses, directory traversal vulnerabilities, and
insecure form handling. Complementing this, a lightweight SIEM module aggregates log data,
correlates anomalous user-behavior events, and flags insider threat indicators such as after-hours access,
privilege escalation attempts, and mass data exfiltration patterns. Evaluation across three simulated
FlyAnyTrip environments demonstrated a vulnerability detection rate of 94.3%, an insider-threat alert
accuracy of 91.7%, and a false-positive rate of 6.8%. The framework produces structured, actionable
security reports aligned with OWASP Top 10, NIST SP 800-53, and ISO/IEC 27001 controls. Results
confirm that the hybrid approach outperforms standalone scanners and rule-based SIEM solutions,
providing a scalable, cost-effective security posture for SaaS travel platforms.

Keywords: Web vulnerability scanning, SIEM, insider threat detection, Python security tools, OWASP, SaaS
security, open port scanning, SQL injection, XSS, security headers, FlyAnyTrip, hybrid cybersecurity
framework.

1. Introduction

The rapid proliferation of Software-as-a-Service (SaaS) platforms in the travel and aviation industry has
introduced unprecedented cybersecurity challenges. Platforms such as FlyAnyTrip, which handle sensitive
passenger data, payment card information, and itinerary details, are prime targets for both opportunistic external
attackers and malicious insiders. The 2024 Verizon Data Breach Investigations Report highlights that web
application attacks account for over 43% of all confirmed breaches in the technology sector, while insider threats
contribute to 19% of incidents—often with far greater financial impact [1].

Contemporary security strategies for SaaS platforms tend to address external threats and insider risks as distinct
problem domains, deploying separate toolsets that produce siloed intelligence. This fragmentation increases
operational overhead, delays incident response, and creates detection blind spots at the boundary between
external exploitation and privilege abuse. For a lean internship-driven security operation like that at FlyAnyTrip,
a unified, automated framework is especially valuable.
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This paper makes the following primary contributions:

* A modular Python-based web vulnerability scanner that performs port scanning, HTTP security
header analysis, injection testing, and directory traversal detection against live web targets.

* A lightweight SIEM module that ingests application, authentication, and network logs, correlates
events across time windows, and detects insider-threat behavioral patterns.

* A hybrid integration layer that maps scanner findings to log-correlation alerts, enabling analysts to
distinguish between external exploitation attempts and insider-facilitated attacks.

* Empirical evaluation of the framework on three simulated FlyAnyTrip deployment environments
(development, staging, production) with quantitative performance metrics.

» A structured security report generator that produces findings aligned with OWASP Top 10 and NIST
SP 800-53 control families.

The remainder of this paper is organized as follows: Section 2 reviews related work; Section 3 describes the
threat landscape specific to FlyAnyTrip; Section 4 details the system architecture; Section 5 explains the
vulnerability scanning module; Section 6 covers the SIEM and insider-threat monitoring module; Section 7
presents the hybrid integration and reporting layer; Section 8 reports experimental results; Section 9 discusses
limitations and future work; and Section 10 concludes.

2. Related Work

2.1 Web Vulnerability Scanning

Web vulnerability scanning has been an active research area since the early 2000s. Nikto [2] and w3af [3]
introduced automated crawling and signature-based vulnerability detection, establishing foundational
paradigms still used today. OWASP ZAP [4] extended these approaches with dynamic application security
testing (DAST), enabling active probing of running applications. However, most open-source scanners focus
narrowly on web-layer vulnerabilities and lack integration with behavioral analytics. Our framework builds on
these principles while adding a SIEM correlation dimension that existing tools do not provide.

2.2 Security Information and Event Management

SIEM systems such as Splunk [5], IBM QRadar [6], and the open-source ELK Stack [7] aggregate logs and
apply correlation rules to detect threats. Academic work by Bhatt et al. [8] demonstrated that SIEM effectiveness
improves significantly when enriched with application-level context. More recent work by Chen and Li [9]
explored machine-learning-enhanced SIEM for cloud environments. Our framework adopts a rule-based
correlation engine augmented with statistical anomaly detection, achieving competitive accuracy without
requiring large training datasets.

2.3 Insider Threat Detection

Insider threat research has explored user-behavior analytics (UBA), graph-based access-pattern modeling, and
natural-language processing of employee communications [10]. The CERT Insider Threat Dataset [11] has
served as a benchmark for many studies. Our work focuses on a more constrained problem: detecting insider
threats in web application logs typical of a SaaS travel platform, where behavioral signals differ significantly
from corporate IT environments studied in prior literature.

2.4 Hybrid Approaches

Several hybrid security frameworks have been proposed. Liao et al. [12] combined vulnerability scanning with
intrusion detection for enterprise networks. Farhang et al. [13] integrated DAST with runtime application self-
protection (RASP). Our contribution is distinct in focusing specifically on the SaaS travel domain and
combining vulnerability-layer findings with insider-threat-oriented SIEM correlation, an integration not
addressed by prior work.
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3. Threat Landscape for FlyAnyTrip SaaS Platform

FlyAnyTrip operates a multi-tenant SaaS platform that processes flight searches, bookings, payments, and
passenger profile management. The platform exposes RESTful APIs consumed by web and mobile clients,
integrates with third-party airline GDS systems, and stores PII and PCI-DSS-regulated data. This architecture
introduces several distinct threat categories:

3.1 External Web Threats

External attackers may exploit input-validation weaknesses (SQL injection, XSS), authentication flaws (broken
session management, credential stuffing), misconfigured HTTP responses (missing security headers enabling
clickjacking or MIME-sniffing attacks), and exposed administrative interfaces on non-standard ports. The
FlyAnyTrip booking workflow involves numerous dynamic query parameters derived from user input, making
injection vulnerabilities particularly relevant.

3.2 Infrastructure Misconfigurations

Cloud-hosted deployments frequently suffer from overly permissive security group rules that expose
unnecessary ports, missing TLS enforcement, and absent Content Security Policy headers. These
misconfigurations often arise during rapid development sprints and go undetected without continuous scanning.

3.3 Insider Threats

Privileged administrators and developers with production access represent an insider threat vector. Common
patterns include unauthorized bulk export of passenger records, access to production databases outside business
hours, lateral movement using shared service accounts, and deliberate introduction of backdoor code during
deployments. Given that FlyAnyTrip handles sensitive itinerary and payment data, the consequences of an
insider breach are severe.

4. System Architecture

The Hybrid Cybersecurity Framework (HCF) consists of three primary modules: (1) the Web Vulnerability
Scanner (WVS), (2) the SIEM and Insider Threat Monitor (SITM), and (3) the Integration and Reporting Engine
(IRE). Figure 1 provides a high-level architectural overview.

The WVS operates in an active scanning mode against a target URL, performing sequential checks across the
vulnerability category taxonomy. Findings are serialized as structured JSON objects annotated with severity
ratings (Critical, High, Medium, Low, Informational) and remediation guidance. The SITM module operates as
a continuous log-ingestion daemon that parses authentication logs, application access logs, and database query
logs, applying a rule set and a sliding-window anomaly detector to generate behavioral alerts. The IRE correlates
WVS findings with SITM alerts, enriches them with asset context drawn from the FlyAnyTrip CMDB, and
generates PDF and HTML security reports.

All three modules are implemented in Python 3.11 and packaged as Docker containers for deployment in the
FlyAnyTrip CI/CD pipeline. The framework exposes a RESTful API enabling integration with ticketing systems
such as Jira and PagerDuty.

5. Web Vulnerability Scanner (WVS) Module

5.1 Port Scanning

The WVS begins with TCP port enumeration using Python's socket library to probe commonly targeted ports
(21, 22, 23, 25, 80, 443, 33006, 5432, 6379, 8080, 8443, 27017). For each open port, a service banner grab is
performed and matched against known vulnerable service signatures. Findings are classified using the Common
Vulnerability Scoring System (CVSS) v3.1 base score methodology. Exposure of database ports (3306, 5432,
27017) on internet-facing interfaces is rated Critical; exposure of administrative SSH (22) without IP
allowlisting is rated High.
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5.2 HTTP Security Header Analysis

An HTTP GET request is dispatched to the target URL and the response headers are parsed. The scanner checks
for the presence and correct configuration of the following headers: Strict-Transport-Security (HSTS), Content-
Security-Policy (CSP), X-Frame-Options, X-Content-Type-Options, Referrer-Policy, Permissions-Policy, and
the absence of the Server and X-Powered-By disclosure headers. Absence of HSTS or CSP is rated High;
absence of clickjacking protections is rated Medium.

5.3 SQL Injection Detection

The scanner extracts all URL parameters and HTML form fields from the target page using BeautifulSoup. For
each parameter, a set of canonical SQL injection payloads is submitted and the responses are analyzed for
database error strings, time-delay anomalies (for blind injection), and Boolean response differentials. Payloads
cover UNION-based, error-based, time-based blind, and Boolean-based blind injection techniques aligned with
OWASP Testing Guide v4.2 [14]. Confirmed injections are rated Critical.

5.4 Cross-Site Scripting (XSS) Detection

Reflected XSS is tested by injecting canonical payloads (e.g., alert-based and DOM-manipulation vectors) into
URL parameters and form fields, then checking whether the payload appears unencoded in the response. Stored
XSS detection requires authenticated sessions and is therefore handled separately through manual test case
augmentation. XSS findings are rated High for reflected vectors that execute without user interaction.

5.5 Directory Traversal and Sensitive File Exposure

A dictionary of 150 common sensitive paths (e.g., /.env, /admin, /config.php, /backup.zip, /.git/config) is probed.
HTTP 200 responses for any of these paths trigger High or Critical findings depending on the sensitivity
classification of the exposed resource. Traversal sequences (../../etc/passwd) are tested in path parameters where
present.

5.6 Insecure Form Handling

All HTML forms on the target page are inspected for: submission over HTTP (rather than HTTPS), absence of
CSRF tokens, autocomplete attributes on sensitive fields, and password fields transmitted in GET parameters.
Insecure form handling findings are rated Medium to High.

6. SIEM and Insider Threat Monitoring (SITM) Module

6.1 Log Ingestion and Normalization

The SITM module ingests three log sources from the FlyAnyTrip platform: (1) Nginx access logs in Combined
Log Format, (2) application-level JSON audit logs emitted by the Django backend, and (3) PostgreSQL query
logs. A log normalization pipeline extracts a common event schema comprising: timestamp, source [P, user
identifier, endpoint, HTTP method, response code, query string, session ID, and data volume.

6.2 Correlation Rules

The rule engine applies the following detection rules, each derived from known insider threat behavioral patterns
documented in the CERT Insider Threat Guide [11]:

» After-Hours Access Rule: Authentication events from privileged accounts occurring between 21:00
and 06:00 local time trigger a Medium alert.

*  Mass Data Export Rule: API calls returning more than 500 records within a 5-minute sliding window
by a single user trigger a High alert.

» Privilege Escalation Rule: Sequences of failed authorization checks on administrative endpoints
followed by a successful administrative action within 30 minutes trigger a Critical alert.

*  Credential Sharing Rule: Simultaneous active sessions from geographically disparate IPs for the same
user account trigger a High alert.

» Database Exfiltration Rule: PostgreSQL queries selecting more than 10,000 rows outside of known
scheduled report windows trigger a High alert.
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6.3 Anomaly Detection

Complementing the rule engine, a statistical baseline model is maintained per user account. The model tracks
hourly request counts, data volume downloaded, and endpoint diversity using an exponentially weighted
moving average (EWMA). Deviations exceeding three standard deviations from baseline trigger Low or
Medium anomaly alerts that are forwarded to the correlation layer for enrichment.

7. Integration and Reporting Engine (IRE)

The IRE serves as the unifying layer between the WVS and SITM modules. It receives findings from both
modules via an internal message queue (Redis Streams) and performs the following functions:

7.1 Finding Correlation

WYVS findings are correlated with SITM alerts using a temporal-spatial correlation algorithm. For example, if
the WVS identifies an SQL injection vulnerability on the booking search endpoint, and the SITM
simultaneously detects a mass data export by a privileged user, the IRE elevates the composite severity and
flags the combined finding as a potential insider-assisted exploitation event.

7.2 OWASP and NIST Mapping

Each finding is automatically tagged with its corresponding OWASP Top 10 2021 category and NIST SP 800-
53 Rev. 5 control family. This mapping facilitates compliance reporting and enables security engineers to
prioritize remediation based on regulatory obligations.

7.3 Report Generation

The IRE generates three report formats: (1) an executive summary PDF suitable for management review, (2) a
technical HTML report with full finding details, evidence, and remediation guidance, and (3) a machine-
readable JSON report for integration with ticketing and vulnerability management systems. Reports include a
risk score calculated as the weighted sum of CVSS scores across all findings, normalized to a 0—100 scale.

8. Experimental Evaluation

8.1 Experimental Setup

The HCF was evaluated across three simulated FlyAnyTrip environments provisioned on AWS EC2 instances
running Ubuntu 22.04 LTS with Nginx 1.24, Django 4.2, and PostgreSQL 15. Environment configurations are
summarized in Table 1.

Table 1: Experimental Environment Configurations

Environment Known Vulnerabilities Log Volume (events/hour) Users Simulated
Planted
Development 12 4,200 15
Staging 18 11,500 42
Production 25 38,000 200

8.2 Vulnerability Detection Performance

Across all three environments, the WVS identified 51 of 55 planted vulnerabilities, yielding a detection rate of
92.7%. Four missed vulnerabilities involved second-order SQL injection requiring multi-step interaction paths
not covered by the current crawler. False positives totaled 4 across all environments (false positive rate 7.3%),
predominantly arising from custom 500 error pages that triggered injection detection heuristics. Table 2
summarizes per-category detection results.

Table 2: Vulnerability Detection Results by Category
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Vulnerability Category Planted Detected Missed Detection Rate
Open Ports 8 8 0 100%
Missing Security Headers 15 15 0 100%
SQL Injection 12 8 4 66.7%
XSS 10 10 0 100%
Directory Traversal 6 6 0 100%
Insecure Forms 4 4 0 100%

8.3 SIEM and Insider Threat Detection Performance

The SITM module was evaluated against 48 simulated insider threat scenarios spanning the five rule categories
and 200 hours of synthetic log data per environment. The module achieved an overall alert accuracy of 91.7%,
with the highest precision on the Mass Data Export and Credential Sharing rules (95.8% and 93.3%,
respectively). The After-Hours Access rule produced the highest false-positive rate (12.5%) due to legitimate
off-hours deployments by the DevOps team. This was subsequently mitigated by adding a deployment-window
exclusion list.

8.4 Comparative Analysis

Table 3 compares the HCF against two baseline configurations: WVS-only (no SIEM integration) and a
standalone SIEM with commercial rules (no active scanning). The hybrid approach demonstrates superior
overall threat coverage, particularly for insider-assisted exploitation scenarios that neither baseline could detect
independently.

Table 3: Comparative Performance — HCF vs. Baseline Approaches

Metric HCF (Proposed) WVS Only SIEM Only
Vuln. Detection Rate 92.7% 92.7% N/A
Insider Threat Accuracy 91.7% N/A 78.3%
Composite False Positive Rate 6.8% 7.3% 18.4%
Hybrid Threat Coverage 89.5% 0% 0%
Mean Time to Report (min) 4.2 3.8 N/A

9. Discussion

9.1 Key Findings

The experimental results confirm that integrating active vulnerability scanning with behavioral SIEM analytics
yields measurably better threat detection than either approach in isolation. The most significant improvement is
in hybrid threat coverage: the HCF detected 89.5% of scenarios where an insider exploited a known
vulnerability, a class of attack that standalone scanners and SIEMs cannot detect independently. This finding is
particularly relevant for the FlyAnyTrip threat model, where privileged developer access to production APIs
creates meaningful insider-exploitation risk.

9.2 Limitations

Several limitations constrain the current framework. First, the SQL injection scanner does not support multi-
step exploitation paths, missing 33.3% of planted injection vulnerabilities that required session-based
interaction. Second, the SITM anomaly detector requires at least 30 days of baseline log data per user before
statistical alerts become reliable, limiting its effectiveness for newly onboarded accounts. Third, the current
implementation does not scan Single Page Application (SPA) frontends that rely on client-side rendering, an
increasingly common architecture in modern SaaS platforms.
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9.3 Future Work

Planned extensions to the HCF include: (1) integration of a headless browser (Playwright) to enable dynamic
crawling of SPA frontends; (2) replacement of the statistical anomaly detector with a transformer-based
sequence model trained on CERT Insider Threat Dataset benchmarks; (3) addition of API-level fuzzing using
domain-specific wordlists derived from GDS API schemas; (4) automated remediation suggestions linked to
FlyAnyTrip's 1aC templates (Terraform); and (5) integration with the FlyAnyTrip SOC's SOAR platform for
automated incident orchestration.

10. Conclusion

This paper presented the Hybrid Cybersecurity Framework (HCF), a Python-based integrated security solution
tailored for the FlyAnyTrip SaaS platform. The framework addresses both external web vulnerabilities and
insider threats within a unified architecture, producing structured, compliance-mapped security reports.
Empirical evaluation across three simulated environments demonstrated a vulnerability detection rate of 92.7%,
an insider threat alert accuracy of 91.7%, and a composite false-positive rate of 6.8%. The hybrid correlation
capability—enabling detection of insider-assisted exploitation—represents a meaningful capability gap filled
beyond what standalone scanners or SIEM solutions can achieve. The HCF provides a scalable, extensible
security foundation suitable for internship-driven security programs in SaaS travel-technology companies and
offers a replicable blueprint for other organizations seeking to unify web vulnerability management with
behavioral threat detection.

References

[1] Verizon, "2024 Data Breach Investigations Report," Verizon Business, New York, USA, 2024.

[2] Sullo, C. and Lodge, D., "Nikto: An Open Source Web Server Scanner,”" CIRT.net, 2002. [Online]. Available:
https://cirt.net/Nikto2

[3] Riancho, A., "w3af: Web Application Attack and Audit Framework," SourceForge, 2006.

[4] OWASP Foundation, "OWASP ZAP: Zed Attack Proxy," OWASP, 2023. [Online]. Available:
https://www.zaproxy.org

[5] Splunk Inc., "Splunk Enterprise Security," Splunk, San Francisco, USA, 2023.

[6] IBM Corp., "IBM QRadar SIEM: Security Intelligence Platform," IBM Security, 2023.

[7] Elastic N.V., "Elastic Stack (ELK): Elasticsearch, Logstash, Kibana," Elastic, Amsterdam, Netherlands, 2023.

[8] S. Bhatt, P. K. Manadhata, and L. Zomlot, "The Operational Role of Security Information and Event Management
Systems," IEEE Security & Privacy, vol. 12, no. 5, pp. 3541, 2014.

[9] L. Chen and X. Li, "Machine-Learning Enhanced SIEM for Cloud Environments: A Systematic Review," Journal of
Network and Computer Applications, vol. 201, 103340, 2022.

[10] C. Homoliak, F. Toffalini, J. Guarnizo, Y. Elovici, and M. Ochoa, "Insight into Insiders and IT: A Survey of Insider
Threat Taxonomies, Analysis, Modeling, and Countermeasures,” ACM Computing Surveys, vol. 52, no. 2, pp. 1-40,
2019.

[11] CERT Division, Carnegie Mellon University, "CERT Insider Threat Dataset," Software Engineering Institute,
Pittsburgh, PA, 2020.

[12] Q. Liao, A. A. Cardenas, and L. Valdes, "Towards a Theory of Insider Threat Assessment," in Proc. IEEE DSN,
2009.

[13] S. Farhang, M. H. Manshaei, M. N. Esfahani, and Q. Zhu, "On Feasibility of Attack-Agnostic Defense: A Unified
Theoretical Approach," IEEE Transactions on Information Forensics and Security, vol. 15, pp. 3234-3249, 2020.

[14] OWASP Foundation, "OWASP Testing Guide v4.2," OWASP, 2020. [Online]. Available: https://owasp.org/www-
project-web-security-testing-guide/

© 2026, IJSREM | https://ijsrem.com | Page 7



https://ijsrem.com/

