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Abstract—The dissemination of misinformation on
digital platforms is a serious threat to society and has a
negative impact on public opinion and the trust in
digital media. In this work, an efficient Identification of
Fake News using the NLP-based approaches and
classification algorithms is introduce with the help of
Machine learning methodology. The text data is used to
learn and extract features using count vectoriser and TF-
IDF techniques and Logistic regression is used for
classification as it is simple and effective in binary
classification. The external information sources and fact
checking processes are added to the reliability of the
model to form a hybrid detection framework. The
model is trained and tested with real world data to make
sure that it is accurate, precise and recall. The results of
the experiment showed that the proposed approach
outperforms the other approaches in distinguishing real
and fake news articles. The study indicates that the
creation of user-level scalable algorithms to detect fake
news in real-time using machine learning and language
features may be helpful for digital platforms and policy
makers, in general.

Keywords— Fake News Detection, Machine
Learning, NLP, Logistic Regression, TF-IDF, Count
Vectorizer, Hybrid Model, Fact-checking.

L INTRODUCTION

Digital media has transformed people's ways of
accessing and disseminating information, such as the
use of social media and news sites. However,
misinformation and fake news has become increasingly
concerning around the world. Fake news is deliberately
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false or misleading information that is presented as
news, often with the intent of shaping public opinion,
advancing a political agenda or making money from
traffic driven to websites. Such information is
extremely harmful to democratic states, public health
and social peace because it is viral and has no effective
moderation system in place. Manual fact-checking and
verification are time-consuming and ineffective in the
quantity of fake news created and spread.

Thus, automatic and intelligent systems to identify and
weed out fraudulent information have become a critical
need. The challenge lies in finding a solution that can
uncover patterns and features within the text to identify
misleading content. Enter machine learning and Natural
Language Processing (NLP).Machine learning,
combined with Natural Language Processing (NLP),
can be a solution by analysing patterns and features in
textual data to identify misleading content. Our research
suggests a hybrid ML algorithm for FNE identification,
which combines content-based and context-aware
algorithms. Count Vectorizer and TF-IDF are used to
transform a text into numerical features while Logistic
Regression is used for binary classification. Moreover,
external knowledge sources are used to check the
validity of the content, which improves the credibility
of the system.

The system is trained and tested on benchmark datasets
with high accuracy and robustness for distinguishing
real and fake news articles. This work seeks to

contribute to the current efforts in eliminating
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visual, and
disadvantages
highlights the importance of evaluating the capacity of

disinformation and supporting trustworthy information
distribution using scalable, automated methods.

investigates the advantages and
of existing detection methods. It

I. LITERATURE SURVEY each methodology to determine the most appropriate

With the great growth of the amount of content being
produced online, one study [1] examines how fake news

one for fake news detection study.

is spread via social media. The study highlights the Referen | Methods | Objective | Gaps
complexity of assessing authenticity of news, ces Identified
demonstrating that domain knowledge is needed even [1] NLP, ML | Explore No mention
l}a)y hurpans as experts. Using Naturfal Langue.tge V. Gupta classifiers textual. of dataset
rocessing (NLP) techniques, machine learning properties to | gize or
methods are used for identifying information in text- (2022) classify fake | generalizati
based news, before that, the news is preprocessed using and real on: lacks
Count Vectorizer and TF-IDF. Several classifiers are news using | focus  on
then trained and evaluated based on various ML models | real-time
performance measures to efficiently classify fake and detection
true news.
A thorough review of the effect of social media as one
of thz rélgst use;il pl;itfccl)m[lzs] fo:1 tr}?rlllsn;ll;[tlr;f r-1tews is 2] Survey of | Overview of | Broad and

rovide another stu which highlights its cost- i
1e[:)ffectivene};s and access};bility. The ripoft, however, A. Singh ML existing lacks‘

o methods | methods for | experimenta
highlights the harm that can be done because of the (2022) detecting 1 validation
spread of fake news in many quarters, such as politics fake news | or specific
and education. The study underlines the evaluation
importance of early detection using machine learning criteria
approaches and gives a complete assessment of the
available research in this topic. This music is compared
2;:3; tl(l; ;ﬁfe:;zfegess oft ot\l;er tztlgo;:[thmh§ hkeSIi;elc\:/ism?n 3] Decision | Compare Focuses only
q _ upport vector Machine ( ) n N L s | Tree, accuracy of | on accuracy,

etecting bogus news in social media in work [3]. It

; . . R SVM DT and | lacks
shows that by practical examination, the DT algorithm " SVM  on | analysis of
achieves better accuracy i.e. 97.67 % which is Krishna social media | recall.  Fl-
statistically significant from the SVM algorithm as (2022) fake  news score: or real
91.74 %. This finding conforms with the inclination detection datasets
towards DT in fake news classification tasks. The
authors of [4] present a detailed study of approaches for
the detection of false news using traditional and more [4] Traditio | Survey  of | Limited
advanced machine learning techniques. It shows a M. nal ML, | ML focus  on
model performances with acceptable accuracy rates like | Nirmala | D€eP methods fake news
Naive Bayes (95.27%), Logistic Regression (98.84%) learning | With from
and Decision Tree (99.58%). The study further (2024) evaluation domains
demonstrates a practical web-based solution developed and a | other than
using the Django framework with real-time application Django tool | text (e.g.,
and highlights the importance of interdisciplinary demonstrati | images,
collaboration. ons in it videos)
In the study presented in [5] the issues that arise due to
fake news in an online context and the importance of Al

and ML to address these issues are discussed. This study
classifies fake news into two types: linguistic and
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[5] ML- Review of | General

P. G, M. based AI| functionaliti | analysis;

Germana | tools es and | lacks

us Alex limitations | experimentat

of FND | ion and

(2022) models benchmark
dataset
validation

Table !|. Comparison with Existing Work

The tablel summarizes some of the studies done on
identifying fake news by machine learning algorithms.
All of the studies look at a variety of methodologies, but
there are recurring problems such as being out of the
loop, limited assessments, and weak data validation.

JIIR PROPOSED SYSTEM

The proposed system is an enhanced Hybrid system
which integrates both Content-based and Knowledge-
based method for detecting Fake news in the era of
digitalization to improve both the accuracy and
effectiveness of Fake news detection. Typical methods
for detecting conventional fake news are fact-checking
and subjective evaluation, which can be time-
consuming and inefficient to deal with the increasing
amount of news information. We address these
limitations by leveraging machine learning algorithms
and external validation sources, and offer a scalable,
real-time solution to detect misinformation. The system
analyzes textual content, cross-references and assesses
it for authenticity in a variety of ways. The content-
driven and knowledge-driven approaches are both
adopted in this system, with the hybrid approach
dominating. Content-based approach is based on
Textual Content Analysis and includes the NLP
methods such as TF-IDF and Count Vectorizer to detect
the anomalies. These techniques transform the text into
numerical features, and then use machine learning
techniques, like Logistic Regression, to categorize the
text. The knowledge-based method on the other hand,
enhances the accuracy of detection by checking news
claims with reliable fact-checking information sources
and databases. The double technique offers high
robustness and lower false positive rate and endorses a
high level of authenticity of news prior to final
categorisation. The system has been designed to
seamlessly work with different data sources, including
news articles and social media posts and starting with
data collection then executing the data preprocessing,
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cleaning and pre-processing. The model after feature
extraction, then uses the classifiers with machine
learning to classify the news as fake or real in news. The
algorithm also cross references and matches the fake
information that is detected with external information
with a high degree of accuracy. The model is fine-tuned
using other techniques like hyperparameter
optimization and cross validation to reduce bias and
variance and maximize the model performance in a
hybrid model.

The final classification is made through an easy to
use web interface that allows users to upload news items
to be analysed in real time and to decide whether or not
they are legitimate. This will help to identify and flag
fake news as soon as it is published and ensure that fake
news is not disseminated via digital platforms. The
proposed design can be easily scalable for handling
multiple domains and large amount of data in an
efficient manner. The proposed system is based on
machine learning and fact checking techniques which
provides a reliable, unbiased and automatic fake news
detection solution. This novel approach greatly
decreases the need on human verification processes,
giving a faster and more accurate manner of combatting
misinformation in today's fast-paced digital landscape.
The system architecture diagram (Fig. 1) represents the
data flow chart of the system, which shows directions
of data inputs to the system, data sorting and output to
the screen.

User Interaction 3 Inputted Dot =P Hinswricnl Duta j

Fake Prediction ML Algorithes Processed Deta

Fig 1. Proposed System Architecture

Iv. IMPLEMENTATION

Various integrated modules are required in the
proposed system to complement each other and use the
machine learning approach to detect fake news. The
algorithms used in the system are chosen according to
their particular benefits, giving a well-balanced and
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accurate classification system. The proposed system
employs ensemble learning method — Random Forest
Classifier which is an ensemble of multiple Decision
Trees trained by using different training sets. It helps to
reduce overfitting, noise, variance, and to enhance
stability and generalization of the model, which is very
suitable for unstructured and noisy text data. Using
Logistic Regression as a baseline model, it provides a
quick and easy-to-understand baseline analysis of the
linear relationship between word characteristics and the
risk of being a fake news story. The Decision Tree
algorithm provides transparency in that it provides a
meaningful text component that helps to understand
why classifications are made and therefore gives a
transparent decision making process. Due to the high
dimensional feature space problem, in particular to
differentiate between fake news and real news, the
Support Vector Machine (SVM) is introduced. These
models can be combined to provide a usable system for
providing plausible, reliable and explainable
predictions, and demonstrates the credibility and
applicability of these models in real world applications
for detecting fake news.

Data Collection Module

This module is designed to learn information from a
number of resources including news articles, social
media posts and other text-based information. It collects
the labeled data (real and fake news) and unlabeled data
for training a complete set of data. The data is collected
using web scraping methods and APIs, which provide
an extensive coverage of news articles. All the data
acquired is recorded in a data base, structured and
secured to ensure privacy and integrity. This ensures
that the algorithm can leverage on a large number of
sources and categories of news to better identify it.

B. Data Preprocessing Module

Raw data may have irrelevant information, missing
data, and noise that can affect the quality of machine
learning models. The module carries out the data
cleaning, tokenisation, removal of stop words and text
normalisation. It also uses feature extraction methods
such as the Count Vectorizer and TF-IDF (Term
Frequency-Inverse Document Frequency) to convert
text input into numeric features. This data is then
standardized to enhance the accuracy of the model and
to make sure that only high fidelity and clean data is
used to train and test the model. Moreover, techniques
of dimensionality reduction are used to remove features
that are redundant, which will make the model more
efficient.
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C. Machine Learning Model

The predictive power of the system depends on the
machine learning model. The system employs Logistic
Regression and Ensemble Learning approach such as
Bagging Classifier for classification. The model is
trained on the processed data and performance is
analysed using traditional metrics, such as accuracy,
precision, recall and Fl-score. The Bagging Classifier
is a method that improves the performance of the model
and reduces variance and overfitting since it combines
several decision trees created from random subsets of
the data. Hyperparameter tuning is performed to fine-
tune the model performance. Cross validation is
performed to test how reliable and robust the model is
and to ensure that the system performs well on new
data.

D. Web Application Module

A user-friendly web interface is developed to facilitate
the identification of fake news in real time.A user-
friendly online interface is created to facilitate the
identification of fake news in real-time. The web
interface is meant for both non-technical users (such as
journalists or general users) and technical users (such
data scientists or administrators). The input can be a
text, a news URL or a news article that is uploaded and
then analyzed by the machine learning model in the
backend. The results, such as the chance of the news
being authentic or fraudulent, are displayed in an easy-
to-understand format. The system also offers visual
analytics (graphs, tables) for insights about the
classification results. Authentication and user
management systems ensure that the web interface is
secured and only the users with permissions can access

the system.
E. Model Integration and Deployment

After the machine learning model is developed and
tested, it is integrated into the web application.Once
developed and tested, the machine learning model is
integrated into the web application. APIs are developed
to connect the backend machine learning model with the
front-end web interface, facilitating smooth
communication between the two. This deployment is
deployed in a scalable cloud platform, where large
traffic of users can be well managed. This system aims
to deliver quick predictions, which allows processing
news articles in real-time. The system is designed to be
secure, with user data protected by security measures
embedded within the system, and low latency and high
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availability, ensuring that the
consistently and reliably.

system operates

Fig 2. Model Page

In summary, as the effectiveness of this false news
detection system has been demonstrated, the news
articles can be correctly classified as real or fake, which
offers an efficient, scalable, and easy-to-use solution.
The system's use of machine learning, real time
information and its ease of use with a web based
interface makes it a reliable system which any
individual or organisation fight
disinformation. This is a technology that provides real-
time predictions and can provide robust analytics to

can use to

identify and act on fake news in real-time.

V. RESULTS AND DISCUSSION

The proposed fake news detection system was tested
with different metrics like accuracy, precision, recall
and F1 score to identify whether the proposed system is
useful to detect fake news. The model achieved an
accuracy rate of 93%, a precision of 95% and a recall of
92%, indicating its high capacity of correctly classify
fake news stories and minimizing its false positives.
The results in this paper confirm the performance of the
ML method for distinguishing the real and fake news
reports. The high accuracy of the model can be
interpreted as a low number of false positive, which
means that the majority of objects labeled as fake are
not fake, and a high number of true positive, which
means that the model is good at identifying many fake
news stories.

To ensure a full evaluation, a large corpora of news
articles including true and fake news from a wide range
of domains was used to evaluate the system. By using a
pre-processing method like tokenization, feature
extraction, and TF-IDF vectorization with the Random
Forest model, the performance is very good. The model
used ensemble learning to cope with the complexity of
natural language text and effectively solved the false
news identification problem. Additionally, the system's
ability to perform well on both training and test data
shows the model’s robustness to overfitting.
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To assess the success of the proposed approach, it
was compared with different popular machine learning
techniques for fake news detection like Logistic
Regression, Support Vector Machines (SVM), and
Naive Bayes. From the comparative analysis, the
accuracy, precision, recall and F1 score of the Random
Forest based model is found to be better than the other
models as shown in the table below.

Table 2. Comparative Analysis

As shown in Table 1, the accuracy rate of the model
based on Random Forest is higher than the accuracy rate
of the traditional model, and it is mainly because of the
ability to reflect the complex pattern and correlation of
the data in the model. Random Forest, an ensemble
learning technique not only minimizes the overfitting
problem, but it also enhances the stability of the model,
which makes it a reliable method to detect fake news in
data set. The other characteristic that can be said about
the product's success is the consideration of features.
The model can be used to differentiate between true and
false news based on linguistic characteristics, including
word frequency, syntactic structures, and semantic
relationships to other articles, as well as on external
information (article metadata). The pre-processing
techniques used (stemming, stop word removal and
vectorization) also helped to highlight the most relevant
data for correct classification, thereby further enhancing
the potential of the model in predicting. Once the
trained model is integrated into an online application,
the user can access it, and the journalists, readers and
news agencies can use it to decide the validity of news
while reading. The online interface provides a user-
friendly platform with live predictions, allowing for
easy use without requiring advanced technical
expertise. This app might be used as a powerful
instrument in the fight against disinformation in digital
media.

The trained model can be integrated into a real, Web-
based application and be made available to the users, so

that journalists, readers and news organizations can

Page 5


https://ijsrem.com/

o 2,
"IJSREME;&
e Journal

ks

VOLUME: 10 ISSUE: 05 | MAY - 2026

INTERNATIONAL JOURNAL OF SCIENTIFIC RESEARCH IN ENGINEERING AND MANAGEMENT ([JSREM)

SJIF RATING: 8.659 ISSN: 2582-3930

validate a news piece as it's being published. The online
interface offers an easy-to-use application with live
predictions, and can assist with customers that do not
possess much technical expertise. The application could
be a decent answer to lessen the misinformation in
online media. The outcome of the system is presented
in the following figure Fig. 3, where the output is the
false news that have been recognized and the class
(Genuine or Fake) of the provided news article is also
shown in the ground truth.

Fig 3. Fake Prediction Output

To sum up, the results demonstrate the effectiveness
of the Random Forest machine learning model, which
achieved high accuracy and reliability in identifying
fake news. In the field of detection of fake news and
combating misinformation in electronic space, the
usability of the system in real time, and the good
performance metrics, are promising. It can be expanded
to deal with a big news articles pool and might be a great
resource for news consumers and news companies to
safeguard themselves from fake news.

VI.CONCLSION AND FUTUREWORK

The overall performance of the synthetic fake news
detection system suggests that the system is capable of
detecting and categorizing fake news articles with high
accuracy through machine learning techniques. The
results with the more sophisticated preprocessing
methods, such as tokenization, TF-IDF vectorization,
and feature extraction with the Random Forest method
are very high, with accuracy, precision and recall values
0t 93%, 95% and 92% respectively. The results confirm
the power and the validity of ensemble learning in
dealing with complex text input and non-structural text
input. Moreover, the modelling process was also
adopted to develop the model in an user friendly web
application, making the system more user friendly and
applicable in real time where people are not technically
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skilled in assessing the validity of news. The solution is
effective and feasible based on the issue of
misinformation on the Internet.

The system can be further improved by
incorporating deep learning models like LSTM, BERT
which can understand the semantic meaning in the
context for future scope of work. Incorporating
additional data, such as multilingual and multimedia
(videos, photographs with captions) could greatly
enhance the model's generalizability and effectiveness
in a variety of news types. Additionally, the use of fact
checking APIs and real-time data sources could be
beneficial to maintain the model's accuracy and
relevance, since new forms of fake news are constantly
being developed. A possible direction of effort could be
increasing the interpretability of the model's predictions
and giving an explanation for categorization decision to
enhance the wuser's confidence and transparency.
Overall, these advances will aid in building a more
robust and sophisticated fake news identification
system that could be applied at a larger scale to help
thwart disinformation.
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