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Abstract- Data about user-service interactions is
frequently kept across several dispersed platforms in the
context of the Internet of Things (IoT). In order to make
a thorough recommendation decision in this scenario,
recommender systems must integrate the dispersed user-
service interaction data from several platforms, which
likely exposes user privacy. Furthermore, the efficiency
of recommendations is greatly diminished as user-service
interaction records mount up over time. We suggest a
lightweight, privacy-preserving service recommendation
method called SerRecL2H to address these problems. To
efficiently identify customers with similar preferences for
precise suggestions, SerRecL.2H uses Learning to Hash
(L2H) to encapsulate sensitive user-service interaction
data into less-sensitive user indices.
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1.INTRODUCTION

In the era of big data, recommender systems analyze
user—service interaction data to identify user preferences
and provide personalized recommendations. With the
rapid growth of the Internet of Things (IoT), large
volumes of interaction data are generated by smart
devices and distributed across multiple platforms,
creating challenges in data integration, privacy
protection, and system efficiency. Integrating multi-
source data may expose sensitive user information and
increase computational complexity. To address these
issues, this work proposes SerRecL2H, a lightweight
privacy-preserving  IoT  service recommendation
approach. The system uses the Learning to Hash (L2H)
technique to transform sensitive interaction data into
compact hashed user indices that preserve similarity
while protecting privacy. Based on these hashed
representations, the system efficiently identifies users

with similar preferences and generates personalized
recommendations. Experimental evaluation demonstrates
that the proposed approach improves recommendation
efficiency and scalability while ensuring user privacy in
distributed IoT environments.

2. LITERATURE REVIEW

The rapid growth of Internet of Things (IoT) technologies
has significantly increased the amount of user—service
interaction data generated by smart devices, creating new
opportunities and challenges for service recommendation
systems. Researchers have proposed various techniques
to improve recommendation accuracy and efficiency. Lin
et al. (2024) introduced a deep neural collaborative
filtering method that integrates multi-source interaction
data from cloud and edge environments to enhance
recommendation performance. Although the approach
improves prediction it requires high
computational resources and centralized data processing,

accuracy,

which may raise privacy concerns. Ma et al. (2023)

proposed social graph neural network—based

recommendation scheme that utilizes social relationships

a

and user—item interactions to generate personalized
recommendations. While this approach improves
recommendation quality, the use of graph neural
networks increases computational complexity and
Similarly, Li et al. (2024)

developed a knowledge-driven anomaly detection

memory requirements.

framework that combines machine learning with domain
knowledge to detect abnormal patterns in large-scale
systems; however, it relies heavily on extensive domain
knowledge and computational resources. Xu et al. (2023)
proposed a federated learning—based framework called
SAFE, which enables collaborative model training across
cloud-edge environments without sharing raw data,
thereby improving privacy protection. Despite these
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advancements, many existing approaches rely on
complex deep learning models, centralized architectures,
or heavy computational operations, which limit their
applicability in distributed and resource-constrained [oT
environments. To address these challenges, the proposed
system introduces a lightweight hashing-based approach
called SerRecL2H, which uses the Learning to Hash
(L2H) technique to convert sensitive user—service
interaction data into compact hashed user indices. This
approach preserves similarity among users while
protecting privacy and enables efficient
recommendation in distributed [oT systems.

service

3. RELATED WORK

Recent advancements in Internet of Things (IoT)
technologies have led to the rapid growth of user—service
interaction data, making service recommendation an
important research area. Several studies have explored
machine learning and deep learning techniques to
improve recommendation accuracy and efficiency. Lin et
al. (2024) proposed a deep neural collaborative filtering
method for service recommendation in cloud—edge
environments. Their approach integrates multi-source
interaction data to capture complex relationships between
users  and resulting in  improved
recommendation performance. However, the reliance on

services,

deep neural networks increases computational
complexity and requires centralized data processing,
which may expose sensitive user information. Ma et al.
(2023) introduced a social graph neural network—based
recommendation system that utilizes social relationships
and user—item interactions to generate personalized
recommendations. By modeling user connections through
graph neural networks, the method captures complex
relational patterns and improves recommendation
accuracy. Despite its advantages, the approach requires
significant computational resources and memory, making
it less suitable for resource-constrained IoT
environments. Li et al. (2024) proposed a knowledge-
driven anomaly detection framework that combines
domain knowledge with machine learning techniques to
identify abnormal behaviors in large-scale systems.
Although the framework enhances detection accuracy and
system reliability, its dependency on extensive domain
knowledge and large computational resources limits
scalability in distributed IoT environments. Xu et al.
(2023) presented SAFE, a federated learning-based
framework designed for cloud—edge collaboration. The
framework filters low-quality or redundant data at the
edge level to improve model training efficiency while

preserving data privacy. Federated learning allows

collaborative training without sharing raw user data;
however, the approach mainly focuses on training
optimization rather than efficient recommendation
generation. Additionally, Yang and Esquivel (2024)
proposed a time-aware Long Short-Term Memory
(LSTM) model that captures temporal patterns in user
behavior for dynamic recommendation systems. While
this model improves prediction accuracy by considering
time-based interactions, it requires high computational
power and centralized processing of large datasets.
Although these approaches contribute to improving
recommendation quality and system intelligence, many of
them rely on complex deep learning models or centralized
architectures that may not be suitable for large-scale
distributed IoT environments. Furthermore, heavy
computation and high storage requirements can limit real-
time performance in resource-constrained systems. To
overcome these limitations, this work proposes a
lightweight hashing-based recommendation framework
called SerRecL2H. The proposed system utilizes the
Learning to Hash (L2H) technique to transform sensitive
user—service interaction data into compact hash-based
user indices. These hashed representations preserve user
preference similarity while protecting sensitive data and
enabling efficient similarity search. As a result, the
proposed approach provides a scalable, privacy-
preserving, and computationally efficient solution for
service recommendation in distributed IoT environments.
4. PROPOSED METHODOLOGY

The proposed system introduces SerRecL2H, a
lightweight and privacy-preserving [oT service
recommendation framework designed to address the
challenges of privacy leakage, scalability, and
computational efficiency in distributed loT environments.
In modern IoT systems, a large volume of user—service
interaction data is generated by smart devices such as
sensors, wearable devices, and mobile applications.
These interaction records are often distributed across
multiple platforms including cloud servers and edge
devices. Integrating such distributed data is essential for
accurate recommendation generation, but direct data
sharing may expose sensitive user information and
increase computational overhead. Therefore, the
proposed methodology focuses on transforming sensitive
interaction data into secure and compact representations
that enable efficient recommendation without revealing
raw user data.

The core component of the proposed framework is the
Learning to Hash (L2H) technique, which converts
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high-dimensional user—service interaction data into
compact hash-based user indices. Instead of storing or
processing raw interaction records, the system generates
hash codes that preserve similarity among users with
similar preferences. This transformation significantly
reduces data dimensionality while protecting user
privacy. The architecture of the system includes several
modules such as data collection, hashing transformation,
similarity computation, and recommendation generation.
In the initial stage, interaction data generated by IoT
devices is collected and preprocessed. The L2H module
then processes this data and converts it into compact hash
representations that can be efficiently stored and
compared for recommendation tasks.

To ensure data integrity and reliability, the system also
incorporates a file hashing mechanism using the SHA-
256 algorithm, which generates a unique hash value for
each interaction record. These hash values act as digital
fingerprints that help detect any unauthorized
modification of stored data. After generating the hashed
user indices, the system performs similarity search to
identify users with similar preferences. By comparing
hashed representations rather than raw interaction data,
the recommendation efficiently generates
personalized service recommendations. This approach
improves computational efficiency, enhances scalability,

engine

and ensures strong privacy protection, making the
proposed SerReclL.2H framework suitable for large-scale
IoT service recommendation environments.

5. RESULTS AND DISCUSSION

The proposed SerRecL2H framework -effectively
generates privacy-preserving IoT service
recommendations. It converts sensitive interaction data
into compact hashed indices using the Learning to Hash
(L2H) technique. The results show improved efficiency,
scalability, and privacy protection in distributed IoT
environments.

Home Page

The home page serves as the main interface of the loT
service recommendation system. It displays the project
title and provides navigation to modules such as
Consumer Panel, Cloud Server Panel, User Panel, and
Smart Contracts. The page offers a simple and interactive
dashboard that allows users to access system features and
manage services efficiently.

A UGHTWEIGHT HASHING BASED APPROACH FOR PRIVACY
PRESERVING 10T SERVICE RECOMMENDATION

Fig 1: Home page of the project
User Registration Page

The User Registration page allows new users to create
an account by entering details such as name, email,
password, phone number, age, gender, and address. After
registration, users can securely access the system and use
recommendation

IoT service features.

Fig 2: User registration interface

Consumer login Page

The Consumer Registration page enables consumers to
create an account by entering details such as name, email,
password, phone number, age, gender, and address. After
registration, consumers can log in and upload IoT service
data.

Fig 3: Consumer login interface
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Employer Login Page

The Cloud Server Login page allows the administrator or
cloud server to securely access the system by entering a
valid email and password. After successful login, the
cloud server can manage uploaded data, user requests,

and recommendation processes.

Fig 4: Smart Contract login interface
Smart Contract Portal

The user data requests page allows the cloud server to
view and manage requests submitted by users for
accessing uploaded data. The server can approve or reject
requests, ensuring secure access control and proper
management of system data.

Fig S: Approve or Reject by Smart Contract

File Search Interface

The search file page allows users to search for uploaded
files by entering the filename. After the search, the system
displays the L2H transformed data and the encrypted file
hash value. This feature helps users verify files securely
and view protected data without revealing the original
content.

Fig 6: Search by File Name

Fig 7: Private Key will be Released

Fig 8: The Smart Contract Authorization page displays a
QR code used for secure authentication and access
approval within the IoT service recommendation system.

User Detail Page

The approved users page displays the list of users who
have been verified and authorized through the smart
contract system. It shows important details such as user
ID, name, email, phone number, age, gender, address, and
smart contract ID. This page helps the cloud server
monitor and manage authenticated users efficiently. It
ensures that only approved users are allowed to access
system services and data securely..
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Fig 9: List of Details of the Users

6. CONCLUSION

This project presented a lightweight and privacy-
preserving IoT service recommendation system designed
to address the challenges of privacy protection,
scalability, and computational efficiency in distributed
environments. With the rapid growth of the Internet of
Things (IoT), large volumes of user—service interaction
data are continuously generated through smart devices
such as sensors, wearable devices, and mobile
applications. Traditional recommendation systems often
rely on centralized data processing, which may expose
sensitive user information and increase system
complexity. Therefore, there is a strong need for efficient
methods that can generate accurate service
recommendations while maintaining user privacy and

reducing computational overhead.

To overcome these challenges, the proposed system
introduced SerRecL2H, a lightweight hashing-based
recommendation framework. The core concept of the
system is based on the Learning to Hash (L2H) technique,
which transforms sensitive user—service interaction data
into compact and less-sensitive hash-based user indices.
Instead of storing or processing raw interaction data, the
system operates on these hashed representations, which
preserve similarity among users with similar preferences.
This approach ensures that sensitive information remains
protected while still enabling efficient similarity analysis
for recommendation generation.

In addition to privacy preservation, the system also
integrates a file hashing mechanism using the SHA-256
algorithm to ensure data integrity and authenticity. Each
uploaded data file is assigned a unique hash value, which
acts as a digital fingerprint. This mechanism allows the
system to detect any unauthorized modification of stored
data and guarantees the reliability of the information used

in the recommendation process. The system architecture
also includes modules such as user registration, consumer
data upload, cloud server management, and smart
contract-based authorization, which together provide a
secure and organized environment for IoT service
recommendation.

Overall, the proposed SerRecL2H framework provides a
practical and efficient solution for privacy-aware IoT
service recommendation. The system successfully
balances recommendation accuracy, privacy protection,
and computational efficiency, making it suitable for
large-scale IoT applications. The proposed approach can
serve as a strong foundation for future research in secure
and scalable recommendation systems for emerging IoT
environments.

7. FUTURE SCOPE

The proposed SerRecL2H framework can be further
enhanced to support more advanced and intelligent IoT
service recommendation systems. In the future, deep
learning—based models can be integrated with the
Learning to Hash technique to improve recommendation
accuracy and adaptability to dynamic user behavior. The
system can also be extended to support real-time data
processing from large-scale [oT devices and edge
computing Additionally, integrating
federated learning can further strengthen privacy

environments.

protection by enabling collaborative model training
without sharing raw data. Mobile application support and
advanced analytics dashboards for monitoring
recommendation trends can also be implemented to
improve usability and scalability.
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