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Abstract - The widespread use of social media has
accelerated the spread of fake news, eroding public trust
and making fact verification difficult. This project
presents a machine learning framework using Natural
Language Processing (NLP) and Decision Tree
algorithms to classify news articles as real or fake. The
system includes data preprocessing, TF-IDF-based

feature extraction, and model training to detect
misinformation accurately. Designed for both accuracy
and interpretability, the framework offers a scalable
solution for real-time fake news detection, with strong
potential for integration into social media platforms and
automated fact-checking tools.
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INTRODUCTION

In recent years, the rise of digital communication
platforms, particularly social media, has transformed
how people consume and share information. While
these platforms have enabled rapid information
exchange and global connectivity, they have also
facilitated the spread of misinformation and fake news
at an unprecedented scale. Fake news—defined as
deliberately misleading or false information presented
as factual news—has become a serious global concern,
influencing public perception, disrupting democratic
processes, and spreading confusion and fear during
and natural

crises such as elections, pandemics,

disasters. The traditional methods for identifying fake
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news, such as manual fact-checking and editorial review,
are increasingly inadequate due to the speed and volume
at which content is generated and shared online. These
manual techniques are time-consuming, labor-intensive,
and difficult to scale. As a result, there is a growing need
for automated systems capable of detecting fake news in
real time, with high accuracy.

This project aims to address this challenge by
developing a machine learning framework for fake news
detection. The proposed system uses Natural Language
Processing (NLP) and Decision Tree algorithms to
classify news articles as real or fake based on their
textual content. The framework follows a structured
process that includes data collection from open-source
platforms, text preprocessing to remove noise, feature
extraction using Term Frequency-Inverse Document
Frequency (TF- IDF), model training, evaluation, and
prediction. The use of TF-IDF enables the system to
understand the importance of words in context,
improving the model’s ability to identify linguistic
pattern.

One of the key goals of this project is to create a model
that is not only accurate but also interpretable. Many
advanced machine learning models achieve high
performance but operate as "black boxes," making it
difficult for users and stakeholders to understand how
decisions are made. In contrast, this system prioritizes
transparency by using Decision Trees, which provide
clear rules and logic behind predictions. This approach
enhances trust in the system and facilitates its integration

into real-world applications such as browser extensions,
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news aggregators, and social media monitoring tools.

Moreover, the framework is designed to be scalable and
adaptable. It can be extended to incorporate other data
sources, including multimedia content and social
engagement patterns, and can be retrained with new
data to keep up with evolving misinformation tactics.
Future enhancements may include the integration of
deep learning models like LSTM or BERT, real-time
API deployment, and multilingual support to expand its

applicability.

By combining machine learning techniques with a
practical and user-friendly design, this project
contributes to ongoing efforts to combat the spread of
fake news and foster a more informed and resilient
digital society.

Key Objectives include:

The primary aim of this project is to create an automated
framework that can analyze news content and determine
whether it is real or fake. With the overwhelming
volume of information shared on social media and news
platforms, manual verification is no longer practical.
Therefore, the system is designed to automatically
process and analyze text data using NLP techniques,
extract meaningful features through Term Frequency—
Inverse Document Frequency (TF-IDF), and apply a

Decision Tree classifier for making predictions.

The use of a Decision Tree model is intentional—it not
only provides reliable classification performance but
also allows for interpretability. Unlike black-box
models, a Decision Tree offers a transparent and logical
flow of decisions, helping users understand how the

system arrives at its conclusions.

This objective contributes directly to the fight against
misinformation by providing a scalable and user-

friendly tool that can be integrated into news platforms,

browsers, or social media for real-time fake news
detection. Ultimately, the goal is to promote responsible

information sharing and restore trust in digital content.

To Automate the Detection of Fake News:Develop an
intelligent system that can automatically identify and
classify news articles as real or fake without human

intervention, ensuring fast and consistent results.

To Apply Natural Language Processing (NLP) for
Text Analysis: Utilize NLP techniques to analyze the
linguistic patterns, sentence structure, and semantics of
news content, which are critical for detecting deceptive

information.

To Implement an Interpretable Machine Learning
Model: Use a Decision Tree classifier to ensure that the
prediction process is transparent and understandable,
enabling users and stakeholders to trust and verify the

system's output.

To Use TF-IDF for Effective Feature Extraction:
Apply Term Frequency—Inverse Document Frequency to
convert raw text into meaningful numerical features,

improving the accuracy of the classification model.

To Evaluate Model Performance Using Standard
Metrics: Assess the system using metrics such as
accuracy, precision, recall, and Fl-score to ensure
reliable and unbiased performance on both training and

unseen datasets.

To Design a Scalable and User-Friendly Framework:
Build a system that can handle large volumes of news
data and be easily integrated into real-world applications
such as browser tools, social media platforms, or content

management systems.

To Enable Real-Time News Verification:Ensure that
the system is optimized for real-time performance,
allowing users to verify news articles quickly and

efficiently as they are encountered online.
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To Promote Digital Literacy and Combat
Misinformation:Contribute to the broader effort of
promoting factual journalism and public awareness by
providing a tool that helps users identify and avoid fake

NEWS.
PROBLEM FORMULATION:

The widespread dissemination of fake news through
online platforms poses a serious threat to public trust,
democratic  stability, and societal well-being.
Traditional manual fact-checking methods are not
scalable or fast enough to cope with the massive volume
and speed of information shared on the internet,
particularly on social media. This creates an urgent need
for automated systems that can accurately and

efficiently detect fake news in real time.

The core problem addressed in this project is to develop
a machine learning-based framework capable of
identifying fake news articles by analyzing their textual
content. The system must be able to:

1. Process and clean raw text data to remove
irrelevant noise such as special characters, stopwords,

and redundant terms.

2. Extract meaningful features from news
articles using techniques such as Term Frequency—
Inverse Document Frequency (TF-IDF) to convert text

into numerical vectors.

3. Classify the news articles as real or fake
using an interpretable machine learning algorithm—

specifically, a Decision Tree classifier.

4, Ensure model accuracy, scalability, and
transparency so it can be deployed in real-world
applications, such as browser extensions or social media

integrations.

Therefore, the problem is formulated as a binary text

classification task, where the input is a news article

and the output is a label:

0 — Fake news

1 — Real news

The solution must balance performance (accuracy,
precision, recall) with interpretability, allowing users to
not only trust the results but also understand how the
decision was made. This formulation supports the
development of a robust and practical system to counter

misinformation in today’s fast-paced digital ecosystem.
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Figurel. Data Flow Diagram

1. Data Collection:

Description: Gather news articles from publicly
available datasets (e.g., Kaggle's Fake.csv and
True.csv).

Output: Raw text data with labels (real or fake).

5. Data Preprocessing Tasks:
6. Model Evaluation
Metrics:

Accuracy Precision Recall F1-Score

Purpose: Validate model performance and reliability.

7. Prediction and Testing

Input: New or user-submitted news text

Process:

Preprocess and vectorize input Predict label using the

trained model

Output: Classification result (Real or Fake).
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8. Result Display / Integration

Use Case: Display output to the user through a web
interface or API.

Convert text to lowercase Remove special characters,
numbers, and punctuation Remove stopwords

Perform stemming using Porter Stemmer

Output: Cleaned and standardized text data.
2. Feature Extraction

Method: TF-IDF (Term Frequency-Inverse Document
Frequency)

Purpose: Convert text into numerical vectors that
represent word importance

Output: TF-IDF feature matrix

3. Model Training
Algorithm: Decision Tree Classifier

Process:
Split dataset into training and testing sets (e.g., 80%
train / 20% test)

Train the model on the TF-IDF vectors
Output: Trained classification model.

Additional Features: Confidence score
Explanation (e.g., why it was classified as fake)

OBJECTIVES:

To Develop an Automated Fake News Detection
System:Build a machine learning-based system that can
automatically classify news articles as real or fake with
high accuracy.

To  Utilize Natural Language Processing
(NLP):Apply NLP techniques to analyze and process
the textual content of news articles, identifying
linguistic patterns typical of misinformation.

To Implement a Feature Extraction Mechanism
using  TF-IDF:Use Term Frequency—Inverse
Document Frequency (TF-IDF) to convert raw text into
meaningful numerical representations for effective
model training.

To Apply Decision Tree Algorithm for
Classification: Choose an interpretable machine
learning model (Decision Tree) that offers transparency
in how decisions are made, unlike black-box models.

To Preprocess News Data Efficiently:Clean and

standardize the data by removing noise such as
stopwords, special characters, and applying stemming
techniques.

To Evaluate Model Performance Using Standard
Metrics:Assess the effectiveness of the model using
evaluation metrics like accuracy, precision, recall, and
F1- score to ensure reliable performance.

To Ensure Scalability and Real-Time Integration:
Design the system to be scalable and capable of
integrating with web applications or social media
platforms for real- time fake news detection.

To Promote Digital Awareness and Misinformation
Resistance:Provide a tool that helps users verify news
credibility, thus enhancing digital literacy and reducing
the impact of misinformation.

FEASIBILITY STUDY:

The feasibility study assesses the practicality and
viability of implementing the proposed fake news
detection system based on technical, operational, and
economic considerations. It ensures that the project is
achievable with available resources and delivers value
in real-world applications.

1. Technical Feasibility

The project is technically feasible using readily
available tools, libraries, and frameworks. Python, along
with libraries such as Scikit-learn, NLTK, Pandas, and
NumPy, provides robust support for Natural Language
Processing (NLP) and machine learning.

The use of TF-IDF for feature extraction and Decision
Tree for classification ensures that the system remains
both effective and interpretable. Pre- trained models and
datasets like those from Kaggle are accessible and allow
for easy integration.

Additionally, the system can be deployed as a web
application using Django, making the implementation
both practical and scalable.

2. Operational Feasibility

Operationally, the system is designed for ease of use,
enabling users to input news articles and receive instant
feedback on authenticity. Its modular architecture
supports integration with web platforms, browser
extensions, or media monitoring tools.

The use of a Decision Tree model ensures transparency,
making it easier for end-users and stakeholders to trust
and understand predictions. The system also supports
continuous learning and can be updated with new data
to adapt to evolving misinformation patterns.
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Economic Feasibility

From a cost perspective, the project is economically
feasible. It uses open-source tools and libraries,
reducing the need for expensive software licenses.
Hardware requirements are minimal—an average
personal computer with 8 GB RAM and a mid-level
processor (e.g., Intel i5) is sufficient for development
and testing.

The development cost is limited to time and effort,
making it accessible for students, researchers, and
organizations with limited budgets. Long-term
maintenance is cost-effective due to the use of
lightweight models and modular code that supports
incremental upgrades.

3. Legal and Ethical Feasibility

The system respects user privacy by not collecting or
storing personal data. It operates solely on the textual
content provided by the user. Ethically, the system
contributes positively to society by helping reduce the
spread of misinformation and encouraging fact-based
reporting and media literacy.

SYSTEM ARCHITECTURE
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Figure2. System Architecture

The system architecture of the proposed fake news
detection framework is designed as a modular and
layered structure to ensure flexibility, scalability, and
real-time performance.

It consists of several interconnected components, each
responsible for a specific stage in the fake news
classification process.

The architecture is developed using Python and
integrated into a web-based platform using Django,
allowing end- users to interact with the system through
a user-friendly interface.

Data Collection Layer: This is the foundation of the
architecture where news datasets are gathered. The

system uses publicly available datasets such as the
Kaggle Fake.csv and True.csv files, which contain
labeled real and fake news articles. The collected data is
stored in CSV format for easy processing and
manipulation.

Data Preprocessing Layer:The raw data undergoes
multiple preprocessing steps to remove noise and
inconsistencies. This includes:

Converting text to lowercase

Removing punctuation, special characters, and numbers
Eliminating stopwords

Applying stemming using the Porter Stemmer algorithm

This step ensures that the textual content is clean,
consistent, and ready for feature extraction.

Feature Extraction Layer

In this layer, the cleaned text is transformed into
numerical vectors using Term Frequency—Inverse
Document Frequency (TF-IDF).

Model Training and Classification Layer:

This core layer is responsible for training and applying
the machine learning model.

The system uses a Decision Tree Classifier, selected for
its interpretability and ease of implementation. The
labeled dataset is split into training and testing subsets
(typically 80/20), and the model is trained to identify
patterns that distinguish real news from fake news.

Prediction Layer

Once the model is trained, it can be used to make
predictions on new, unseen news articles. When a user
inputs a news snippet, it is passed through the same
preprocessing and feature extraction stages, after which
the trained model classifies it as either Real (1) or Fake

0).

Result Display Layer
This layer handles user interaction.
Accepts news text input from the user Displays the
prediction result
Optionally includes explanations or credibility scores
This interface ensures  accessibility

and enhances user experience.

Benefits of the Architecture

. Modular Design: Each component can
be independently updated or replaced.
. Interpretability: Decision Trees provide clear

insight into how decisions are made.

. Scalability: Can Dbe extended to
deep learning models or additional data sources.
. Real-time Application: Fast enough for live
news verification through web integration.

support

© 2025, IJSREM | www.ijsrem.com

DOI: 10.55041/IJSREM48621 |

Page 5


http://www.ijsrem.com/

G 1Y

'JIJSREM\
aemal?  International Journal of Scientific Research in Engineering and Management (IJSREM)
fa) Volume: 09 Issue: 05 | May - 2025 SJIF Rating: 8.586 ISSN: 2582-3930

ALGORITHM:

The fake news detection system utilizes a combination
of Natural Language Processing (NLP) techniques and
Machine Learning algorithms to accurately classify
news articles. Below are the key algorithms and
methods used in the project:

Text Preprocessing (NLP Pipeline)
Before applying any machine learning algorithm, the

raw text data must be cleaned and standardized. The
following NLP techniques are used:

. Lowercasing: Converts all characters
to lowercase to maintain consistency.

. Tokenization:  Splits text into
individual words or tokens.

. Stopword Removal:  Eliminates

common, non-informative words (e.g., “the,” “is,”
“and”) using NLTK’s stopword list.

. Stemming: Reduces words to their
root form using Porter Stemmer (e.g., “running” —
“run”).

. Noise Removal: Removes numbers,
special characters, and punctuation marks.

Feature Extraction Algorithm: TF-IDF:
Term Frequency—Inverse Document Frequency (TF-

IDF) is used to convert the cleaned textual data into
numerical feature vectors.

. Term Frequency (TF) measures how
frequently a term appears in a document.
. Inverse Document Frequency (IDF)

measures how important a term is by reducing the
weight of commonly used words.

. TF-IDF Score = TF x IDF

This transformation allows the machine learning model
to process and learn from textual data effectively

Classification Algorithm: Decision Tree Classifier

The Decision Tree algorithm is used as the main
classification model for detecting fake news. It is a
supervised learning algorithm known for its simplicity,
interpretability, and effectiveness.

WorkingPrinciple:

The algorithm splits the dataset based on the most
significant features, forming a tree-like structure where
each internal node represents a decision based on a
feature, and each leaf node represents the final
classification (real or fake).

Why Decision Tree?

o Easy to understand and visualize

o Handles both  categorical and
numerical data

o Requires less data preprocessing

o Transparent decision-making, ideal
for fake news verification
Future Algorithm Possibilities
Enhancements)

(Optional

The system is flexible and can be extended with
advanced algorithms such as:

. Logistic Regression or Naive Bayes
for fast and lightweight classification.

. Random  Forest for  higher
accuracy with ensemble learning.

. LSTM or BERT for deep
learning-based context understanding in text.

CONCLUSION:

The rapid spread of misinformation and fake news
through digital platforms has become a significant
challenge in today's information-driven world. This
project addresses the issue by developing a machine
learning-based framework that effectively detects and
classifies fake news articles.

By leveraging Natural Language Processing (NLP)
techniques and the Decision Tree algorithm, the system
is capable of analyzing the linguistic features of news
content and accurately determining its authenticity.

The framework follows a structured approach— starting
from data collection and preprocessing, to feature
extraction using TF-IDF, and finally, classification
using an interpretable machine learning model.

The use of Decision Trees provides transparency in
decision-making, making the system both practical and
trustworthy. The model has demonstrated promising
results in terms of accuracy and efficiency, making it
suitable for real-world applications.

Moreover, the system is modular, scalable, and easy to
integrate with web-based platforms, allowing for real-
time fake news detection.

While the current implementation performs effectively
on structured datasets, there is room for further
improvement.

Future enhancements could involve incorporating deep
learning models, multilingual support, real- time APIs,
and additional data sources such as images and social
media patterns.

Overall, this project contributes a meaningful and
practical solution to the ongoing battle against
misinformation, promoting more informed decision-
making and fostering trust in digital content.
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