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Abstract - Traditional signature-based malware
detection approaches are sensitive to small changes in
the malware code. Currently, most malware programs
are adapted from existing programs. Hence, they share
some common patterns but have different signatures.
To health sensor data, it is necessary to identify the
malware pattern rather than only detect the small
changes. However, to detect these health sensor data in
malware programs timely, we propose a fast detection
strategy to detect the patterns in the code with machine
learning-based approaches. [3]In particular, XG Boost,
Light GBM and Random Forests will be exploited in
order to analyze the code from health sensor data
Terabytes of program with labels, including benign
and malware programs, have been collected. The
challenges of this task are to select and get the features,
modify the three models in order to train and test the
dataset, which consists of health sensor data, and
evaluate the features and models. When a malware
program is detected by one model, its pattern will be
broadcast to the other models, which will prevent

malware program from intrusion effectively.[1]
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1.INTRODUCTION

With the advent of the Internet of Things Era, all kinds of
sensors are applied to collect health sensor data.
Inevitably, some malware or malicious codes concealed
in health sensor data, which are considered as intrusion in
the target host computer, are executed according to the
logic prescribed by a hacker. The categories of malicious
codes in health sensor data include computer viruses,
worms, trojans, botnets, ransomware and so on [1].
Malware attacks can steal core data and sensitive
information and damage computer systems and networks.
It is one of the greatest threats to today's computer security
[2, 3]. The method of performing malware analysis is

usually one of two types [4-7]. [4]

studying each component. Binary files can also be
disassembled (or redesign) using a disassembler (such as
IDA). Machine code can sometimes be interpreted into
assembly code, and humans can read and understand
assembly code. Malware analysts can understand
assembly instructions and get an image of what the
program should execute. Some modern malware is created
using ambiguous techniques to defeat this type of analysis,
such as embedding grammatical code errors. These errors
can confuse the disassembler, but they still work in the

actual execution[7].

(2) Dynamic analysis is performed by observing how the
malware actually behaves when it runs on the host 1 This
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the broad-spectrum scanning scans the feature code and
uses masked bytes to divide the sections that need to be
compared and those that do not need to be compared.
Furthermore, with the development of malware
technology, malware begins to deform in the transmission
process in order to avoid being found and killed, and there
is a sudden increase in the number of malware variants.
The shape of the variants changes a lot so that it is
difficult to extract a piece of code as a malware

signature[3].

2. RELATED WORK

Based on this situation, a natural idea is to apply machine
learning-based methods that use existing experience and
knowledge to perform static code analysis on unknown
binary code and automatically classify malware.
According to the guidance, this paper uses the related
technologies of machine learning based methods and
explores the application of this method in the
classification of malware [11-14]. The essence of malware
detection is a classification problem, which distinguishes
the samples to be detected into malware or legitimate
software.[9]Therefore, the host malware detection
technology is driven by a machine learning algorithm’s
core steps, and the main research steps of this paper are as
follows: [ Collect sufficient malware code samples and
legitimate software samples. [ Perform effective data
processing on the sample and extract the features. [
Further select the main features for classification.
[1 Combine the training using machine learning
algorithms and establish a classification model.

[] Detect unknown samples using the trained
classification model. The ultimate goal is to find the most

effective features and models in this practical task. This
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chapter introduces the main research questions and basic
ideas[10].

In the era of the fourth industrial revolution, there is a
growing trend to deploy sensors on industrial equipment,
and analyze the industrial equipment’s running status
according to the sensor data. Thanks to the rapid for
industrial control at the edge of the network or at data
centers. Due to the considerable development of deep
learning in recent years, a common practice of such
learning [2,3,4]. Such

methods select a subset of all fetched sensor data stream as

analysis is to conduct deep
the input features, and generate equipment predictions. As
a result, the performance of the learning model was
seriously impacted by the features selected, thus feature

selection plays a critical role for such methods[6].

3. EXISTING SYSTEM

Based on this situation, a natural idea is to apply machine
learning-based methods that use existing experience and
knowledge to perform static code analysis on unknown binary
code and automatically classify malware. According to the
guidance, this paper uses the related technologies of machine
learning based methods and explores the application of this

method in the classification of malware[11].

DISADVANTAGES OF EXISTING SYSTEM:

Must need basic knowledge to perform static code

analysis on unknown binary code and automatically

classify malware.

4. PROPOSED SYSTEM

In my project , we mainly focus on static code analysis.
The early static code analysis methods mainly include
feature matching or broad-spectrum signature scanning.
Feature matching simply uses feature string matching to

complete the detection, while the broad-spectrum

Page 2


http://www.ijsrem.com/
https://www.mdpi.com/2076-3417/9/3/437/htm#B2-applsci-09-00437
https://www.mdpi.com/2076-3417/9/3/437/htm#B2-applsci-09-00437
https://www.mdpi.com/2076-3417/9/3/437/htm#B4-applsci-09-00437

g‘g&’ ‘3%

I1JSREM

- 87 INternational Journal of Scientific Research in Engineering and Management (IJSREM)

w Volume: 06 Issue: 08 | August - 2022

Impact Factor: 7.185

ISSN: 2582-3930

© 2022, I)SREM

scanning scans the feature code and uses masked bytes to
divide the sections that need to be compared and those
that do not need to be compared. Since both methods need
to get malware samples and extract features before they
can be detected, the hysteresis problem is serious[12].

Furthermore, with the development of malware
technology, malware begins to deform in the transmission
process in order to avoid being found and killed, and there
is a sudden increase in the number of malware variants.
The shape of the variants changes a lot so that it is
difficult to extract a piece of code as a malware

signature[14].
ADVANTAGES OF PROPOSED SYSTEM:

simply uses feature string matching to complete the
detection, while the broad-spectrum scanning done both

comparison and un-comparison

5.SYSTEM ARCHITECTURE
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Fig. 1: Multi-user computation offloading with N users
in an edge computing environment.
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6. SYSTEM IMPLEMENTATION

6.1 MODULE DESCRIPTION:
1.Upload dataset

we get the sensor data from the Kaggle website.

2.Data Preprocessing : after getting the data we have to

remove the unwanted data from thedataset like null values,

unwanted rows, unwanted columns.
3.Train and Test Model : after preprocessing the data

we have to split the data into two part straining data and

testing data.

4.Run Algorithm : we have to test machine learning

algorithms to find the best algorithm with best accuracy

by training the data and testing the data to algorithms.
5.Accuracy graph : Finally we plot the graph of all the

algorithms with accuracy.

7. TESTING

Testing

Testing is a process of executing a program with the aim of
finding error. To make our software perform well it should be
error free. If testing is done successfully it will remove all the

errors from the software.

if some words generate wrong trapdoor when there is no
back ground knowledge, then the system generates false

positive ratio.

Page 3


http://www.ijsrem.com/

Ggég’ ‘3@3&
e M International Journal of Scientific Research in Engineering and Management (IJSREM)

w Volume: 06 Issue: 08 | August - 2022 Impact Factor: 7.185 ISSN: 2582-3930

White Box Testing

When applied to machine learning models, black box testing

Testing technique based on knowledge of the internal logic would mean testing machine learning models without knowing

of an application's code and includes tests like coverage of code € internal details such as features of the machine learning
statements, branches, paths, conditions. It is performed by model, the algorithm used to create the model etc. The challenge,

software developers however, is to verify the test outcome against the expected

values that are known beforehand.
Black Box Testing
password. Once Login is successful user will do

A method of software testing that verifies the functionality some operations like View Profile, Request Key

of an application without having specific knowledge of the . . ..
P g % g View Access Control, View Clinical Reports, and

application's code/internal structure. Tests are based on . ) )
View Patient Details.

requirements and functionality.

Unit Testin
: 8. RESULTS AND DISCUSSION

Software verification and validation method in which a
programmer tests if individual unitsof source code are fit for use.

It is usually conducted by the development team. ) )
1. Now click on “Upload data and import”

Integration Testing

A aing.

The phase in software testing in which individual software -
modules are combined and tested as a group. It is usually e

conducted by testing teams.
Black Box Testing

Blackbox testing is testing the functionality of an application

without knowing the details of its implementation including s

2.Upload the data and read the basic data information will

internal program structure, data structures etc. Test cases for
black box testing are created based on the requirement

e . N be shown on the screen
specifications. Therefore, it is also called as specification-based

testing. Fig.4.1 represents the black box testing:

Input Output —

Software Code

3. Accuracy Comparison for all the models

Fig.: Black Box Testing
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8. CONCLUSION

With the increasing complexity of malware codes
concealed in health sensor data [27-30, 38, 40], the
application of machine learning algorithms in the
detection of malicious code has been increasingly valued
by the academic community and numerous security
vendors. Based on the theory of machine learning, this
paper combines the advantages of different models [31-
33, 36-37] and discusses the static code analysis based on
different machine learning algorithms and different code
features. This work can provide referential value for the
future design and implementation of malware detection
technology for machine learning [34]. However, this area
still belongs to the developmental stage. There are still
many future tasks and challenges and they are
summarized below. 1. Lack of valuable data: A machine
learning algorithm often requires tens of thousands of
data [35] to be trained in order to get an effective model.
The acquisition of these basic data often requires manual

operations and the speed cannot be guaranteed [36, 37].

[2].
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