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Abstract - This project aims to design and implement a
surveillance robot using an Arduino microcontroller and
an ESP32 module. The robot is equipped with a camera,
allowing it to capture images and videos and transmit
them wirelessly to a remote device for monitoring. The
Arduino is responsible for controlling the robot's
movements, while the ESP32 provides wireless
communication and data transmission capabilities. The
robot is designed to navigate in various environments and
can be remotely controlled through a mobile application.
The surveillance robot has potential applications in
security and surveillance systems, remote monitoring,
and home automation. The design and implementation of
the robot have been detailed in this project, along with the
results of its performance testing. This paper presents the
design and implementation of a surveillance robot for
military applications using Arduino and ESP32 module.
The surveillance robot is designed to operate in various
environments, including rugged terrains, urban areas, and
confined spaces, providing reliable and effective
surveillance capabilities for the military.
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INTRODUCTION

Modern military operations require reliable and effective
surveillance capabilities to ensure the safety and success
of missions. Surveillance robots have emerged as a
promising solution for providing real-time situational
awareness and intelligence gathering in various
environments. These robots are designed to operate in
rugged terrains, urban areas, and confined spaces,
providing a flexible and versatile tool for military
surveillance applications.

In this paper, we present the design and implementation
of a multifunctional surveillance robot for military
applications using Arduino and ESP32 module. The robot
is designed to provide reliable and effective surveillance
capabilities in various environments, making it suitable
for a wide range of military applications.

The proposed system includes an  Arduino
microcontroller, an ESP32 module, a camera module, and
other sensors such as ultrasonic sensors and infrared
sensors. The Arduino microcontroller acts as the main
control unit, while the ESP32 module provides Wi-Fi
connectivity and communication capabilities. The camera
module provides visual information, while the ultrasonic
and infrared sensors provide obstacle detection and
distance measurement.

The robot is designed to be remotely controlled using a
mobile application, allowing the operator to monitor the
environment and control the movement of the robot. The
mobile application communicates with the ESP32
module using Wi-Fi, and the ESP32 module sends the
control signals to the Arduino microcontroller. The robot
can also be programmed to operate autonomously, using
algorithms for obstacle detection and avoidance.

The robot's mobility is achieved using two DC motors,
which drive the wheels in a differential drive
configuration. The robot's chassis is made of lightweight
materials such as aluminum or carbon fiber, providing the
required strength while minimizing the weight. The robot
is also equipped with a rechargeable battery, providing an
extended operation time for prolonged surveillance
missions. The proposed surveillance robot is designed to
be multifunctional, providing various capabilities for
military surveillance applications. The robot's camera
module provides high-resolution video and image
capture, allowing for real-time situational awareness and
intelligence gathering. The robot's obstacle detection and
distance measurement sensors allow for safe navigation
in various environments, while the Wi-Fi connectivity
and communication capabilities provide remote control
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and monitoring capabilities. In addition to its primary
surveillance capabilities, the robot can also be customized
for various applications. For example, the robot can be
equipped with a gas sensor for detecting hazardous
materials or a sound sensor for detecting gunshots. The
robot can also be customized for various payloads, such
as a manipulator arm for handling objects or a speaker for
communication purposes. In conclusion, the proposed
multifunctional surveillance robot provides a flexible and
versatile solution for military surveillance applications
using Arduino and ESP32 module. The robot's
lightweight and compact design, combined with its
mobility and obstacle detection capabilities, make it
suitable for various environments. The robot's remote
control capabilities and autonomous operation make it a
reliable and effective tool for military surveillance
applications.

PROBLEM STATEMENT

The problem statement for a surveillance robot using
Arduino and ESP32-CAM module is to design and
develop a cost-effective and efficient robotic system that
can monitor and record video footage of a specific area in
real-time, and provide remote access to the footage. The
system should be able to move around autonomously and
capture high-quality images and videos using the ESP32-
CAM module. Additionally, the robot should be easy to
control and configure using an intuitive user interface, and
be capable of transmitting data wirelessly to a remote
device such as a smartphone or laptop. The final product
should be compact, portable, and affordable, making it
suitable for both indoor and outdoor surveillance
applications. To minimize the threat to the life. And save
as much as possible Soldier’s life, which we can consume
somewhere else. In this project we developed a smart
robot for military applications which provide us
surveillance on border area. We can know the real time
condition there and act further according to that.

LITERATURE SURVEY

The need for a surveillance robot for military applications
using Arduino and ESP32-CAM module arises from the
need for reliable and efficient surveillance systems that
can operate in harsh and unpredictable environments.
Military operations often require surveillance of enemy
territory, border surveillance, and surveillance of critical
infrastructure. In such situations, it is crucial to have a
surveillance system that can provide real-time
information about the surroundings and detect any
potential threats.

A surveillance robot using Arduino and ESP32-CAM
module can provide several benefits for military
applications. Firstly, it can operate in remote or
inaccessible areas, providing valuable information
without risking human life. Secondly, it can operate for
extended periods without human intervention, reducing
the need for frequent maintenance or replacement.
Thirdly, it can provide real-time video footage and
transmit it wirelessly to a remote device, allowing
military personnel to monitor the situation from a safe
distance.

In addition, the use of Arduino and ESP32-CAM module
in a surveillance robot makes it a cost-effective solution,
which is essential for military applications that require a
large number of surveillance systems. The open-source
nature of Arduino also allows for easy customization and
modification of the system, making it adaptable to
different scenarios and changing requirements.

Overall, a surveillance robot using Arduino and ESP32-
CAM module can provide an efficient, reliable, and cost-
effective solution for military surveillance applications,
enabling military personnel to make informed decisions
and take appropriate actions in a timely manner.
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Fig 1: Block Diagram
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METHODOLOGY

In this project we used 12 v dc battery for power supply
and for 5 volts we used 2596 dc-dc bug convertor. The 5v
power supply is then given to ESP 32 CAM module
which has inbuilt camera as well as it supports wi-fi video
monitoring. ESP integrates Wi-Fi with 32 bit CPUs.it has
frequency range in between 80MHz to 240 MHz’s, The
serial data output from ESP 32 CAM module is given to
the controller which is At-Mega 328 controller based on
Arduino UNO board.12 volts power supply is given
directly to the Arduino UNO board it has inbuilt
regulator. The data from controller is given to the L293d
motor driver which is connected to the motors and
responsible for movement of robot. We can move robot
by connecting it to the web app with the help of Wi-Fi
and Ip address. The working of a surveillance robot for
military application using Arduino and ESP32-CAM
module involves the following steps: Design and
construction of the robot: The first step involves
designing and constructing the robot using an Arduino
microcontroller and an ESP32-CAM module. The robot
should be compact, lightweight, and rugged to withstand
harsh environments. Integration of ESP32-CAM module:
The ESP32-CAM module is integrated into the robot to
capture real-time video footage. The module is connected
to the Arduino microcontroller, and the video footage is
transmitted wirelessly to a remote device using Wi-Fi or
such as a smartphone or laptop.

FLOWCHART

Initialization of Input Output ports

Fig 2: Flowchart

HARDWARE SPECIFICATIONS

Arduino-Uno

The Arduino UNO R3 is the perfect board to get familiar
with  electronics and coding. This  versatile
microcontroller is equipped with the well-known
ATmega328P and the ATMega 16U2 Processor. This
board will give you a great first experience within the
world of Arduino.

« AT MEGA 328

No. of pins — 28

CPU- RISC 8-bit AVR

Program memory- 32KB (Flash type)
IO pins-23

YV V V V V

Operating voltage- 1.8vto55v

MOTOR A MOTOR B
ouTl ouTa
ouT2 ouTs

JUMPER

Ground Pins

Fig 3: Arduino UNO

ESP32 Cam

The ESP32-CAM is a small size, low power
consumption camera module based on ESP32. It comes
with an OV2640 camera and provides an onboard TF
card slot. The ESP32-CAM can be widely used in
intelligent 10T applications such as wireless video
monitoring, Wi-Fi image upload, QR identification, and
S0 on.

> 802.11b/g/n Wi-Fi & BT module
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Power LED
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» Frequency range is up to 240 MHz

(_Positive Input ) ([ Output Adjust )

> SRAM-520 KB =T

Fig 6: LM2596

DC motor

Fig 4: ESP 32 Cam Module

_ 60RPM — 12Volts geared motors are generally a simple
1298N Motor Driver DC motor with a gearbox attached to it. This can be used
L298N Motor Driver Module is a medium power motor in all-terrain robots and variety of robotic applications.
driver perfect for driving DC Motors and Stepper
Motors. It uses the popular L293 motor driver IC. It can
drive 4 DC motors on and off, or drive 2 DC motors with
directional and speed control.

§ 7

» Max supply current - 2A
» Logic voltage - 5v

Fig7: dc motor

ADVANTAGES
» This surveillance robot can be used at border area
Fig 5: L298N Motor Driver
» It can be used in day/night mode surveillance
LM2596 » Can be used for remotely controlling devices
The LM2596 series of regulators are monolithic > This robot has wide range of applications it can

integrated circuits that provide all the active functions for
a step-down (buck) switching regulator, capable of
driving a 3-A load with excellent line and load

be used at various industrial areas and many
sectors for safety purpose

regulation. These devices are available in fixed output > In military applications it will used for spy
voltages of 3.3V, 5V, 12 V, Input voltage: 3-40V. activities and for monitoring sensitive areas
» Output voltage: 1.5-35V(Adjustable) » It can be used at hazardous places for preventing

) ] harm to humans
» Output current: Rated current is 2A, maximum

3A.

FUTURE SCOPE

The system proposed has one robot operating in an area
allowing only one part to be monitored at a time, by
integration technologies like 6lowPan. Number of robots
can be deployed for monitoring a large area at the same
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time. With integration of 6lowPan the systems can RESULT
become energy efficient as the battery energy used for
data transmission over GPRS can be reduced to minimal.

The future scope for surveillance robots for military
functions using Arduino and ESP32-CAM module is vast
and promising. Some of the potential areas for
improvement and development are:

Artificial Intelligence: The integration of artificial
intelligence (Al) into surveillance robots can enhance
their capabilities and accuracy. Al algorithms can enable
the robot to recognize and differentiate between different
types of objects and prioritize potential threats.

Autonomous Navigation: Currently, surveillance robots
operate on pre-programmed but after the technology
upgradation it will be massive positive changes have to be
done.

1: Final Model of Surveillance Robot

CONCLUSION

In conclusion, the development of a surveillance robot for
military applications using Arduino and ESP32 Cam
module has the potential to enhance the effectiveness and
efficiency of military operations. The use of Arduino and
ESP32 Cam module offers several advantages such as
cost-effectiveness, ease of programming, and flexibility.
The robot can be programmed to perform various
surveillance tasks, including reconnaissance, intelligence
gathering, and target acquisition. The integration of the
ESP32 Cam module provides high-quality video and
image capture capabilities, which can be used to provide
real-time situational awareness to military personnel.

Additionally, the use of Arduino enables the robot to be

easily customizable and upgraded based on changing
mission requirements. However, it is important to note

that the development of a surveillance robot for military
applications raises ethical concerns regarding privacy and
data security. Appropriate measures must be taken to
ensure that the robot is used in accordance with ethical
principles and that sensitive data is protected. Overall, the
development of a surveillance robot using Arduino and
ESP32 Cam module has the potential to provide
significant benefits to military operations.
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