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ABSTRACT: The explosion of fake news on multilingual social media
platforms is becoming increasingly problematic for the discourse in today’s society.
Current fake news detection solutions are mainly based on either textual or visual input
only and are primarily in the English language. We propose an approach which uses both
textual and visual input of social media posts in real time to classify fake news using a
multilingual and multimodal framework. This framework makes use of XLM-RoBERTa
(XLM-R) for text representation and ResNet-50 for visual representations of the images
and then combines them using a lightweight feed-forward neural network. Contrary to
previous solutions which used BERT combined with VGG-19 and Text-CNN along with
VGG, our framework can handle multiple languages, namely English, Hindi, Bengali and
many more languages without becoming computationally expensive with a validation
accuracy 98.81%.

KEYWORDS: Detection of multilingual fake news, Detection of multimodal
disinformation, Real time social media analysis, Semantic learning using transformers,
Cross-lingual embeddings, Social-Media, Deep Learning.

INTRODUCTION: The fast spread of fake news via social media platforms is
now considered a serious issue for the integrity of information, trust between people and
democracy itself. Our fake news detection system can handle the dynamics of
misinformation, especially when the misinformation is multilingual, multimodal or very
sophisticated. Most methods are highly dependent on textual data, do not take into
account the visual component of the news or work in a monolingual context, which
restricts their usability in reality.
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In addition, a complete lack of explainability in such models creates issues for analysts
and end-users trying to comprehend the reasons for the detected news being fake. There
are several problems connected to each other that prevent the practical usage of the
developed methods. The first one is the monolingual nature of the majority of currently
used systems while social media content is multi-lingual, including even the same
discussion threads. Secondly, current approaches ignore the interaction between text and
visual content. Models cannot get the complete picture and fail to identify the hidden,
deliberate inconsistency of headlines against what is happening in photos. Misleading
posts use a very common tactic of combining an entirely truthful picture with a false
headline, and existing systems are simply blind to this problem as they ignore the
interaction of the two mediums. Additionally, some Al solutions act as ‘black boxes’
providing no confidence scores beyond just labeling the post as ‘fake’ or ‘real’. Without
an analysis of which words or visual cues caused an alert, human moderators cannot fully
trust an Al system when working under high stress conditions. Lastly current
technologies are too slow to deal with continuous feeds on social media. Therefore, this
paper presents a fast, comprehensible, and transparent solution that will allow identifying
and debunking misleading posts in real time while providing human analysts with
sufficient explanation of their actions.

LITERATURE REVIEW: The tools used to detect fake news has changed a

lot. They started as simple keyword filters and now complex Al programs. But these
systems struggle with how highly unstructured social media really is. Stories spread fast,
in many languages at once and change between pictures and text almost instantly. These
are their weaknesses. This part will look at four main ways people have tried to catch
fake news. We will point out where old methods didn’t work well and explain how our
idea fits in.Initially, those who aimed to automate fact-checking processes focused on
examining characteristics related to text composition and structure. It has been discovered
that most pieces of misinformation tend to have their linguistic patterns, such as overly
emotional language, clickbait style or certain linguistic patterns that can be spotted using
various software, e.g., LIWC (Linguistic Inquiry and Word Count). Over time, however,
as deep learning techniques advanced, there has been no need to hand-pick particular
features

any longer.
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Now researchers employ advanced language models (BERT, RoBERT), which
demonstrate strong performance in handling ungrammatical writing, biased language and
inconsistencies in texts.

Even though these models performed well on organized data, they hit a big problem in
real life: They just assumed everyone spoke one language. But social media chats are
global and messy by nature. Even an inaccurate or paraphrased translation or even a
mixture of languages will help to propagate a rumor on a global scale. Huge language
models such as mBERT and XLM-RoBERT have been able to cope with basic
translations. But they get much less accurate when they deal with local ways of speaking
or casual slang from different areas. Worst of all, since they only look at text, these
models cannot see the fake visuals that are everywhere on social media now.

Because a lot of modern fake news uses pictures, researchers started looking at systems
that check both text and images at the same time. Usually, these systems are built using
something called “late fusion.” Basically, the Al uses one program to analyze that text
and another to understand the image. Then it just combines what those two programs
found to guess if something is fake or real.

TAXONOMY OF MULTIMODAL FUSION ARCHITECTURES FOR MISINFORMATIONS DETECTION
LATE FUSION ARCHITECTURES
(THE CONTEXTUAL MISMATCH
VULNERABILITY)
EMBEDDINGS TRANSFORMER CONCATENATION CLASSIFIER
[AGNOSTIC l
AGGREGATION)
VISUAL — CNN —_— PREDICTION:
FEATURES (ResNet/VGG) BUNDTO
CONTEXTUAL
MISMATCHES
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Recent studies highlight a significant flaw in this design, it completely overlooks the
connections between the two mediums. Deceptive posts rarely use clearly altered or fake
images. However, they use ‘cheapfakes’ which are are genuine, unedited pictures paired
with fabricated captions. Late fusion models treat text and images as two distinct
categories. Therefore, they do not detect any inconsistencies between text and visual
components of the image. Although newer models employ complex cross-attention
transformers to connect specific words to parts of an image directly, these systems are
heavy on resources and slow. This creates a continuous challenge in balancing deep
understanding across different types of data with the need for real-time performance.
Even when a deep learning model successfully identifies misinformation, it usually
functions as a mathematical “black box”. In critical situations, such as first content
moderation during elections or quickly unfolding public crises, merely labeling a post as
fake or real (y € {0,1}) without any context is insufficient. Human fact checkers and
platform moderators will not trust an AI’s decision if they cannot see how it arrived at its
conclusion. To address this trust issue, researchers have employed interpretability tools
like LIME and SHARP to determine important scores for various parts of an input.
However, these tools have two main problems. First, they assess words or pixels
individually, so they still cannot why a specific combination of a phrase and image feels
contradictory or misleading. Second, raw mathematical gradients do not translate into
clear, human reasoning.
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Showing a fact-checker, a heat map of abstract statistical weights do not help them in their
task. Recently some researchers have turned to Large Vision-Language Models (LVLMs)
to produce natural language explanations. While these explanations sound like they were
written by a human, they pose the serious risk of “hallucinations,” where the Al
confidently creates believable but entirely false reasons for its decisions, complicating the
verification process further.

PROBLEM STATEMENT: Essentially, combating misinformation on the

internet presents a challenging problem, where although fake news has reached
unparalleled levels of sophistication, technologies that can detect this type of activity
remain at the research stage. In real-time testing of these technologies in the
unpredictable environment of online social networking platforms, three major flaws
repeatedly surface:

o Although real internet conversations are unstructured, global and highly
informal, most models are built around clean, monolingual data. If everyday users drop
into casual regional slang or blend multiple languages together, current tools may fail in
this case.

o Standard tools consider news text and images as entirely separate pieces of
information, simply gluing their findings together at the very last second. This makes
them completely blind on the pair of real, trusted photograph with a completely
fabricated headline.

o Almost all deep learning models act like an opaque decision-making
systems, handing down a blunt ‘real’ or fake ‘verdict’ without explaining how they reach
that conclusion. This lack of clear common-sense reasoning, combined with slow process
speeds which means platform managers simply cannot trust automated tools to make
split-second decisions on live feeds.

Our Goal: Our goal is to introduce a fast highly collaborative framework that can detect
complex, multilingual and multimodal fake news before it spreads through the country,
thereby protecting the public.

We have analyzed some researches and note their contributions and gaps.

SOLUTION: To address the related problem areas of linguistic barriers, media
silos, and the trust issues associated with the ‘black box’ system. We have created an
integrated solution designed for the chaos of real time social media. The quality of
information obtained from any Al platform will always depend on the quality of data
used to train that platform.
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Dataset Collection: The dataset consists of naturally occurring multilingual
and multimodal social media content, reflecting real-world noisy and unstructured
environments. We have taken some messy news written in multiple evolving languages,
unverified sources and social media chat. Instead of just making a generic, outdated data
dump, we built a hybrid pipeline that blends classic research benchmarks with live, high-
risk streaming topics.

SpotFake (2019) uses BERT and VGG-19 for text and image encoding respectively. The
highest accuracy it reached is 77.77% (Twitter) and 89.23% (Weibo). However, the
application of XLM-R and ResNet-50 makes our features much better compared to
theirs.

EANN (2018) applies Text-CNN along with VGG-19 which managed to obtain only
71.5% (Twitter) and 82.7% (Weibo). Our multilingual transformer can significantly
outperform them due to its higher semantic understanding.

SAFE (2020) (Similarity-Aware) utilizes VQA/CNN and attention mechanism applied to
English news. They provide results of about 87.4% for PolitiFact and 83.8% for
GossipCop. Once more, our approach beats their benchmarks under similar
circumstances.

Hence, although our current validation accuracy of 98.81% is quite impressive, it is
natural considering we used the better encoder. We shall make it clear that the
benchmarking requires equal splitting.

Raw
Multimodal
Data sources

|
| |

Textual Stream (Casual Visual Stream
Social Media Text, (Accomplying Media,
Multilingual Images, Compress-
comments) Frames

Real news Fake news

« English =609 « English =579
o Other 10 languages = 500 each o Other 10 languages = 500 each

Total real = Total fake =
609+ (10 > 500) = 5609 579 + (10 x 500) = 5579
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Image datasets include some news of several domains like Politics, Sports,
Entertainment, Agriculture, Crime, Environment, Education, Health, Business etc.
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Real News Image Dataset Distribution

Fake News Image Dataset Distribution

Proposed Architecture: In order to address the limitations of the conventional systems
that utilize only one form of information for detecting fake news, we advocate for
adopting a multilingual and multimodal approach. This entails examining both text and
visual content simultaneously to ensure the efficiency of processing large amounts of
posts that appear on social media platforms. Such an approach will prove useful since it
can detect any misleading news through the analysis of multiple inputs.

In this paper, we introduce a multilingual and multimodal model for real time fake news
detection, which integrates information from the textual and the visuals streams of data in
social media posts. Our approach is based on three main ideas

o Independent encoding of texts that supports several different languages (10+)

o Deep learing based extraction of visual features using residual networks and a
compact but efficient fusion model.
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Our model takes text tokens as input which are denoted as T = {ti, tz, ..., t.} and an image
I with N < 128 tokens per post. The number of text tokens is limited to 128 to keep
computational complexity low and get the most relevant linguistic clues. Keeping both
modalities separate initially, the architecture generates distinct embeddings for each.
These are only combined at a later stage, an approach known as late fusion.

Text Encoding with XLM-RoBERTa:  As for text encoding, we use XLM-
RoBERTa (XLLM-R) — a transformer-based multilingual language model that was trained on
2.5TB of filtered CommonCrawl corpus in 100 languages. In contrast to previous work that used
only English models (e.g., BERT in SpotFake, or Text-CNNs in EANN [4]), XLM-R generates
language-invariant contextual representations which allows our detector to be applied to
multilingual social media posts in an agnostic way.

Text input T is tokenized and fed into XLM-R encoder. The context-based embedding of [CLS]
token from the final layer of transformer model is considered as 768 dimensional sentence
embedding h T € RS, Then a linear projection is performed to decrease the dimensionality to
512 dimensional feature vector f T € R>!2,

Visual Encoding with ResNet-50: In order to encode the images, we use
ResNet-50 , which is a 50-layer deep residual convolutional neural network that has been pre-
trained on ImageNet. Unlike the earlier network architectures like VGG-19 used for SpotFake and
EANN, the residual layers in ResNet-50 make it capable of learning more sophisticated visual
features, including objects, scenes, and manipulated parts without vanishing gradient problems
in deep networks.

After resizing and normalizing the input image I, we feed it to the entire ResNet-50 convolutional
backbone. At the last layer, global average pooling provides us with a 2048-dimensional feature
vector. Then, using a linear projection layer, the dimensionality of the vector is reduced to 256
and ReLU is applied to bring non-linearity in our representation resulting in f 'V € R,

Multimodal Fusion: The fused features can be derived through concatenation of the features
extracted after independent encoding as follows:

f fused=[f T;f V] € R where [;] represents vector concatenation. The result will be a single
concatenated 768-dimensional multimodal feature that encapsulates both language and vision.
This 1s deliberately not an attention-based method compared to the more elaborate methods such
as multi-head cross-modal attention.

Classification Head: The concatenated vector f fused is then fed to a simple feed-
forward classifier network that is made up of a fully connected hidden layer with 128 nodes; a
Rectified Linear Unit activation layer; a dropout layer with p = 0.3 to prevent overfitting; and an
output layer with 2 logits for the real and fake classes. This is followed by applying the softmax
function to the output layer to make the final classification.

Training Objective: Training of the complete architecture is performed in an end-to-end
manner using the categorical cross entropy loss function: L =-X y; log(¥i) with y; representing the
ground truth one-hot label vector and §; being the probability score of the predicted class. The
loss function directly punishes the classification errors through comparison of the predicted
probability scores with the true labels, thus enabling the model to predict confidently and
correctly. Our training uses a batch size of 16 for all the epochs because of the
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efficiency of memory usage along with the stability of gradients due to the nature of our input
data.

Architectural Advantages: With XLM-RoBERTa and ResNet-50, our architecture
upgrades the obsolete BERT and VGG-19, or Text-CNN and VGG architectures, employed by
SpotFake and EANN. Moreover, our fusion architecture is deliberately made lightweight
compared to heavy transformers-based fusion architectures in order to achieve real-time
execution. Our fusion architecture is similar to recent fusion approaches using XLM-R and
ResNet-50, although we make it lightweight.

Unlike other multilingual fake news detection systems that work either in English or in Chinese,
the proposed system takes into account other languages as well since XLM-R provides language
agnostic representations. This is possible through the balanced gathering of training data in
several languages (e.g. English, Hindi, Bengali etc).

The classification head employs small fully-connected layers with dropout, ensuring that the
number of parameters remains reasonable and latency during inference is minimized. The model
is therefore ideal for use in live social media surveillance applications where throughput
becomes an important consideration.
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Multimodal Model Accuracy Over Epochs
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way that it is able to be executed not only in 10251
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process is fast. 5w
It is evident from the accuracy curve the L
current architecture is suitable for our
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Epochs

Real Time Feasiblity: What does “real time” mean in our case? As correctly

stated by Cavus et al., full-time online monitoring is not common and needs to be
efficiently deployed. Our model performs inference on newly published posts with
reasonable delay even while using standard equipment. For example, on a GPU, it
classifies one post in several tens of milliseconds. In [42] there was reported 99% of
accuracy in real-time online stream of tweets about the COVID-19 on the cloud-based
BERT-based solution called FANDC. In our study, we will consider inference speedup
(e.g. posts/sec) and note that low latency could need batching or model compression.
Thus, by showing empiric results of throughput and noting that the model is light enough
(e.g. no huge ensembles), we will support the claim of real time. Inference latency = 42
ms/post Throughput = 23 posts/sec GPU = NVIDIA T4

Explainability & Interpretability. In this section, finally, we tone down our
previous assertions and discuss future improvements. We first admit that no XAl
technique has been used in the submission of this paper. Future improvements would
involve using some techniques such as LIME and SHAP to explain individual
predictions. (Zhou et al. for instance, incorporate SHAP/LIME in their multimodal
architecture). In addition, we display attention weights that reveal what parts of
text/images contribute towards making the decision. If we have enough room, we would
use a case study where we present attention to text/images for a fake news with
mismatched images.

MODULES/COMPONENTS USES

0S Handles file paths and it verifies if image
file exists on disk.

torch Main deep learning network, used for
tensor math and GPU execution.

nn It provides like Linear (mapping features),

ReLU (activation), Dropout (preventing
overfitting) and
CrossEntropyLoss
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pandas [t loads, cleans and structures raw dataset
CSV file

PTL.Image [t opens raw images and converts them to
standard 3-channel RGB format.

Dataset/ Dataloader Structures data (dataset) and feeds it to the
model in batches of 16 (dataloader)

AutoTokenizer / AutoModel [t converts raw text into integers

(Tokenizer) and extracts multilingual text
embeddings (XLM-RoBERTa).

models / transforms It loads the visual backbone (ResNet-50)
and resizes/normalizes images to $224
times 224$ pixels.

AdamW [t is an advanced optimizer that adjusts

network weights and applies weight decay
to prevent overfitting.

get linear schedule with warmup [t dynamically manages the learning rate,
ramping it up initially then tapering it off
linearly.

numpy [t converts PyTorch tensors into standard
flat arrays for metric calculations.

matplotlib.pyplot [t plots and saves the final Training vs.
Validation accuracy graph

confusion matrix [t tracks sorting mistakes by calculating
True/False Positives and Negatives.

train_test split [t separates the data into an 80/20

train/validation split while maintaining
perfectly balanced label ratios.

RESULT: From the previously uploaded pictures of Epochl to Epoch 5, it
can be seen that the model was trained for five epochs, with consistent improvements in
training and validation performance. The training accuracy improved from 87.50% to
99.92% in the fifth epoch, whereas validation accuracy improved from 94.83% to
98.81%.

Training loss reduced significantly from 0.2566 to 0.0047 and this signifies a good
performance achieved by the model during the learning process.

In summary, the findings demonstrate that the proposed multimodal architecture provides

outstanding results with minimal differences between training and validation
erformance. The model achieved: Precision: 98.75% Recall: 98.92% F1-score: 98.83%.

Confusion Matrix
CValkinbon Dataneaet)

Predcted Label
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DISCUSSION: From the results, it can be observed that the framework trains and
performs effectively in detecting fake news. There is consistency between the training
and validation scores, indicating that the framework is not overfitting and hence is
effectively learning from the patterns. This implies that the framework’s utilization of
image and text data increases the accuracy of the predictions in practical scenarios.
Additionally, there is a consistent reduction in the loss, meaning that the framework is
training correctly. So, it can be said the framework is stable and effective for use in
dealing with multilingual and multimodal fake news content.

ADVANTAGES:

1. As the model uses both text and image information, it can catch fake news more
effectively than any other detector.

2. This detector works well with multilingual (10+ Languages) and code-mixed
social media posts, which is useful for real-world platforms.

3. The late fusion design keeps the text and image features separate at first, which
helps the model learn better from each modality.

4. The architecture is lightweight, so it can process posts quickly.

5. The high validation accuracy shows that the model generalizes well and does not

overfit heavily.

FUTURE SCOPE:

1. The model can be extended to include audio and video inputs with multilingual
features for detecting fake news in richer media formats.

2. More advanced explainability methods can be added so that users can easily
understand the reasons why content is classified as fake or real.

3. It can be integrated with social media tools further.

CONCLUSION: Finally, this proposed framework represents a robust strategy
for fake news detection in real time on social media sites by exploiting language-based
cues as well as inconsistencies in visual content. The high training and validation
accuracies indicate effective training of the architecture and good ability to generalize
from the training set to unseen cases.

On the other hand, the developed framework is also practical and scalable which makes it
applicable in real life. Therefore, this project demonstrates the value of using multimodal
and multilingual learning for developing reliable fake news detection mechanisms.
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