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Abstract—The way people share and consume digital content has
changed as a result of the widespread use of social media platforms.
Images are the most widely shared type of media, which makes them a
desirable target for forgery and manipulation. Image forgery has the
potential to deceive the public, shape social and political narratives, and
even encourage cyberattacks. The necessity for automated image-
authentication systems is highlighted by this growing threat. With a
focus on deep learning-based methods, specifically Convolutional
Neural Networks (CNNs), this survey paper examines previous research
on machine learning-based fake image detection and classification. This
survey summarizes the motivations, difficulties, approaches, and
architectural frameworks discussed in previous research, drawing on
insights from earlier studies, such as the work by AlShariah and
Saudagar. The goal is to provide a comprehensive overview that
supports students and researchers in understanding the development of
fake-image detection technologies.

Index Terms—fake image detection, CNN, deep learning, image
forgery, classification, machine learning

I. INTRODUCTION

The rapid growth of digital technologies and social media
platforms has changed how people communicate, share
information, and interact online. Platforms like Instagram,
Facebook, Twitter, and Snapchat have billions of users around
the world, generating enormous amounts of visual content every
second. Instagram receives tens of millions of image uploads
daily, making it one of the most visually active platforms on the
internet.

The widespread availability of smartphones, digital cameras,
and editing software has made it easy to create images, but it has
also made image manipulation just as simple. Image
manipulation, often called image forgery, has changed from basic
cut-and-paste methods to complex and realistic modifications
using tools like Photoshop, Al-based enhancement apps, and
deep generative models. These altered images can be used for
harmful purposes, such as spreading misinformation, damaging
reputations, supporting fraudulent claims, generating political
propaganda, influencing public opinion, and even falsifying
evidence in legal cases.

One major challenge with fake images is that they often look
convincing, making it hard for people to judge whether they are
real. Some changes are subtle, like lighting, structure, or color
adjustments. Others involve deep modifications that are almost
impossible for a non-expert to catch. Because of this, traditional
manual checking or rule-based techniques have become
inadequate to keep up with modern image forgery’s volume and
complexity.

To tackle these challenges, researchers are increasingly using
machine learning and deep learning techniques. These methods
can automatically find hidden patterns, spot inconsistencies, and
classify images based on learned features. Among these,
Convolutional Neural Networks (CNNs) stand out due to their

ability to Analyze images at various levels, learn detailed
features, and detect subtle signs of manipulation that may escape
human notice. CNNs mimic human visual perception by
processing local patterns like edges, textures, and shapes and
gradually building complex representations. This makes them
particularly well-suited for tasks such as fake image detection.

Additionally, the availability of pretrained deep-learning
models, like AlexNet, and the growth of transfer learning have
greatly lowered the need for large datasets and extensive training.
These models come with rich feature sets learned from millions
of real-world images, making them easy to adapt for forgery-
detection tasks.

As social media continues to expand and editing techniques
become more sophisticated, the need to detect fake images
becomes even more pressing. Governments, organizations,
media companies, and digital platforms now need advanced
solutions to maintain trust in online information, protect users,
and prevent manipulation. This survey reviews the major
machine learning and deep learning methods developed in this
area, particularly focusing on CNN-based approaches and their
role in identifying altered images.

The goal of this survey is not to present new experimental
results but to provide a thorough analysis of existing research
trends, methodological approaches, and frameworks for
detecting fake images. By consolidating knowledge from
previous work, this survey aims to help students, researchers, and
practitioners understand current progress and find promising
directions for future development.

II. LITERATURE REVIEW / SURVEY REVIEW

Previous research on fake-image detection includes fake news
identification, fake account behaviour analysis, forged image
localization, and classification using deep learning. The
following key studies are highlighted:

A. Fake News and Image Analysis Using TI-CNN

Zheng et al. (2018) created TI-CNN, a model that combines
text and image features for detecting fake news. Their work
shows that fake content often contains hidden patterns that
people cannot see. By analysing both types of data, TI-CNN
extracts features that assist in identifying unreliable content.

B. Fake Account Detection in Social Networks

Raturi (2018) looked into fake account detection using
machine learning models like SVM and Complement Naive
Bayes. The study examined user behaviour, the frequency of
offensive words, and posting patterns. This research shows that
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machine learning can uncover hidden social networking patterns
that suggest fraud or deception.

C. Image Forgery Localization Using Resampling Patterns

Bunk et al. (2017) combined resampling features with deep
learning. Their method calculated resampling artifacts from
overlapping image patches to create heat maps that show
manipulated areas. Techniques like LSTM layers improve
localization accuracy by capturing the relationships between
image patches.

D. Classical Machine Learning for Fake News Detection

Aphiwongsophon and Chongstitvatana (2017) used Naive
Bayes, SVM, and Neural Networks to categorize fake news
articles. This research highlights that detecting text-based
misinformation can work alongside image-based detection,
creating a layered defence against digital forgery.

E. Hybrid Approaches Using Metadata and Neural Network
Outputs

Kuruvilla et al. (2017) combined metadata analysis with neural
network predictions to find fake images. Metadata can be
tampered with, but when paired with visual patterns identified by
neural networks, a more effective detection system emerges.

F. Image Manipulation Detection Using CNN Filters

Kim and Lee (2017) used high-pass filters in CNNs to extract
hidden features such as noise pattern inconsistencies, blurring,
and compression artifacts. These filtered images help CNNs
identify subtle manipulation signs that are not visible to the
human eye.

G. Review Summary

The literature indicates a clear progression:

. Early methods relied on handcrafted features.
. Hybrid approaches involved metadata and machine

learning.
. Modern solutions depend largely on deep learning,
especially CNNs.

. Trends include resampling artifacts, noise inconsistencies,
and combining text-image learning.
III. RESEARCH METHODOLOGY

This study investigates a supervised machine learning
classification approach for detecting manipulated images, where
both authentic and tampered samples are labelled during training.
The proposed Hybrid Manipulated Image Detection Framework
(HMID-Net) integrates spatial domain analysis with frequency-
domain patterns using a dual-path deep learning architecture.
The method attains 97.5% accuracy, exceeding the performance
of conventional feature-engineering-based techniques.

A. Input Feature Representation for Neural Networks

In image-forgery detection, features play a crucial role in
identifying subtle clues left during manipulation. HMID-Net
automatically learns two complementary feature groups:

1) Spatial Features — pixel-level irregularities, inconsistent
lighting, unnatural edges, and blending boundaries.

2) Frequency Features — anomalies in JPEG compression,
noise patterns, resampling traces, and periodic frequency
distortions.

These features reduce complexity while preserving the
artifacts essential for distinguishing between real and altered
content.

B. HMID-Net Architecture

The architecture employs two parallel pathways—one
operating directly on RGB pixel space and another functioning
in the transformed frequency domain. The extracted features are
merged using a dual-attention fusion block, followed by an
ensemble classification stage.

1) Spatial Feature Extraction: The spatial pathway uses
EfficientNet-B4, initialized with ImageNet weights, to capture
manipulation artifacts at pixel and texture levels.

. Input: 224x224x3 RGB image
. Pipeline: EfficientNet-B4 — Global Average Pooling
« Output: 512-dimensional spatial feature vector

Spatial activation maps often highlight unnatural transitions or
boundaries where tampering has occurred.

2) Frequency Feature Extraction: To Analyze frequency
domain irregularities, HMID-Net applies Discrete Cosine
Transform (DCT) along with Wavelet Transform (db4):

1) DCT applied on 8%8 blocks to obtain high-frequency
coefficients.

2) Statistical measures (mean, variance, entropy, skewness)
derived from each block.

3) Wavelet decomposition into LH, HL, HH bands to capture
texture-level discrepancies.

- Output: 256-dimensional frequency feature vector

Tampered regions often display abrupt DCT fluctuations and
abnormal wavelet responses.

3) Ensemble Classification Strategy: To improve robustness,
HMID-Net uses two independent classifiers:

. Head 1: CNN-based MLP classifier (two dense layers +
dropout 0.3)
- Head 2: XGBoost model (100 trees, max depth = 6)

Final prediction uses soft voting:

Pfinal =0.6 PcNN +0.4 PXGB (1

This blend reduces bias and improves generalization on
unseen forgeries.

C. Dataset Preparation and Preprocessing

The experimental setup includes 15,000 images from widely-
used forensic datasets:
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Optimizer: Adam (Ir =1e*, weight decay = 0.01)
Loss Function: Cross-Entropy with label smoothing (0.1) i |
Epochs: 50 (early stopping patience = 10)
Batch Size: 32 ‘ R — ‘
Scheduler: Cosine Annealing i

Hardware: Single NVIDIA GPU (4 GB VRAM) [ utpats haat ok 1

The model stabilizes around 97.5% accuracy by the 35th
epoch. Fig.1.2. End-to-End Implementation Flow

F. Comparative Performance

e Biele Table 1.COMPARATIVE PERFORMANCE OF HMID-NET
Method Accuracy | F1-Score
ELA 92.1% 91.5%
CNN-Only 94.2% 93.8%
Noise Analysis 93.8% 92.9%
HMID-Net 97.5% 97.5%

HMID-Net achieves notable improvements, demonstrating
that combining spatial and frequency evidence leads to more
reliable forgery detection.

G. Alternative Backbone Network Evaluation

E. Implementation Workflow
The complete pipeline was implemented in MATLAB and
PyTorch:

1)

2)
3)
4)
5)

6)

" ' f ' ‘ B To improve feature extraction and evaluate model
- generalization, an alternative deep learning backbone was also
explored in addition to ResNet-50. For this purpose,
EfficientNetBO was tested as a lightweight and -efficient
convolutional neural network architecture.

EfficientNet scales network depth, width, and resolution in a
balanced manner, making it computationally efficient while
preserving classification performance. It was selected to
compare whether a more compact model could effectively
identify forged and authentic images.

The same dataset, preprocessing pipeline, and training
parameters were used for both ResNet-50 and EfficientNet-B0 to
ensure fair comparison.

1) EfficientNet-Based Feature Extraction: In this variation, the
spatial feature extraction block was replaced with EfficientNet-
B0. The model was initialized with pretrained ImageNet weights
and fine-tuned for binary classification of real and fake images.

. Input: 224x224%3 RGB image

. Backbone: EfficientNet-B0

.- Pooling: Global Average Pooling

« Classifier: Dense layer + Dropout + Softmax

Fig. 1.1. Training Progress Graph

Load datasets using ImageDatastore or PyTorch
dataloader

Instantiate HMID-Net dual-path architecture

Configure training parameters

Train both spatial and frequency branches jointly
Evaluate performance using accuracy, F1-score, confusion
matrix

Deploy model for real-time inference (~15 ms per image)

© 2026, IJSREM | https://ijsrem.com DOI: 10.55041/IJSREM 62912 | Page 3


https://ijsrem.com/

{.-t.' 1Y
¢ TISREM 3

hewrn 82 International Journal of Scientific Research in Engineering and Management (I[JSREM)

W Volume: 10 Issue: 05 | May - 2026

SJIF Rating: 8.659 ISSN: 2582-3930

The EfficientNet-based model was able to capture texture
irregularities, boundary inconsistencies, and compressionrelated
artifacts effectively.

TABLE 2. COMPARISON OF RESNET-50 AND EFFICIENTNET-

BO
Model Accuracy | F1-Score | Inference Time
ResNet-50 97.5% 97.1% 18 ms
EfficientNet- 96.8% 96.3% 12 ms
BO

2) Comparative Results of Backbone Models:

H. Alternative CNN Backbone Evaluation using DenseNet121

To further validate the effectiveness of the proposed fake
image detection framework, an additional experiment was
conducted using DenseNetl2]1 as an alternative feature
extraction backbone alongside ResNet-50.

DenseNetl121 was selected because of its dense connectivity
mechanism, where each layer receives feature maps from all
preceding layers. This design improves feature propagation,
encourages feature reuse, and helps preserve subtle manipulation
traces that are often lost in deeper architectures.

Since fake image detection relies on identifying fine-grained
visual inconsistencies such as unnatural edges, texture
distortions, blending artifacts, and compression irregularities,
DenseNet121 provides an effective alternative for capturing such
details.

The same preprocessing steps, training dataset, augmentation
strategy, optimizer settings, and evaluation metrics were used to
ensure a fair comparison with ResNet-50.

1) DenseNetl21-Based Feature Extraction: In this
experiment, the primary feature extraction block was replaced
with DenseNetl21, initialized with pretrained ImageNet
weights. The model was fine-tuned for binary classification of
authentic and manipulated images.

. Input: 224x224x3 RGB image

. Backbone: DenseNet121

. Pooling Layer: Global Average Pooling

. Classifier Head: Fully Connected Layer + Dropout +

Softmax

DenseNet121 helped in extracting rich low-level and highlevel
features simultaneously, which is beneficial for identifying
hidden forgery artifacts in digital images.

2)  Comparative Performance of CNN Backbones:

3)  Backbone Selection Justification: Based on the
comparative analysis, ResNet-50 was selected as the primary
backbone model for the final proposed framework due to its
superior classification accuracy and balanced performance
across all evaluation metrics.

However, the inclusion of DenseNet121 and EfficientNetBO
demonstrates that the proposed methodology is flexible and can
be adapted to different CNN architectures without significant
performance degradation.

images on the internet. Since visual content is essential for
communication, forming opinions, and sharing information, the
authenticity of images has become important for public trust,
cybersecurity, and social stability. Fake images can fuel
misinformation campaigns, threaten national security, sway
public opinion, and skew legal or political processes. The extent
and complexity of these manipulations make it harder for people
or traditional systems to detect them reliably.

This survey paper gives an overview of the machine learning
and deep learning methods used to detect and classify fake
images, particularly focusing on Convolutional Neural Networks
(CNNs). Unlike older methods that require feature engineering,
CNNs automatically learn visual features and identify subtle
inconsistencies caused by image tampering.

The literature reviewed in this survey shows a clear shift from
traditional methods, such as metadata analysis, noise estimation,
and handcrafted features, to more sophisticated deep learning
models that can detect complex manipulations.

Despite significant advances, the field still has challenges. The
shortage of large and varied real-world datasets, rapid progress
in generative Al (like GANs), and the demands of deep learning
models present major hurdles. Future research should improve
the adaptability, strength, and clarity of detection models to
effectively address increasingly sophisticated forgeries across
various online spaces.

The comparative evaluation shows that ResNet-50 achieved
the highest overall classification performance, obtaining an
accuracy of 97.5% and an F1-score of 97.1%. This indicates that
ResNet-50 was the most effective architecture for capturing
complex forgery-related visual patterns in manipulated images.

DenseNetl121 also performed strongly, achieving 96.9%
accuracy, which demonstrates its capability to preserve and reuse
fine-grained features useful for detecting subtle image
manipulations.

EfficientNet-B0O, while slightly lower in classification
accuracy (96.8%), showed the fastest inference time (12 ms)
among all tested models. This makes it a suitable option for real-
time or resource-constrained deployment scenarios where
computational efficiency is important.

Overall, the results suggest that ResNet-50 is best suited for
maximum detection performance, while DenseNet121 and
EfficientNet-B0 provide strong alternative choices depending on
deployment requirements.
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