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Abstract— With increased internet usage, one of the 

most prevalent problems faced is constant spamming. 

While web applications and mailing services are 

heavily spammed, the upsurge of handheld mobile 

devices has led to an outburst of heavy mobile 

spamming. The matter is more severe in mobile 

devices due to lesser sophisticated filtering 

mechanisms in built in mobile operating systems. 

Spam detection is challenging due to the need for 

semantic analysis of the mobile spam messages, which 

generally tend to have overlapping polarities. In this 

work, a mobile spam classification technique is 

developed based on Adaptive Neuro Fuzzy Inference 

System (ANFIS) comprising of Gini’s index Fuzzy and 

Back-propagation in machine learning. The approach 

uses the Gini’s splitting criteria for the data sets and 

backpropagation based neural network as the 

machine learning classifier. The evaluation of the 

proposed system is based on the accuracy of 

classification and number of iterations. The results 

obtained in the proposed work are compared with 

existing techniques and it is shown that the proposed 

technique outperforms them in terms of accuracy of 

classification. 

Keywords— Mobile Spam Classification, ANFIS, Gini’s 

Index, Back Propagation, Training Iterations, 

Classification Accuracy 

 

I. INTRODUCTION 

Mobile spamming has become one of the most common 

techniques for promotions, customer churning and 

potential attacks targeting the frequently used handheld 

mobile devices which are more prone to such attacks [1]. 

The ease of collecting mobile contacts, connected data 

bases and relatively lesser sophisticated filtering 

mechanisms for the mobile spam filtering makes its 

extremely challenging to thwart spamming attacks. The 

most common sources of receiving spams are depicted in 

figure 1. 

 

 

Fig.1 Common Spamming Channels 

(Source: https://www.emailtooltester.com/en/blog/spam-

statistics/) 

 

Some of the spamming attacks may be benign while 

others may be malignant trying to redirect mobile users to 

malicious websites where user security may be 

compromised [2]. Since the amount of data is staggering 

large and complex, off late machine learning based 

approaches are becoming common to filter out spams. 

One of the challenges which machine learning based 

approaches face for mobile spamming platforms is the 

limited computational and processing capabilities of hand 

held mobile devices This makes is necessary to design 

and test algorithms which are compatible with various 

versions of mobile operating systems and also supported 

by limited memory and processing hardware as there 

exists a lot of diversity in the mobile hardware of 

different devices. This paper is organized as [3]: 

Section I introduces the basic concepts pertaining to 

mobile spam classification and its necessities. Section II 

briefly summarizes the work done in the domain. Section 

III discusses the proposed approach. Section IV illustrates 

the obtained results. The findings of the paper are 

concluded in the conclusion. 

II. MACHINE LEARNING MODELS 

FOR SPAM CLASSIFICATION 

This section highlights the popular machine learning 

models for identifying text spams: 

Text spam includes unsolicited promotional messages, 

phishing attempts, malicious links, fraudulent financial 

offers, and impersonation attacks. Because these 

https://ijsrem.com/


              INTERNATIONAL JOURNAL OF SCIENTIFIC RESEARCH IN ENGINEERING AND MANAGEMENT (IJSREM) 

                            VOLUME: 09 ISSUE: 12 | DEC - 2025                                                 SJIF RATING: 8.586                                                    ISSN: 2582-3930                                                                                                                                               

  

© 2025, IJSREM      | https://ijsrem.com                                                                                                                                            |        Page 2 
 

messages are short, diverse, and often crafted to mimic 

legitimate text, detecting them is a challenging task. 

Machine learning (ML) has emerged as a powerful 

solution by analyzing linguistic patterns, statistical 

features, and contextual cues to automatically classify 

messages as spam or legitimate (ham). As text messaging 

becomes central to daily transactions and authentication 

systems, robust ML-based spam detection has become 

essential for digital security [4]. 

Classical machine-learning models such as Naïve Bayes, 

Support Vector Machines (SVM), and Logistic 

Regression have served as foundational approaches for 

spam identification. Naïve Bayes is particularly effective 

because of its ability to model word occurrences using 

probabilistic assumptions. It performs well on short 

messages where certain keywords strongly correlate with 

spam behavior [5]. SVM, on the other hand, excels at 

separating high-dimensional text features using 

hyperplanes, making it suitable for TF-IDF and n-gram-

based representations. Logistic Regression provides an 

interpretable baseline model that allows analysts to 

understand why certain messages are classified as spam. 

These classical models are computationally efficient and 

perform reliably when combined with appropriate 

preprocessing, such as tokenization, stop-word removal, 

and stemming [6]. 

As text spam techniques became more sophisticated, 

ensemble learning models gained popularity due to their 

superior predictive performance. Algorithms such as 

Random Forest, Gradient Boosting Machines (GBM), 

XGBoost, and LightGBM integrate decisions from 

multiple weak learners to generate a more accurate final 

prediction. They automatically capture feature 

interactions, nonlinear patterns, and message 

characteristics like unusual punctuation, message length, 

special characters, and URL presence. Ensemble models 

are especially effective when large labeled datasets are 

available and when spam messages contain subtle 

variations. Their robustness to noise and ability to handle 

imbalanced datasets make them ideal for detecting rare 

but harmful spam variants [7]. 

The introduction of deep learning significantly improved 

spam detection by enabling systems to learn semantic 

meaning and contextual dependencies. Recurrent Neural 

Networks (RNNs) and Long Short-Term Memory 

(LSTM) networks are capable of modeling sequential 

patterns in text, such as suspicious phrasing, repetitive 

patterns, or time-dependent spam bursts. These 

architectures understand the flow of language rather than 

relying solely on keyword frequency. Convolutional 

Neural Networks (CNNs) have also been applied to text 

classification by extracting high-level features from word 

embeddings, capturing local n-gram patterns related to 

spam messages. Both CNN and LSTM networks 

outperform classical models when dealing with noisy text, 

slang, or multilingual spam [8]. 

More recently, attention mechanisms and Transformer-

based architectures, such as BERT, RoBERTa, and 

DistilBERT, have revolutionized spam detection through 

their ability to learn deep contextual relationships within 

messages. These models understand the meaning of 

words within context rather than in isolation, allowing 

them to detect sophisticated spam messages that avoid 

traditional keywords. Transformers handle sarcasm, 

complex sentence structures, code-mixed languages, and 

disguised phishing attempts far better than earlier 

approaches. Fine-tuning pre-trained language models on 

spam datasets has shown state-of-the-art performance, 

significantly reducing false positives in real-world 

systems such as messaging apps and email filters [9]. 

Real-world spam detection systems must handle billions 

of messages daily, making scalability, real-time 

processing, and adaptability critical. ML pipelines 

typically incorporate feature extraction layers, model 

inference engines, continuous model retraining, and 

updating feedback loops [10]. Online learning algorithms 

such as stochastic gradient descent (SGD) or FTRL 

(Follow-The-Regularized-Leader) allow models to update 

their parameters incrementally as new spam samples are 

detected. This ensures that spam filters remain effective 

against evolving adversarial techniques, including 

obfuscated text, random character insertion, and image-

based spam [11]. 

 

III. PROPOSED SYSTEM MODEL 

 

The proposed system model is presented next: 

 

A. Data processing and normalization: 

Since neural nets directly process numeric data sets, the 

processing of data is done prior to training a neural 

network [12]-[13]. The texts are first split into training 

and testing data samples in the ratio of 70:30 for training 

and testing. Further, a data vector containing known and 

commonly repeated spam and ham words is prepared. 

The SMS spam collection v.1 dataset is used as a dataset 

for the proposed work. Text normalization is followed by 

removal of special characters and punctuation marks [15]. 

Subsequently the data set structuring and preparation is 

performed based on the feature selection. The features 

selected are: 
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1) Spam words 

2) Ham Words 

3) URLs in the message 

4) Lengthy numerical strings which can be 

contact numbers 

5) Character length 

6) Special symbols 

7) Presence of currency values 

8) Self-answering texts [16]  

The feature vectors along with the list of commonly 

accepted spam and ham lists of words comprises of the 

training vector. A similar process is done for both the 

training and testing datasets.  

 

B. Adaptive Neuro Fuzzy Inference 

Systems (ANFIS) 

 

A very important tool that proves to be effective in 

several classification problems is fuzzy logic. It is often 

termed as expert view systems. It is useful for systems 

where there is no clear boundary among multiple variable 

groups. The relationship among the inputs and outputs are 

often expressed as membership functions expressed as 

[17]: 

A membership function for a fuzzy set A on the universe 

of discourse (Input) X is defined as: 

 

𝝁𝑨: 𝑿 → [𝟎, 𝟏]                             (1) 

Here,  

each element of X is mapped to a value between 0 and 1. 

It quantifies the degree of membership of the element 

in X to the fuzzy set A [18]. 

 

 
Fig.2 Graphical Representation of Membership 

Functions 

 

Here, 

x axis represents the universe of discourse (Input). 

y axis represents the degrees of membership in the [0, 1] 

interval. 

The final category is neuro fuzzy expert systems which 

governs the defining range of the membership functions.  

 

The ANFIS can be thought of as a combination of neural 

networks and fuzzy logic. In this mechanism, the neural 

network module decides the membership functions of the 

fuzzy module. The ANFIS structure is depicted in figure 

3.  

 

 

 
Fig.3 Block Diagram of Neuro-Fuzzy Expert Systems 

 

The splitting can be done through the Gini’s index which 

is especially useful for overlapping data sets since it can 

split data sets with overlapping classes based on 

conditional probability. The Gini’s index for splitting is 

defined as [19]: 

 

𝑮𝑰 = 𝟏 − ∑ 𝒑𝒊
𝟐𝒏

𝒊=𝟏                         (2) 

Here, 

GI represents the Gini’s Index 

P is the probability of a class 

 

The prepared data vector for training is used for training 

wherein the weights are initialized randomly. A stepwise 

implementation is done as: 

1. Prepare two arrays, one is input and hidden unit and the 

second is output unit. 

Here, a two dimensional array 𝑊𝑖𝑗 is used as the weigt 

updating vector and output is a one dimensional array Yi. 

3. Original weights are random values put inside the 

arrays after that the output [20]. 

 

     𝒙𝒋 = ∑ 𝒚𝒊𝑾𝒊𝒋𝒊=𝟎                     (3) 

Where,  

yi is the activity level of the jth unit in the previous layer 

and 

 𝑊𝑖𝑗 is the weightof the connection between the ith and the 

jth unit. 

https://ijsrem.com/
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4. Next, activation is invoked by the sigmoid function 

applied to the total weighted input. 

 

𝒚𝒊 = [
𝒆𝒙−𝒆−𝒙

𝒆𝒙+𝒆−𝒙]                       (4) 

Summing all the output units have been determined, the 

network calculates the error (E). 

 

𝑬 =
𝟏

𝟐
∑ (𝒚𝒊 − 𝒅𝒊)𝟐

𝒊             (5) 

 

Where, yi is the event level of the jth unit in the top layer 

and di is the preferred output of the ji unit. 

C. Implementing Back Prop: 

Calculation of error for the back propagation algorithm is 

as follows: 

Error Derivative (𝐸𝐴𝑗) is the modification among the real 

and desired target: 

 

𝑬𝑨𝒋 =
𝝏𝑬

𝝏𝒚𝒋
= 𝒚𝒋 − 𝒅𝒋             (6) 

Here, 

E represents the error 

y represents the Target vector 

d represents the predicted output 

 

Error Variations is total input received by an output 

changed given by: 

 

𝑬𝑰𝒋 =
𝝏𝑬

𝝏𝑿𝒋
=

𝝏𝑬

𝝏𝒚𝒋
𝑿

𝒅𝒚𝒋

𝒅𝒙𝒋
= 𝑬𝑨𝒋𝒚𝒋(𝟏 − 𝒚𝒊)     (7) 

 

Here, 

E is the error vector  

X is the input vector for training the neural network 

In Error Fluctuations calculation connection into output 

unit is computed as [21]: 

 

𝑬𝑾𝒊𝒋 =
𝝏𝑬

𝝏𝑾𝒊𝒋
=

𝝏𝑬

𝝏𝑿𝒋
=

𝝏𝑿𝒋

𝝏𝑾𝒊𝒋
= 𝑬𝑰𝒋𝒚𝒊      (8) 

 

Here, 

W represents the weights 

I represents the Identity matrix 

I and j represent the two dimensional weight vector 

indices 

Overall Influence of the error: 

 

𝑬𝑨𝒊 =
𝝏𝑬

𝝏𝒚𝒊
= ∑

𝝏𝑬

𝝏𝒙𝒋
𝑿

𝝏𝒙𝒋

𝝏𝒚𝒊
𝒋 = ∑ 𝑬𝑰𝒋𝑾𝒊𝒋𝒋     (9) 

 

The partial derivative of the Error with respect to the 

weight represents the error swing for the system while 

training. The gradient is computed as: 

𝒈 =
𝝏𝒆

𝝏𝒘
                                (10) 

Here, 

g represents the gradient 

e represents the error of each iteration 

w represents the weights. 

 

The gradient is considered as the objective function to be 

reduced in each iteration. A probabilistic classification 

using the Bayes theorem of conditional probability is 

given by:  

  

𝑷 (
𝑯

𝑿
) =

𝑷(
𝑿

𝑯
)𝑷(𝑯)

𝑷(𝑿)
                 (11) 

Here, 

Posterior Probability [P (H/X)] is the probability of 

occurrence of event H when X has already occurred 

Prior Probability [P (H)] is the individual probability 

of event H 

X is termed as the tuple and H is is termed as the 

hypothesis.  

Here, [P (H/X)] denotes the probability of 

occurrence of event X when H has already occurred. 

The final classification accuracy is computed as: 

𝑨𝒄 =
𝑻𝑷+𝑻𝑵

𝑻𝑷+𝑻𝑵+𝑭𝑷+𝑭𝑵
                 (12) 

Here. 

TP represents true positive 

TN represents true negative 

FP represents false positive 

FN represents false negative 

 

IV. RESULTS 

 

The system is implemented on Matlab. The results 

obtained on implementing the proposed system is 

discussed in this section.  

 
 

Fig.4 Raw data samples 

 

The raw data samples are collected after which it is 

imported to the Matlab workspace.  

 

https://ijsrem.com/
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Fig.5 Conversion of Data into string 

 

Subsequently, the data is converted into strings for ease of 

analysis of textural data. The data is split into training and 

testing data samples in the ratio of 70:30. While other 

data division ratios could have been uses, but in this 

work, the standard 70:30 ratio is adhered to. 

The next process is invoking the Gini’s split criterion.  

 
 

Fig.6 Invoking the Gini’s Split criteria 

 

The Gini’s split criteria is the precursor to the training of 

the system.  

 

 
 

Fig.7 Training Performance  

 

Figure 7 depicts the training parameters of the proposed 

system which consumes 5 seconds to run 378 iterations of 

the back propagation algorithm. A 20 neuron hidden layer 

is designed for the system.  

 

 
 

Fig.8 Training Error Histogram 

 

The training error histogram is depicted in figure 7 which 

is an indicator of the errors occurring during the training 

process.  
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Fig.9 GUI for detection 

 

Figure 8 depicts the GUI for spam detection. A similar 

GUI represents that of the non-spam or ham case. A 

comparative analysis with existing approaches is 

tabulated in table I. 

 

Table I: Comparative Accuracy Analysis of Proposed 

and Existing Algorithms 

S.No. Technique Accuracy (%) 

1. SNAP 83.9 

2. AIR SENTI 80.5 

3. Naïve Baye’s 64 

4. Random Forests 63 

5. ANN with BackProp 95.81 

6. Proposed Approach: 

Gradient Descent 

with BackProp and 

Gini-Index 

99.75 

 

It ca be observed from the tabulated results, that the 

proposed work outperforms the existing algorithms such 

as SNAPM AIR SENTI, Naïve Bayes’, Random Forests 

and ANN with Back Prop.  

CONCLUSION: It can be concluded from the 

aforesaid arguments that mobile spam classification is 

extremely challenging and non-trivial due to the 

constraints of computational power and memory at 

our disposal. Moreover, easier access to handheld 

devices makes systems more prone to spamming 

attacks. Text spam classification is non trivial in the 

sense that it generally belongs to non-clear or fuzzy 

boundary datasets. The proposed approach presents a 

mobile spam classification mechanism Using Gini’s 

Index and ANFIS. It has been shown that the 

proposed approach outperforms the existing 

techniques in terms of classification accuracy. 

Additionally, the technique consumes moderate 

number of iterations and low execution time which are 

critical considerations for mobile devices. It can be 

observed that the proposed approach outperforms 

existing approaches in terms of accuracy. 
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