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Abstract - In recent times, maintaining safety and academic 

integrity within educational institutions has become a critical 

challenge. While CCTV cameras are extensively deployed 

across campuses and examination halls, they rely heavily on 

manual monitoring, which is inefficient, prone to human error, 

and causes delayed responses to critical events. This paper 

proposes a novel, multi-scenario automated surveillance 

framework based on advanced deep learning and computer 

vision techniques. The proposed system is designed to operate 

in two distinct modes: a Campus Safety mode and an 

Academic Integrity mode. For violence detection, the 

architecture integrates YOLOv7 for rapid human detection 

with a MobileNet-BiLSTM classifier to accurately recognize 

violent actions. For examination monitoring, the system 

utilizes Deep Keyframe Detection combined with a Multilayer 

Perceptron (MLP) enhanced YOLOv8 algorithm (SE-

YOLOv8) and a ResNet-based 3D CNN to identify subtle 

cheating behaviors like passing notes or unauthorized looking. 

By unifying these dual pipelines into a single deployable 

framework, this study outlines a scalable solution that 

minimizes manual invigilation, enhances real-time threat 

detection, and ensures a secure, fair educational environment. 
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1.INTRODUCTION 

 
The extensive deployment of high-definition video 

surveillance equipment in educational institutions aims to 

ensure public safety and maintain the fairness of talent 

selection during standardized examinations. However, public 

violence and academic misconduct are both dynamic, fast-

occurring events. The current bottleneck in institutional 

security lies in the excessive reliance on the manual inspection 

of massive video feeds. This traditional mode of observation 

leads to a situation of "monitoring without detailed inspection," 

allowing sporadic cheating behaviors and sudden violent acts 

to go unnoticed until it is too late. 

With the deep penetration of artificial intelligence in the 

educational sector, leveraging AI to empower electronic 

surveillance offers a robust solution. This paper proposes an 

intelligent, multi-scenario surveillance system. Rather than 

relying on singular object detection algorithms that fail to 

capture contextual complexity, this framework utilizes a 

hierarchical approach. It combines the rapid localization 

capabilities of YOLO-variant models with lightweight 

temporal classifiers to create an automated, highly responsive 

environment. 

 

2. LITERATURE REVIEW 
 

The application of deep learning in automated surveillance 

has seen significant growth; however, current research 

predominantly focuses on isolated, single-use applications 

rather than multi-scenario frameworks. 

 

A. Violence Detection Systems In the domain of public 

safety, earlier research heavily explored models like Faster R-

CNN, SSD, and YOLOv3. While models like Faster R-CNN 

demonstrated high accuracy, they suffered from significant 

computational overhead, rendering them unsuitable for real-

time edge device deployment. To address speed limitations, 

recent frameworks have adopted YOLOv7, leveraging its 

extended layer aggregation networks to efficiently process 

dynamic environments and detect small objects. However, 

object detection alone is insufficient for action recognition. 

Recent studies propose pairing rapid detectors with 

lightweight classifiers, such as MobileNet or EfficientNet, to 

optimize performance without exhausting computational 

resources. 

 

B. Smart Proctoring Systems Conversely, in the realm of 

academic integrity, automated invigilation systems have 

historically relied on conventional computer vision techniques 

or standalone deep learning networks. Implementations using 

standard algorithms often exhibit high confusion rates 

between normal academic behaviors and actual cheating 

activities. To overcome this, recent methodologies suggest 

enhancing the YOLOv8 architecture by incorporating 

Multilayer Perceptrons (MLP) and squeeze-and-excitation 

mechanisms (such as SENetV2) to significantly improve 

candidate localization. Furthermore, because cheating 

involves complex temporal sequences, researchers emphasize 

using 3D Convolutional Neural Networks (CNNs) backed by 

ResNet architectures to achieve precise pose estimation and 

action categorization. 
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C. Identified Gap 

Despite the proven efficacy of these independent models, 

existing literature lacks a unified, hybrid framework capable 

of dynamically routing surveillance feeds to handle both 

distinct environments. The proposed architecture bridges this 

gap by integrating both pipelines into a cohesive, intelligent 

institutional monitoring system. 

 

3. SYSTEM ARCHITECTURE 

 
The logical flow of the proposed multi-scenario system is 

designed for continuous, uninterrupted monitoring. 

 

 

 

 
   

  Fig-1 : System Architecture 

 
1. Video Input: Real-time RTSP streams from 

strategically placed CCTV cameras act as the 
primary data source. 

2. Keyframe Extraction: The raw feed undergoes 
inter-frame differencing to eliminate redundant, 
static frames. 

3. Contextual Routing: Based on the camera's 
designated zone (Public Area vs. Examination 

Hall), the data is routed to the respective deep 
learning pipeline. 

4. Processing: The frames undergo either YOLOv7 
+ MobileNet-BiLSTM processing (Violence) or 
SE-YOLOv8 + ResNet 3D CNN processing 
(Cheating). 

5. Alert System Integration: Upon positive 
classification of anomalous behavior, the system 
generates an immediate output payload containing 
the camera ID, timestamp, and confidence score. 
This payload triggers an automated alert 
mechanism to notify relevant authorities for a 
rapid response. 

 

4. PROPOSED METHODOLOGY 

 
The proposed system is designed as a highly modular, 

hierarchical detection framework capable of processing 

diverse surveillance feeds. The architecture consists of three 

primary phases: 

 

A. Deep Keyframe Detection and Preprocessing 

Continuous surveillance feeds generate massive amounts of 

redundant data. In standardized environments, individuals 

often exhibit minimal movement, resulting in negligible inter-

frame differences. Analyzing every frame computationally 

exhausts the system. Therefore, a Deep Keyframe Detection 

module is proposed to extract only the frames displaying 

significant behavioral changes. By computing the absolute 

difference of pixel values between consecutive frames and 

applying a dynamic threshold, the system actively filters out 

static moments and isolates instances of rapid, exaggerated 

movement indicative of cheating or violence. 

B. Violence Detection Pipeline (Campus Mode) 

When deployed in public areas, the filtered keyframes are 

routed to the violence detection module. 

1. Rapid Human Detection: The YOLOv7 algorithm is 

employed to scan the frames. YOLOv7 is selected 

for its superior trade-off between speed and 

accuracy, ensuring efficient human localization even 

in cluttered environments. Frames lacking human 

presence are immediately discarded. 

2. Action Classification: The localized human features 

are passed to a MobileNet-BiLSTM classifier. 

MobileNet serves as the spatial feature extractor, 

while the BiLSTM network processes the temporal 

sequences of the extracted features. This dual-model 

approach guarantees that violent actions are correctly 

distinguished from non-violent interactions with 

minimal latency. 

3.  

C. Cheating Recognition Pipeline (Exam Mode) 

For examination halls, the system requires granular analysis to 

detect discreet activities. 

1. Enhanced Candidate Localization: The system 

utilizes SE-YOLOv8, an improved iteration of the 

YOLOv8 algorithm. By replacing the standard C2f 

module with a Squeeze Aggregated Excitation (SaE) 

module from SENetV2 in the network's neck, the 

algorithm gains enhanced global representation 

learning and adaptive scaling. This ensures highly 

precise bounding box localization around candidates. 
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2. Pose Estimation and Recognition: The localized data 

is fed into an advanced ResNet architecture enhanced 

with 3D convolutions. Unlike 2D convolutions that 

lack temporal awareness, 3D CNNs capture the 

precise spatial-temporal dynamics of the examinee, 

allowing the system to accurately categorize 

behaviors such as passing notes, looking around, or 

unauthorized leaning. 

 

 

5. EXPECTED OUTCOMES 

 
The implementation of this hybrid deep learning framework is 

expected to yield a highly scalable and computationally 

efficient surveillance model. By strictly processing dynamic 

keyframes and utilizing lightweight classifiers like MobileNet, 

the system is expected to perform reliably on resource-

constrained edge devices. Ultimately, this dual-scenario 

approach will substantially reduce the dependency on human 

monitoring, drastically improve incident response times, and 

establish a verifiable, objective standard for maintaining 

institutional security and integrity. 

 

6.  CONCLUSION 

 
The reliance on manual CCTV monitoring in educational 

institutions leaves critical vulnerabilities in both physical 

safety and academic fairness. This paper proposed an 

automated, multi-scenario surveillance system that integrates 

advanced computer vision and deep learning techniques to 

address these flaws. By synthesizing YOLOv7 and 

MobileNet-BiLSTM for rapid violence detection alongside an 

MLP-enhanced YOLOv8 and ResNet 3D CNN for precise 

cheating recognition, the framework provides a 

comprehensive solution optimized for edge deployment. 

Future iterations of this project will focus on the empirical 

implementation of these algorithms, testing them against 

custom datasets, and integrating the analytical backend with a 

real-time web dashboard for institutional administration. 
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