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Abstract - This research presents the Secure 

Communication Model (SCM), a novel IoT-driven 

approach aimed at enabling discreet communication 

using laser diodes. The SCM system translates user-

inputted text into Morse code, which is then emitted 

through three laser beams at the same time. This method 

ensures quick and dependable communication, 

especially in situations where sound-based messaging is 

not feasible. By blending IoT capabilities with the time-

tested Morse code format, the model overcomes 

common challenges like limited range and signal 

disruptions found in traditional systems. Early 

experiments show that SCM offers impressive accuracy 

and performance in transmission, positioning it as a 

strong candidate for secure communication needs. 

Upcoming improvements will explore the use of 

encryption techniques to add an extra layer of security to 

the Morse code messages. 
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1.INTRODUCTION ( Size 11, Times New roman) 

 

The rapid evolution of Internet of Things (IoT) 
technologies has transformed communication, 
offering innovative solutions to traditional 
challenges. There's a growing need for discreet and 
reliable communication methods, particularly in 
military operations, emergency services, and for 
personal privacy, where conventional audio 
communication often falls short in noisy 
environments or when silence is critical. To address 
these issues, the Secure Communication Model 

(SCM) was developed, leveraging laser diodes to 
transmit Morse code, enabling silent 
communication over considerable distances. The 
SCM converts text into Morse code and uses three 
lasers for simultaneous data transmission, 
significantly enhancing speed and reliability 
compared to single-laser systems. 

This paper explores integrating IoT with 
traditional Morse code communication, highlighting 
its advantages over existing solutions like those 
using LEDs, radio, or audio signals. The SCM aims 
to provide a secure and efficient communication 
method less susceptible to environmental 
interference, offering a degree of encryption through 
Morse code. We'll outline the SCM's system design, 
methodology, results, and potential future 
improvements. By enhancing the existing 
communication framework with advanced IoT 
capabilities, we aspire to improve the reliability, 
efficiency, and security of Morse code 
communication, paving the way for its application 
in various fields requiring discreet communication. 

To truly complete the picture of this innovative 
communication system, we need to look at how 
these silent laser streams are actually caught and 
understood. The Secure Communication Model 
(SCM) isn't just about sending data; it's equally 
focused on the crucial task of receiving it. Think of 
it like this: if the laser diodes are the voice, the 
receiver module is the ear that listens intently. 

This dedicated module employs highly sensitive 
laser sensors to accurately detect and pick up the 
incoming laser signals. These aren't just any light 
sensors; they're designed to precisely capture the 
rapid on-and-off patterns that form the Morse code. 
Once these laser streams hit the sensors, the module 
immediately gets to work, meticulously decoding 
them to piece together the original Morse code 
message. After successfully translating the dots and 
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dashes, it seamlessly converts this coded 
information back into plain, human-readable text. 
Finally, for immediate access and review, this 
reconstructed message is effortlessly displayed on a 
serial monitor. This clever pairing of advanced 
laser transmission with a sharp, responsive receiver 
module ensures that every message sent through the 
SCM is not only secure and efficient but also fully 
received and understood, paving the way for truly 
discreet communication. 

 

2. Methods of selection 

 

The journey of developing the Secure 

Communication Model (SCM) was anchored in a 

meticulously structured methodology, designed not 

only to validate its functional prowess but also to 

solidify its academic rigor. This comprehensive 

section delves into the foundational blueprints of the 

SCM, meticulously detailing the engineering behind 

its distinct transmission and reception components, 

the contemporary integration of Internet of Things 

(IoT) capabilities, and the empirical procedures 

employed to rigorously evaluate its performance. 

3. System Architecture 

 

At its core, the SCM represents a sophisticated, 

bidirectional communication framework precisely 

engineered to facilitate discreet and highly secure 

information exchange. This design directly 

confronts the inherent limitations of conventional 

audio or radio frequency transmissions, particularly 

in environments where operational secrecy is 

paramount or ambient noise levels render 

traditional methods impractical. The SCM's 

foundational strength lies in its bipartite structure, 

comprising two distinct yet synergistically 

integrated components: the Transmitter Module 

and the Receiver Module.  

 

The Transmitter Module is dedicated to the 

critical task of encoding textual information and 

converting it into precisely modulated optical 

signals. Conversely, the Receiver Module is tasked 

with diligently capturing these light-based 

messages and accurately reconstructing them into 

their original format. The precise operational 

synchronization and intricate timing across both 

units are meticulously governed by embedded 

microcontrollers, serving as the system's central 

processing hubs that orchestrate all communication 

processes with high fidelity and reliability. 

 

 

3.1 Transmitter Module Design 

 
The Transmitter Module is a testament to 

precision engineering, conceived to transform 

human-readable text into a dynamic series of laser 

pulses, all in strict adherence to the universally 

recognized Morse code standard. This sophisticated 

process initiates the moment a message is digitally 

introduced into the system. A proprietary algorithm 

within the module then meticulously converts each 

alphanumeric character and punctuation mark into 

its corresponding Morse code sequence. This 

involves not only defining the exact duration of 

each 'dot' (a brief pulse of light) and 'dash' (a longer 

pulse) but, equally critically, specifying the precise 

silent intervals—element spaces, character spaces, 

and word spaces—which are fundamental for 

preventing ambiguity and ensuring error-free 

decoding at the receiving end. 

 

 
Figure 1: Flowchart of Transmission module 
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Figure 2: Workflow of transmission module 

 
The innovative heart of this transmission 

system resides in its pioneering utilization of three 

distinct laser diodes, operating in a precisely 

synchronized, parallel fashion. This tripartite 

configuration is far more than a simple redundancy; 

it represents a deliberate engineering choice 

strategically implemented to dramatically augment 

both the data transmission speed and the overall 

system reliability. Each laser diode is independently 

controlled by the central microcontroller, 

facilitating rapid and accurate pulse modulation—

the instantaneous on-off switching of the laser 

beam—in strict accordance with the dynamically 

generated Morse code sequences. The ability of 

these three lasers to transmit data concurrently 

establishes a powerful parallel communication 

channel, yielding a significantly higher effective 

throughput compared to any single-channel optical 

system. Furthermore, the selection of these specific 

laser diodes was undertaken with meticulous care, 

prioritizing optimal wavelengths for clear and 

efficient propagation across the intended 

operational distances, while rigorously adhering to 

international eye safety standards to ensure 

responsible and safe deployment. 

 
 

3.2 Receiver Module Design 

 
Mirroring the advanced capabilities of the 

transmitter, the Receiver Module is a masterwork 

of design, meticulously crafted for the accurate 

detection and intelligent interpretation of the subtle 

incoming laser streams. This module integrates 

highly sensitive laser detection sensors, 

specifically chosen for their finely tuned spectral 

response to the exact wavelengths emitted by the 

transmitter's laser diodes. The moment a laser pulse 

makes contact, these specialized sensors spring to 

life, converting the incident light energy into a 

precisely proportional electrical signal, thereby 

performing the vital translation of optical 

information into an electronic format. 

 

 
Figure 3: Receiver Module flowchart 

http://www.ijsrem.com/


          International Journal of Scientific Research in Engineering and Management (IJSREM) 

                        Volume: 09 Issue: 06 | June - 2025                           SJIF Rating: 8.586                                  ISSN: 2582-3930                                                                                                                                               

 

© 2025, IJSREM      | www.ijsrem.com                                                                                                                                             |        Page 4 

 
Figure 4 Workflow block diagram 

Following this initial optical-to-electrical 

conversion, the raw electrical signals undergo a 

critical refinement process within a dedicated 

signal conditioning circuit. This circuit plays an 

indispensable role in safeguarding the integrity of 

the received data; it diligently amplifies potentially 

weak signals that have traversed a considerable 

distance and assiduously filters out extraneous 

environmental noise, including interference from 

omnipresent ambient light sources. The output from 

this crucial stage is a series of clean, well-defined 

digital waveforms, meticulously shaped and 

optimized for subsequent computational processing. 

These conditioned signals are then precisely routed 

to an Arduino microcontroller, which functions as 

the system's computational nucleus for decoding.  

Here, the microcontroller executes a 

sophisticated Morse Code Decoding Logic, 

meticulously measuring the exact durations of both 

the incoming electrical pulses and the silent 

intervals that punctuate them. By rigorously 

comparing these intricate temporal measurements 

against established thresholds for 'dots,' 'dashes,' 

and the various inter-element and inter-character 

gaps, the microcontroller systematically 

reconstructs the original Morse code sequence with 

remarkable accuracy. This faithfully decoded 

sequence is then seamlessly translated back into 

human-readable text by referencing an internal 

lookup table. Finally, for immediate user access and 

verification, the fully reconstructed message is 

lucidly presented on an output display. While a 

serial monitor typically serves this purpose, 

provisions for an integrated 16x2 LCD also exist, 

offering enhanced direct visibility and versatility in 

deployment scenarios. 

 
 

4. Experimental Setup and Evaluation 

Methodology 

 
The rigorous validation of the Secure 

Communication Model's efficacy and robustness 

was achieved through a series of meticulously 

planned and executed experimental trials. The 

experimental setup was carefully designed to 

simulate diverse operational scenarios, involving 

the precise spatial arrangement of the transmitter 

and receiver modules at progressively increasing 

distances. Testing was judiciously conducted across 

varied environmental backdrops, encompassing 

controlled indoor settings to minimize extraneous 

variables and a controlled outdoor environment to 

assess performance under more realistic ambient 

light conditions and potential atmospheric 

influences. A comprehensive suite of test messages, 

carefully chosen to vary in length, character 

diversity, and inherent complexity, was 

systematically transmitted to thoroughly exercise 

the system's encoding and decoding algorithms 

under different load conditions. 
Table -1: Testing strategies 

 

Unit Description Testing 
Strategy 

Tools/Method
s Used 

Text-to-
Morse 
Converter 

Converts 
alphanumeri
c text to 
Morse code 
(dots and 
dashes). 

Test with 
various 
inputs 
like 
alphabets
, 
numbers, 
and 
symbols. 

Python function 
test, assert 
outputs 

Laser Control 
Module 

Controls the 
ON/OFF 
state of 
lasers based 
on Morse 
code. 

Send 
Morse 
patterns 
and check 
laser 
state 
timing 
using 
GPIO 
simulatio
n or logic 
analyser. 

GPIO test 
scripts, Arduino 
serial monitor 

Photodetecto
r Reader 

Reads 
incoming 
laser pulses 
and converts 
them into 
digital 
signals. 

Input 
known 
pulse 
patterns 
and 
validate 
digital 
signal 
output. 

Oscilloscope / 
Digital pin read 
logic 

Morse-to-
Text Decoder 

Converts 
received 
Morse code 
back into 
text. 

Test using 
pre-
defined 
Morse 
sequence
s for 
decoding. 

Python decoder 
tests, edge case 
inputs 
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5. Test Cases and Test Results 

 

 
Test 

ID 

Test Case Objective Expected 

Result 

Requirement Result 

TC-

01 

Text to 

Morse Code 

Verify 

conversion 

logic 

Accurate 

Morse 

output 

RQ-1    

Pass 

TC-

02 

Morse to 

Laser Signal 

Check 

laser pulse 

control 

Morse timing 

correctly 

mapped to 

laser pulses 

RQ-2    

Pass 

TC-

03 

Laser 

Reception 

Confirm 

pulse 

detection 

Photodiode 

detects 

ON/OFF laser 

states 

RQ-3    

Pass 

TC-

04 

Signal 

Decoding 

Convert 

laser input 

to 

readable 

text 

Matches 

original input 

text 

RQ-4    

Pass 

TC-

05 

Long Range 

Test 

Assess 

system at 

10+ 

meters 

Stable 

reception, 

minimal 

error 

RQ-5    

Pass 

TC-

06 

Ambient 

Light 

Interference 

Check 

noise 

robustness 

< 5% error in 

decoding 

RQ-6    

Pass 

TC-

07 

End-to-End 

Transmission 

Verify 

entire 

workflow 

Full match of 

input/output 

RQ-7    

Pass 

 

6. System Requirements 

6.1 Hardware Requirements 

1. Laser diodes (650 nm) 

2. Non- Modulator tube laser sensor 

3. USB cables/ Printer Cables 

4. PC or laptop 

 

6.2 Software Requirements 

 

a. Arduino IDE 

b. Libraries: pyserial, Tkinter 

c. Arduino IDE stack Library 

6. CONCLUSIONS 
 

By leveraging Morse code for data encoding 

and laser pulses for optical signal transmission, the 

SCM ensures low-bandwidth, high-accuracy 

message delivery with minimal power 

consumption. The system’s modular design, which 

includes a text-to-Morse encoder, multi-channel 

laser transmitter, photodetector receiver, and 

Morse decoder, allows for seamless 

communication over moderate distances. Initial 

testing results validate the system’s accuracy, 

speed, and reliability, even in low-light or 

interference-prone environments. 

The project also integrates Embedded 
Systems, enabling real-time transmission logging, 
delay control, and system feedback. Through 
systematic hardware-software integration, SCM 
showcases how simple, well-engineered 
technology can facilitate secure, lightweight 
communication in both emergency and tactical 
situations 
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