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Abstract— Data Encryption has been one of the pivotal domains
for research. For a long time is has happened to be a field of
enormous research work because of its aspect of strong data
protection. Initially data used to be handled in text formats only,
but with time and advancement, data became available in
various other formats as well other than just text. With progress
in technology, the advent of digital images also started becoming
rampant on a rapid scale. They are implemented in diverse
systems of communication. Encryption concept also started
getting prominence as a part of safeguarding method. A number
of encryption algorithms have been put forth and have been
tested with respect to their robustness and efficacy. Image
degradation due to continuous capture and transmission has
also been looked upon, in order to minimize the noise impact.
This paper outlines the basics of digital image processing and
allied concepts with its principle highlight on image encryption
methods and the different kinds of noise laying impact on the
images.

Keywords— Image Processing, Image Encryption, Image
Compression, Transform Domain, Chaotic Neural Network
(CNN), Discrete Cosine Transform (DCT), Peak Signal to Noise
Ratio (PSNR), Mean Square Error (MSE).

. INTRODUCTION

We can think of image to be of two dimensions, given by
the two dimensional function I= f(x, y): where co ordinates are
given by x and y, which are also termed as pixel values. An
image is a kind of a huge picture element matrix consisting of
two major pieces of data related to them as follows[16] :-

1) The gray scale value of the picture element also called the
intensity of the image.

2) The R, G, B value pertinent to points with fixed
coordinates.
Digital images in general make use of a digital computer for data
processing. This method is called Digital Image processing. The
digital images are processed in a digital manner by it. Many changes
and modifications can be brought upon by the use of that method.
The variations are mainly used in the gray scale value of the picture
among the R,G,B values of the image pixels.

Image encryption of images is a mechanism of encryption
where the pixels values of the images are transmogrified.
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Fig.1 Basic Encryption Model

Following conditions need to be fulfilled in case of image
encryption:

1. A huger range of images must be able to be catered
by the algorithm of encryption.

2. There must be a good amount of variations that the
algorithm is able to introduce to achieve randomness
of the regions of image pixels.

The robust keys must be employed such that the keys
show dynamic changes to ensure greater security of the
algorithm.

The algorithm must be feasible and practically
implementable imparting less complexity in both time and
space.

Il. VARIOUS TECHNIQUES FOR IMAGE ENCRYPTION

A. Random Pixel Exchanging Techniques:

In this method, the image pixel values are changes or
transformed. For greater randomness into the encryption
method, the math functions that exhibit greater measure of
randomness are utilized accordingly. These tend to be the
most hard to be breached by brute force attacks. Those
mathematical functions with strong randomness quotient
happen to be the ‘bitxor’ operations that entail use of a
greater number of prime numbers. Gyrator transform with
fractional order can also be utilized in addition to that.
Following figures give lucid illustration of the concepts
involved:-
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Fig.2 Model for Pixel Exchanging

This above method can be mathematically expressed as:
M’=g1(m,n)= and N'=gz(m,n),

Here gl and g2 represent the transform functions and M’ and
N; the pixel coordinates.

The necessary consideration is the overall robust design of
the math functions utilized for the encrypting method. These
functions must be robust enough such that it becomes nearly
impossible to attack and breach them over a span of time
domain. The attacks must become infeasible after a certain
period of time. The infeasibility can be calculated with
respect to the rate of growth of the algorithm and the
computation complexity.
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Fig.3 A measure of infeasibility in breaking an algorithm

Clear observation can be drawn from the above figure of
graph suggesting the complexity of computation grows very

fast in comparison to the algorithm growth rate.[15] This is
an indication of provision of infeasibility to the encryption
algorithm

B. Image Encryption in Transform Domain

Here various transform domain approaches are utilized.
[16].The types of transforms implemented pertinent to this
category are the Fourier Transform, Fast Fourier Transform,
Discrete Cosine Transform, Wavelet Transform, Contourlet
transform. Its expression in mathematics can be stated as:

I(m,n)1[d(mg,ng)] 1)

Where (mg,ng) denote the pixel values in the transform
domain. The image is changed back into the original form
domain using the inverse form of the transform after
introducing required changes in the transform domain. A brief
generic explanation of the concept is outlined as follows:

The Fast Fourier Transform (FFT) calculating the
Fourier Transform Efficiently:

It is defined as”

X() = Zyx(ay VP @
And
x(j) = 2T, X (Rywy U~V ©)

Here N is the number of pixel values.

The Discrete Cosine Transform (DCT)

DCT happens to be the cosine alternative of the Fourier
Transform .In this the base function of the transform is a
cosine function. It has been marked that the use of DCT with
respect to images, happens to give efficient results and
improved performance. Discrete Cosine Transform in
mathematical terms is outlined as below:-

y(k) = w(k) Xy x(n)Cosn(z%A)l(k_l) 4)

k=1,2.....N
where,

1 . —
w(k) = Nk for k=1

w(k) =\/% ; for 2<k<N

The Wavelet Transform:

This kind of transform is a relatively a newer version
compared to all the existing Fourier transforms. This
transform is generally implemented for the signal analysis
where signals don’t follow the Dirichlet’s conditions stated
below:
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1) The function is absolutely integrable over a period.

2) The function must have finite number of
discontinuities over a period.

3) The discontinuities should themselves be finite in
nature.

Basically the signals that are smooth in nature and don’t
exhibit abrupt changes and variations adhere to these
conditions. Images which show high fluctuating nature in
terms of variations don’t suit to these conditions and are
therefore infeasible to be analysed by using Fourier
Transforms. Hence the Wavelet Transform is introduced as a
more unstable tool that can handle abrupt varying signals and
non stationary base signals..

The mathematical expression of the continuous wavelet
transform (CWT) can be stated as the sum over complete time
of the signal multiplied by scaled, shifted scaled, shifted
versions of the wavelet function

C (scale, position) =["_f(t) ((scale, position,t) dt
(%)
Where,

1, 2...M-1, Here j is scaling factor and Kk is shifting factor
for the transform.

The scaling function is given mathematically as:-
Scaling function

WO (Jo, k) ==, SM). ®(M)jou. (6
The Wavelet Function can be defined as:
W (k) ==, SO Pm) e (7)

The aforementioned functions form to be the generic
transform methods employed for image encryption in the
transform domain.

C. Encryption using Neural Network:

Neural networks work on the basis of the fact that our
human brain works in a vastly different manner and process
the information the most unique ways compared to the top
high end digital computers. The human possesses the below
mentioned characteristics:

1) Great measure of non-linearity
2) Anenormously parallel structure.

This is the reason why the human brain can compute and
achieve huge works and processing of complex data in a

matter of fractions of time that the most advanced computer
takes great amount of time to perform.[11]

After the analysis of the biological human brain, it is
observed that the parallel model of the human brain is the one
where all signals from various other parts of the body come
together and aggregate in a simultaneous manner.
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Fig.6 Mathematical model of a neural network

The mathematical expression of such a model can be
given by:

noXiWi + © (8)

Here,

Xi signifies the signals obtained from various ways, Wi
denotes the weight corresponding to a particular path and ©
is the bias of the network. It is illustrated by the following
figures:

Encryption using Chaotic Neural Network

The chaotic neural network implementation of the
encryption mechanism is also a wide scope of research and
future advancement. The basics of this concept originate from
the statement of chaos theory put forth by Robert May.

Chaos can be understood as concept where there is a fixed
output obtained for a fixed input in the system, but changes
and variations in the input gives a totally different output that
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indicates of non-existent fixed mapping among the parameters
of input and output of the stated system. Hence the system is
adaptive to the changes in the inputs and gives output
accordingly.[10]

The above condition can be illustrated as below:

Y (i) = F(X () Vo X(3); 9)
But Y (i) is random for X (i+A);
where A stands for a change in X.

The aforementioned mathematical conditions are
employed to get a ‘chaotic neural network’ i.e. a neural
network possessing the property of chaos. The existence of
chaos in the neural network signifies that the network model
can vary dynamically according to the changes or variations
in the respective input of the network. The condition is
mathematically stated as:

W (i) = (X ()); (10)

here f ' is the function that changes the weights and model
structure of the network model incessantly. The structure and
behaviour of the neural network also keeps changing and
showing variations in accordance to the varying weights of
various paths. Thus it makes it impossible and infeasible for
attackers and intruders to predict the exact nature or status of
the network at any given time, given the fact that the network
keeps changing all the time.

The different activation functions that get employed to
design the chaotic neural networks are outlined as under:

—

-
-
-

Step Signum Sigmoid

Fig.7 Different Activation Functions

I1l. TYPES OF NOISE

The noise is kind of a degradation of the digital image. As
the digital images are subjected to various forms of
processing, transformations, rampant usage and retrieval
mechanisms.[12]

Image noise can be categorized as follows:-
e  Gaussian Noise (Amplifier Noise)

e  Poisson Noise (Shot Noise)

e  Salt & pepper Noise (Impulse Noise)
e  Speckle Noise

A. Gaussian Noise (Amplifier Noise)

It is the form of electronic noise also called the amplifier
noise because it originated from the amplifier in the devices
of image capture, store and retrieval. This noise does not
depend on the gray scale of the pixels of the image. It
possesses a low power spectral density.

B. Salt & pepper Noise (Impulse Noise)

It is also called impulse noise or spike noise attributing
toits impulsive behaviour. This noise appears to be in
black and white spots that correlate to the look of the
salt and pepper particles. This take only two values
that are discrete in nature according to the salt and
pepper.

C. Speckle Noise (Multiplicative Noise)
This noise follows a multiplicative pattern and the best

pixel value that is effective is the real pixel measure with the
noise coefficient multiplied with original pixel value

J=1+n*. (11)

Here J stands for the speckle noise distribution and | is
the original image.

D. Poisson Noise (Shot Noise)

e Also called the shot photon noise happens because of
incapability of the image sensors to capture the true
pixel in the proper manner to properly represent the
picture.

IV. PERFORMANCE INDICES

The Peak Signal to Noise Ratio (PSNR) and mean square
error (MSE) are two major deciding parameters in the effect
of degradation of the image. While MSE is an amount of the
errors in the image with respect to the original image, PSNR
signifies the effect of residual noise.

Mean Square Error (MSE)

The MSE represents the cumulative squared error of the
original image and the extent to which image has
transformed.

© 2023,IJSREM | www.ijsrem.com

| Page 4


http://www.ijsrem.com/

27 N3y

iz IJSREM
%@ﬁ INTERNATIONAL JOURNAL OF SCIENTIFIC RESEARCH IN ENGINEERING AND MANAGEMENT (IJSREM)

w VOLUME: 07 ISSUE: 07 | JuLY - 2023

SJIF RATING: 8.176 ISSN: 2582-3930

A low value of MSE indicates lower degradation occurring to
the original image, while a higher value indicates higher
degradations.

Peak Signal Noise Ratio (PSNR)

Peak Signal to Noise Ration (PSNR) tells about the
amount of residual noise existing in the concerned image.
The higher the value of signal power and the lower the value
of the image power, higher is the PSNR measures. Peak
Signal to Noise Ratio is usually expressed in decibels. It is
mathematically expressed as below:

size

2
PSNR = 10log;p (12)

Here size stands for the size of the image

A high value of PSNR is indicative of that residual noise
being existent in the image and needs to be removed by some
filtering method.

V. PREVIOUS WORK

Wu et al. [1] proposed homomorphic encryption for images.
Images were converted to the homomorphic image format
with the image being a function of two components which are
the reflectance and the illumination co-efficient values. The
Paillier encryption mechanism is used in the approach to
encrypt the data. The performance of the proposed system
was evaluated in term so the peak signal to noise ratio. The
variation of the peak signal to noise ratio was analyzed as
function of the embedding rate. The major challenge with the
proposed work was the fact that it did not have any separate
or dedicated noise removal technique to enhance the noise
immunity of the images. Moreover, the encryption
mechanism did not exhibit significantly high amounts of
chaos which makes cryptosystems more immune to brute
force attacks.

Jung [2] proposed a technique based on Data hiding in
images using Pixel Value Difference (PVD) and Block
Expansion technique. In this approach the interpolation
operation has been used to find the expansion of the blocks of
the pixels which the pixel difference is minimal and then the
values of the blocks are utilized for data embedding. The
major challenge with this approach of interpolation is the fact
that interpolation and block expansion approaches may often
lead to loss of data and resolution. This can be seen in the
manifestation of the low value of the peak signal to noise
ratio of the system and the relatively high value of mean
square error of the system.

Chakroborty et al. [3] proposed the LSB injection technique
for performing image steganography. The approach used the
technique to convert the image into an LSB-MSB
decomposition to find the co-efficient values which had the
least amount of significant data and the values which have
the maximal amount of significant data. The major challenge
with such approaches is to figure out how to discriminate
among the values of the co-efficient values which have
MSBs and the ones which have the LSBs. The embedding of
data in the transform domain is effective however it has the
disadvantage of the data loss during the approximations in
the transform and inverse transform process. This again
manifests in the increase error profile of the extracted data.

Mohammad et al. [4] proposed blind spectral deconvolution
using the Split Bregman approach for the restoration of
images. This technique also introduced the use of the
Wavelet Transform for the reconstruction of hyperspectral
images. In the approach the wavelet co-efficient values are
used for image restoration. This is done by the iterative
decomposition of the image and discarding the detailed co-
efficient values of the image. The main challenge of the
image restoration in the transform domain is the fact that the
image transforms and inverse transform pairs often introduce
irrecoverable changes in the images which render loss of
resolution in the image. This may often be effective in
remove the noise and blurring effects in images but are not
effective enough to simultaneously retain the image
characteristics of the image to maintain quality.

Dadgostar et al. [5] developed an interval-valued
intuitionistic fuzzy edge detection technique for conducting
steganography and data embedding in images. The approach
showed that the interval-valued approach for detecting
images LSBs is effective for injecting or embedding secret
data. The use of fuzzy logic was used as an expert view based
system which would decide the places or blocks where the
data can be embedded to make it least perceptible to the
attackers. The major disadvantages with the fuzzy based
approaches for data embedding is the fact that it is often
extremely complex and non-deterministic to frame the
membership functions for the cryptosystem as the fuzzy
system needs to be trained with sufficient large amounts of
data to be able to find the accurate ranges of the membership
functions.

Zhou etal. [6] proposed LSB based color image
steganography considering effects of noise. In this approach
it was shown that the images are often degraded in their
resolution, correlation co-efficient values and peak signal to
noise ration due to the effect of noise and disturbances. The
typical noise effects which affect the images are the Gaussian
noise, the speckle noise, salt and pepper noise and Poisson
noise. The noise removal mechanism has to be effective
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enough to just remove the noise and result in image quality
degradation to as least a value as possible. The residual
values of noise and disturbances can be evaluated in terms of
the signal to noise ratio of the image.

Li et al. [7] developed clustering modification for the purpose
of spatial image data hiding applications. The approach tried
to apply clustering to find out the redundant information of
the images. It was shown that images in general have a lot of
redundant data in the form of the pixels which clearly
manifests itself when the image spectral analysis is done. The
spectral analysis clearly shows that a lot of the pixels render
information about the common spectral bands and hence
cause large redundancies. This can cause the image to take up
larges space in the memory for storage and also require more
bandwidth for transmission. Another con is the requirement
of more time and space complexity for the image processing
applications.

Bi Li et al. [8] implemented spatial image steganography
considering the effects of noise and disturbances. The
spectral steganography approach is applicable to images
which exhibit typical spectral redundancies and noise effects.
It was shown that the several factors which lead to noise
injection in the images are typically environmental factors,
electronic equipment factors, storage and transmission factors
etc. It was shown that it is necessary to alleviate the effects of
noise and disturbances so as to enhance the quality of the
image. While complete removal of the noise and disturbance
effects was not possible to be done, however it was possible
to implement recursive approaches to reduce the noise and
degradation effects.

Mansi S at al. [9] presented a comprehensive survey on the
pertaining issues on the data hiding and steganography of
digital images. It could be summarized without loss of
generality that image encryption is more perceptible to
attackers and hence more prone to attacks as compared to
image data hiding or steganography. The data hiding
technique is generally shown to be more immune to attacks
and hence more viable for maintaining attack immunity. This
being said, it is also challenging to decide the spaces of the
pixel values where the secret data is to be injected or
embedded. The embedding rate should be high enough to
practically embed high amounts of data while making the
cover image with embedded data imperceptible to the
attackers. The ease with which the data can be extracted is
also critical. The various technique discussed are the
steganography in transform domain, the spectral approach to
steganography and the LSB injection. It was shown that the
evaluation of such systems would be possible based on the
evaluation parameters estimating the residual noise, errors
and the signal strength of the image in comparison with the
noise effects.

Holub et.al. [10] primarily focused on the image noise
filtering applications which would help to root out the effects
of the blurring and noise effects from images which are
encrypted or which are used for data injection. The focus was
on the design on the blind deconvolution model which would
design the noise and degradation effects and then devise the
image restoration process. The effective techniques which
were discussed were the Lucy Richardson algorithm
comprising of the blind deconvolution approach. The Wiener
filtering approach was also analyzed and compared to the
other image restoration filter techniques.

Conclusion:

It is therefore conlcuded that the images that are digital
in nature can be safeguarded by encyrption. For this,
various encryption methods can be employed that have
their own corresponding ros and cons.The crucial areas
for consideration include space and time complexity and
mesure of randomness .The use of robust and complex
mathematical algorithms can make the system very
robust and make it very arduous for the intruders to
breach the system that renders the model efficient in
tackling breaches. In adddition to it,the noise degradation
in an area that need concern. The minimization of the
noise effects requires to be done using appropriate
methods. The MSE and PSNR are two important
parameters that illustrate the efficacy of the algorithm.
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