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Abstract: 

Off-chain transactions aim to tackle the scalability issues of on- chain processes and enable smoother blockchain-

based payments over unreliable networks. However, existing solutions often struggle to strike a balance between 

security and flexibility. Our hypothesis suggests that by leveraging loosely synchronized clocks and channels with 

known latency bounds, two offline parties can conduct secure and flexible off-chain transactions. To support this 

hypothesis, we've introduced a new blockchain-based offline payment protocol. Our approach utilizes on-chain 

smart contracts and offline wallet interactions to ensure resilience against intermittent on-chain connectivity. By 

employing platform-agnostic Trusted Execution Environments (TEEs) and open transactions, our protocol achieves 

flexible and trusted computations. Through empirical evaluation, conducted using Intel Software Guard Extensions 

(SGX), we have demonstrated that our protocol is highly efficient and offers advanced security and flexibility. 

Additionally, we've tested our construction against various real-world attacks, confirming its security and 

robustness within a universally composable framework under synchronous settings. This research significantly 

contributes to the development of safe and user- friendly offline payment solutions for blockchain technology 
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1. INTRODUCTION 

In today's global economy, blockchain technology is increasingly recognized for its role in bypassing trusted 

intermediaries. The initial demonstration of its practicality came through Bitcoin, proposed by the pseudonym 

Satoshi Nakamoto. Ethereum, the second most valuable cryptocurrency, introduced the concept of smart contracts, 

enabling a wide range of applications beyond finance. Governments, academics, and professionals are turning to 

blockchain to solve various real-world challenges in finance, e-health, cloud services, and autonomous vehicle 

networks. Security, scalability, and decentralization are critical considerations in blockchain research, although 

achieving all three simultaneously, as per Vitalik's trilemma, remains elusive. While much attention has been given 

to synchronous networks, there's a growing interest in enhancing blockchain solutions for adversarial networks with 

intermittent connectivity. 

Offline payments have emerged to facilitate transactions conducted offline and reconciled later with network 

connectivity. Off-chain transactions are pivotal in enabling offline payments within blockchain frameworks. 

Payment channels have been instrumental in addressing scalability concerns at the layer-2 level but face criticism 

for their reliance on pre- established channels and the locking of funds, hindering flexibility and introducing 

security vulnerabilities. Addressing these issues could enhance the adoption of blockchain technology in real-world 

offline-first applications. 

We have developed a comprehensive threat model that considers the multitude of security challenges present in 

blockchain-based offline payment systems. Our aim is to demonstrate the resilience of our approach through 
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universal composability (UC) under synchronous conditions. 

 

Additionally, we have established a methodology for provisioning source code and evaluating its performance. By 

analyzing the lexical characteristics of our protocol's source code, we ensure its integrity and assess its efficiency 

using metrics relevant to real-world applications. 

II. RELATED WORK 

 

This section revisits the existing literature on offline blockchain- based payments. Presently, research in this area 

has predominantly emphasized either security or flexibility, with few constructions managing to address both 

requirements effectively. 

Neither of the aforementioned solutions provides instant settlement for the payee's offline account. In cases of poor 

on-chain connectivity, these approaches struggle to verify transaction status promptly and update offline account 

balances in a timely manner. Maintaining accurate balance information is crucial for ensuring the coherence of 

future transactions. 

 

Igboanusi et al. introduced the PureWallet (PW) framework, employing Ethereum smart contracts. However, their 

system lacks a mechanism to detect token forgery, making it unsuitable for real- world applications where basic 

security requirements are essential. Additionally, tokens in their framework cannot be redistributed, requiring on-

chain network availability to update account states, limiting flexibility in offline transactions. 

 

Wang et al. proposed the MOBT wallet model, which generates key pairs for offline wallets using the master public 

key property of hierarchical deterministic (HD) wallets. 

In their research, Wang et al. proposed a method where wallets only need to store and back up the master 

private keys, rather than individual private keys generated for each offline transaction. This approach addresses 

scalability concerns related to storage, as the size of offline wallets does not increase with the number of 

transactions performed. Additionally, they implemented an interactive signature protocol to prevent Kleptographic 

attacks on offline wallets. 

 

Despite recent   advancements   in   offline   payment   solutions supporting open transactions and enhancing 

flexibility, they often compromise on basic security requirements. The balance between flexibility and security in 

these solutions tends to favor flexibility, with security thresholds remaining relatively low. 

 

To our knowledge, existing approaches have not effectively achieved a high level of both security and flexibility 

simultaneously. Our proposed blockchain-based offline payment protocol aims to address this limitation for the first 

time in the literature. 
III. The System's Architecture 
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1. Our objective is to develop a secure blockchain-based offline payment protocol that demonstrates the 

following characteristics: Coins and data unforgeability: Our protocol must prevent malicious actors from 

executing coin forgery attacks, and users should be unable to forge transaction data in their offline wallets. 

Consistency: Unconfirmed on-chain transaction states should not be considered valid in offline scenarios. Offline 

payees should have the capability to independently verify the legitimacy of an offline transaction on-site. 

Resistance to double-spend, double-deposit, and man-in-the-middle attacks: Our scheme should effectively prevent 

double-spending and attempts to deposit multiple times from the same offline transaction. Additionally, it should 

mitigate offline identity spoofing and deter man-in-the-middle attacks. 

2. Our goal is to develop a flexible blockchain-based offline payment protocol with the following features: 

Open transactions: Our protocol supports open transactions, allowing users to engage in off-chain transactions 

without prior commitment to an on-chain multi-signature account. 

Coin redistribution: We aim to enable coin redistribution using divisible cryptocurrency, allowing users to transact 

divisible units without the need for a change address, unlike the Bitcoin system. Instant settlement and platform-

agnostic design: Offline payees should update their account balances promptly, and our protocol should be

 deployable across various Trusted Execution Environment (TEE) platforms. 

Offline Transaction Atomicity: Offline commits should accurately update user offline accounts with non-

repudiation, while offline aborts should revert the user's offline state to its previous values with coherence. 

Optimistic Responsiveness: To maximize flexibility, our protocol leverages weaker on-chain synchrony and 

performs optimally during on-chain asynchrony. 

 
IV. IMPLEMENTATION 

 

 

 

 

 

V. EXPERIMENTS 

 

This protocol implements functions within a blockchain-based offline payment scenario and assesses them against 

existing offline payment solutions in the blockchain realm. It evaluates against basic security needs like preventing 

coin forgery, offline transaction data forgery, double-spending, double-deposit, and man-in-the- middle attacks. 

Additionally, it addresses practical flexibility requirements, such as open transactions, offline coin redistribution, 

and instant settlement for offline payments, to meet user demands in real-world application scenarios. 
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VI. CONCLUSIONS 

 

This study aimed to investigate the feasibility of conducting blockchain-based offline payments between two parties 

while ensuring both security and flexibility. To address this objective, we developed an innovative offline payment 

protocol suitable for situations of partial network asynchronism. Our methodology involves the utilization of on-

chain smart contracts when the on- chain connectivity is strong, and the execution of secure off-chain transactions 

utilizing compatible Trusted Execution Environments (TEEs) during periods of poor on-chain network performance. 

We established a threat model specifically tailored for blockchain- based offline payments across an asynchronous 

network. Our analysis demonstrated that our framework satisfies essential security prerequisites in real-world 

offline payment settings, effectively safeguarding against coin forgery attacks, offline transaction forgery, double-

spend and double-deposit attacks, as well as man-in-the-middle attacks. Additionally, our protocol demonstrates 

versatility through the implementation of open transactions, facilitating coin redistribution and instant settlement. We 

conducted an evaluation of our protocol using Intel SGX and conducted an empirical performance analysis on the 

Ethereum blockchain. Furthermore, we offered a theoretical comparison between our approach and existing 

constructions. Our results indicate that our protocol strikes a balance between security and flexibility when 

juxtaposed with current solutions. These findings hold significance for various stakeholders including businesses, 

governmental entities, academics, and industry practitioners. 

However, a notable limitation of our scheme is its lack of support for fully asynchronous mode, representing an 

area ripe for future research. Our study underscores the necessity for secure and adaptable offline payment solutions 

to enhance user experience and foster broader adoption of blockchain technology. 
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