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ABSTRACT:

Proxy re-encryption (PRE) provides a promising result for translated data participating in public pall. When
data proprietor Alice is going to partake her translated data with data consumer Bob, Alice generates are-
encryption key and sends it to the pall garcon (deputy); by using it, the deputy can transfigure Alice’s cipher
textbooks into Bob’s without learning anything about the underpinning plain textbooks. Despite that being
PRE schemes can help the deputy from recovering Alice’s secret key by conspiracy attacks with Bob, due to
the essential functionality of PRE, it's ineluctable that the deputy and Bob together are able to gain and
distribute Alice’s decryption capabilities. Indeed worse, the vicious deputy can deny that it has blurted the
decryption capabilities and has veritably little threat of getting caught. A judge algorithm can decide whether
it's innocent or not. We also present anon-interactive APRE scheme and prove its CPA security and
responsibility under DBDH supposition in the standard model. Eventually, we show how to extend it to a
CCA secure one.

I INTRODUCTION:

Cloud storehouse and data sharing have fleetly gained a central part in the digital society, serving as a
structure block of consumer- acquainted operations similar as Amazon S3( 1), iCloud, Dropbox, Microsoft
SkyDrive, and Google Drive( 2). also, further and further particular record operation systems also calculate

on pall platform collecting, storing and participating information. For case, particular health record( PHR)

© 2023, IJSREM | www.ijsrem.com DOI: 10.55041/IJSREM24453 | Page 1


http://www.ijsrem.com/

Qgég' ‘33{@
International Journal of Scientific Research in Engineering and Management (IJSREM)

: IJSRE
w Volume: 07 Issue: 07 | July - 2023 SJIF Rating: 8.176 ISSN: 2582-3930

services are outsourced to or handed by third- party pall service providers similar as Microsoft HealthVault,
Cases Like Me and ELGA, which makes the storehouse and sharing of the medical information more
effective and eases data synchronization across different hospitals. Despite of its convenience and
fashionability, the pall service poses a number of data security issues similar as sequestration and integrity,

which has been the major enterprises for druggies exercising similar services.

Il LITERATURE CHECK:

1) Ateniese et al, who also proposed the idea of non-transferability. They didn't address the issue of how to

make anon-transferable PRE scheme. Several papers have ago been published with the thing of fixing this
issue.

2) Shamir, a Image recognition system grounded on computer vision for relating obnoxious and non-
compliant images large data sets has been proposed by Shreya’s Gandhiet.al.

4) Latterly, Guoetal. (19) and Hayashi etal.(37) tried to give further lenient delineations of non-
transferability. Regrettably, their security model was unfit to stop every attempt to transmit decrypt rights.
Likewise, Hayashi et a approach’s is susceptible to an attack on the forge capability of re-encryption keys,
according to Isshiki etal., and the security supposition used in their attestations can be fluently addressed. A
concrete construction grounded on two savages — an indistinguishability obfuscator for circuits and a k-
unforgeable authentication scheme was lately proposed by Guo etal., who also homogenized the idea of non-
transferability. Although have explored the transferability issue in deputy re-encryption, their work lacks a
formal security model and security evidence.

4) Libert and Vergnaud (36) in which the delegator could identify a vicious deputy who revealed the re
encryption key to a third party. Their work makes the supposition that the delegator is secure and that he or
she cannot blunder the revealed re-encryption key. Rather making such an supposition in this exploration,

the intention is to identify malignant delegators or vicious delegates.

111 PROBLEMS FACED WITH EXISTING SYSTEM:

1. Non-transferability They didn't address the issue of how to make anon-transferable PRE scheme.

2. The enhancement of the security of the cipher textbooks: They present infinitesimal deputy crypto, in
which secret data (dispatches or autographs) for one key are converted into translated communication for a
farther key using an immediate deputy function and a public deputy key.

© 2023, IJSREM | www.ijsrem.com DOI: 10.55041/IJSREM24453 | Page 2



http://www.ijsrem.com/

27 3y
0gg;]SI?.EN%)"

e-Journal I

nternational Journal of Scientific Research in Engineering and Management (IJSREM)
RIS Volume: 07 Issue: 07 | July - 2023 SJIF Rating: 8.176 ISSN: 2582-3930

3. To give looser delineations of non-transferability: The security model was unfit to stop every attempt to
transmit decryption rights.

4. Handling of instruments for conventional public key structure: It has a problem with crucial escrow since
private crucial creators (PKG) can crack all hash canons and distribute private keys at vagrancy without

being noticed.

IV PROPOSED SYSTEM:

In this design we try to address the crucial abuse issue of the deputy. But, actually, the PKG is considered to

be a trusted party unconditionally in utmost identity- grounded cryptosystems, while the deputy is only a
semi-honest party in PRE. Hence, it's of great practical significance to circumscribe misgeste of the deputy.
Originally and the most principally, the cipher textbooks should fit there-encryption key well to achieve
there-encryption functionality. Since there-encryption key includes the public key of the deputy, the cipher
textbooks should enable that there-encryption algorithm executes “encryption and decryption under the
deputy’s public key” contemporancously. As a result, there-encrypted cipher textbook contains no
information of deputy.

ARCHITECTURE DESIGN:
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Registration: It will help to register for new users. This registration will be for owner, user, cloud,
judge etc.

2. Login: Which helps to login the users who are already registered. It contains user’s username and
password to login the page.

Plain text: The data before encryption, which is not secured.

Cipher text: This is the data which is after encryption and also secured with the keys.

Confidentiality: Which means it is the secured data from unwanted users.

o g~ w

Clients: It is an interface of the cloud to the common user through web browsers.

ALGORITHM: (PROXY)

o Proxy key reveal oracle Opyr (1): Return the proxy's secret key skp.

e Uncorrupted key generation oracle Onks (i): Compute (pk;, sk;) + KeyGen(i), retum pk,

o Corrupted key generation oracle Ockg(i): Compute (pk;, sk;) + KeyGen(i), return (sk;, pk;).

o Re-encryption key generation oracle Orkg(pk,, pk,): On input of (pk; pk,), where pk, pk, were
generated before by Ke

yGen, return a re-encryption key rki-,; +
o ReKeyGen(ski, pk, , pkp).
1) CPA Security To capture the CPA security notion for
PRE schemes, we associate a CPA adversary A with the following template security trial
trial Expira ®( A)
param- Setup( X);
pkp, skp ProxySet( param);
( pk *,mo. m1) 40'( param, pkp); d *{ 0,1);
C * = Encs( pk *, mama -);
d- A °"( param, C *);
Ifd' =d * retum 1;
additional return 0.
In the below trial, 8€{ 1,2) specifies which position
ciphertext that A attacks and O' = { Opyr, Onkg, Ockg, Orkg).
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Responsibility

trial Expld( 1)

param- Setup();

pKp sk. - ProxySet( param);

pk *,D.u.- AOng. Oug. One( param, pkp) where pk * is generated by Ockg and y is anon-negligible
probability value;

still, pkp) = Proxy

If Judge ®( pk'. retum 1;
additional return 0.

The advantage of A is defined as
Adamd./), 1p.| Fwmd./ 1) — 11

EXPERIMENTAL RESULTS:

Accountable Proxy Re Encryption for Secure Data Sharing

Home Owner Cloud User Judge About

Architecture
About This Know More..!
THE world recently witnessed a massive surveillance program aimed at breaking users? The encryption key is
privacy. Perpetrators were not hindered. p exposed and only the viable
means to guarantee
by the various security measures deployed within the targeted services . For instance, although i confidentiality is to limit the

adversary access to the
ciphertext.

these services relied on encryption mechanisms to guarantee data confidentiality

the necessary keying material was acquired by means of back doors, bribe, or coercion..
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Accountable Proxy Re Encryption for Secure Data Sharing

Home Owner Cloud User Judge About

Owner Login

New User To Register Owner—Login
About Login Know More..!
Owner has to enter valid username and password.Owner Home page will be displayed if login The encryption key is

Successfully. P = exposed and only the viable
{ means to guarantee
Error message will be displayed if login failed ) confidentiality is to limit the

adversary access to the
ciphertext.

Accountable Proxy Re Encryption for Secure Data Sharing

Home Owner Cloud User Judge About

User Login

New User To Register

User—Login
About Login Know More..!

User has to enter valid username and password.User Home page will be displayed if login The encryption key is

Successfully. F exposed and only the viable
F means to guarantee
Error message will be displayed if login failed ? confidentiality is to limit the

adversary access to the
ciphertext.

CONCLUSION:

Due to the nature of PRE schemes, deputy and any delegate can machinate to decide and distribute the
delegator’s decryption capability, which has been the major enterprises for stoners exercising pall data
sharing services. In this paper, we introduced the generality of responsible PRE to resolve this problem. We
first homogenized the notion of responsible PRE, in which the deputy that abuses itsre-encryption key can
be linked by the judge algorithm. also, we presented the first responsible PRE scheme which isnon-interactive
and public responsible and proved its CPA security and responsibility under DBDH supposition in the
standard model.A worthwhile direction is to propose an effective general transformation with responsible

parcels of PRE, which may potentially stimulate the handover of PRE schemes in practice.
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