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ABSTRACT 

 

With the increasing reliance on cloud storage services for 

handling large volumes of user data, websites have begun 

enabling direct file uploads from users to cloud platforms. 

While this approach offers greater convenience and 

scalability, it also introduces new security challenges due 

to the involvement of multiple entities, including web 

users, web servers, and cloud storage providers. In this 

study, we present the first comprehensive security 

evaluation of this direct upload model. Through an in-

depth investigation, we identify six distinct categories of 

vulnerabilities and perform large-scale testing across the 

top 500 websites ranked by Alexa. Our findings reveal 

that 182 websites (36.4%) utilize cloud storage services, 

and a focused analysis of 28 popular websites with upload 

functionality shows that all exhibit at least one of the 

identified vulnerabilities. In total, we uncover 79 

previously unreported vulnerabilities, which we 

responsibly disclosed to the respective platforms, 

including major services like Google, Reddit, and CSDN. 

The positive responses highlight the practical impact of 

our findings. We further examine the root causes of these 

issues and suggest effective mitigation strategies. This 

work contributes valuable insights into the security 

implications of cloud-based file uploads and aims to 

guide both developers and researchers in building more 

secure web applications. 

 

1.INTRODUCTION 

 

The rapid growth of web applications and user‑generated 

content has increased the demand for scalable data 

storage  solutions. Cloud storage services such as 

Amazon S3, Google Cloud Storage, and Microsoft Azure 

provide efficient  methods for managing large volumes of 

data. In modern architectures, users can upload files 

directly from their  browsers to cloud storage without 

passing through the web server. Although this method 

improves performance and  reduces server workload, it 

introduces several security risks. Attackers may exploit 

weaknesses in credential  management or access control 

mechanisms to gain unauthorized access to stored files.  

Direct file uploads involve three key entities: the user, the 

web server, and the cloud storage service. The  interaction 

between these entities requires proper authentication, 

authorization, and data validation. If any stage is 

improperly configured, attackers may manipulate upload 

credentials, modify stored files, or intercept  data 

transmissions. Therefore, a comprehensive security 

analysis is necessary to ensure that direct‑to‑cloud  upload 

mechanisms remain secure and reliable. 
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2. LITERATURE REVIEW 

Several researchers have explored vulnerabilities 

associated with cloud storage systems and web 

applications.  Chen et al. proposed URadar, a dynamic 

testing framework that detects unrestricted file upload 

vulnerabilities  in cloud‑integrated applications. Wang et 

al. introduced the Credit Karma framework for 

identifying exposed  cloud services through automated 

capability inference. Hong et al. analyzed malicious 

abuse of image hosting  services and developed detection 

models to identify suspicious uploads. Another study by 

Lv et al. examined  the security risks associated with 

misconfigured Content Security Policies in cloud storage 

environments.  These studies highlight the importance of 

secure configuration, policy enforcement, and 

vulnerability detection  in cloud‑based systems. However, 

few studies specifically focus on the direct‑to‑cloud 

upload model used in  modern websites. This research 

addresses this gap by analyzing vulnerabilities across all 

stages of the upload  process and proposing a secure 

architecture. 

3. SYSTEM ARCHITECTURE 

 

The system architecture of this project is designed to 

provide a secure and efficient framework for direct file 

uploads from web users to cloud storage while preventing 

vulnerabilities in the upload process. The architecture 

mainly consists of two core modules — the User Module 

and the Server Module — interconnected with the Cloud 

Storage Service. The User Module acts as the client 

interface, allowing users to register, log in, request upload 

credentials, encrypt files using the RSA algorithm, and 

upload them securely to the cloud. It also enables users to 

request decryption keys and download decrypted files 

after server approval. The Server Module is the central 

control unit responsible for verifying user identities, 

generating upload credentials, managing decryption keys, 

and validating authorization for all requests. It 

communicates with the cloud storage to confirm file 

uploads and ensures all operations meet security 

standards. The Cloud Storage component stores 

encrypted files, validates upload credentials, and sends 

callback notifications about upload status to the server. 

All communication between the modules is performed 

over secure HTTPS protocols to prevent interception or 

tampering. The system also addresses six major 

vulnerabilities—credential misuse, file overwriting, file 

stealing, unrestricted upload access, credential validity 

flaws, and callback spoofing—through strict 

authentication, encryption, and access control 

mechanisms. By integrating cryptographic security with 

layered authorization, the architecture ensures data 

confidentiality, integrity, and trustworthiness throughout 

the entire file lifecycle, providing a strong foundation for 

secure cloud-based storage operations. 

4. PROPOSED METHODOLOGY 

 

A systematic study of security risks was conducted to 

examine a modern cloud-based file upload scenario, 

where users upload files directly from websites to cloud 

storage services. Unlike traditional methods that route 

files through web servers, this direct interaction 

introduces multiple roles—users, web servers, and cloud 

services—each requiring secure coordination. The study 

identifies six major categories of vulnerabilities, 

including improper handling of upload credentials, 

unrestricted file types and sizes, file overwriting risks, 

unauthorized file access, and spoofed callback 

notifications. Through an extensive evaluation of the top 

500 Alexa-ranked websites, it was found that 36.4% 

utilize cloud storage, and among 28 popular sites that 

allow uploads, all contained at least one vulnerability. In 

total, 79 new vulnerabilities were uncovered. This 

research is significant in highlighting the emerging 

threats in direct-to-cloud uploads and offers guidance on 

preventing these issues through improved authentication, 

access control, and secure communication mechanisms.  

 

5. RESULTS AND DISCUSSION  

 

Experiments were conducted using a simulated cloud 

upload environment. The system was tested against 

various attack scenarios, including credential misuse, 

unauthorized file uploads, and callback spoofing.  Results 

indicate that implementing strict credential validation 

significantly reduces unauthorized upload  attempts. 

Furthermore, RSA‑based encryption protects sensitive 

data from interception or unauthorized access.  The 

performance evaluation also shows that direct‑to‑cloud 
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uploads reduce server processing time compared  to 

traditional upload architectures. This improvement 

demonstrates that strong security measures can be  

implemented without compromising system efficiency. 

Secure direct‑to‑cloud upload systems have applications 

in multiple domains, including social media platforms,  

cloud‑based file sharing services, enterprise document 

management systems, and healthcare data storage.  These 

systems enable efficient data transfer while maintaining 

strong privacy protection for sensitive  information.  

Organizations handling confidential data can benefit from 

the proposed architecture because it ensures  data 

confidentiality, integrity, and secure access control. 

6.PERFORMANCE ANALYSIS 

Direct‑to‑cloud upload systems are vulnerable to several 

security threats. The first vulnerability involves  

unrestricted credential acquisition, where attackers obtain 

upload credentials without proper authentication.  The 

second vulnerability is credential validity flaws, where 

expired or manipulated credentials remain usable.  The 

third vulnerability relates to unrestricted file types and 

sizes, which may allow malicious files to be  uploaded.  

Additional risks include file overwriting, where attackers 

replace existing files, and file stealing, where  

unauthorized users download sensitive data. Another 

critical vulnerability is callback spoofing, in which  

attackers send fake notifications to the server to 

manipulate system responses. Addressing these 

vulnerabilities  requires strong authentication, credential 

expiration policies, and encrypted data transfer 

mechanisms. 

7.CONCLUSION  

 

In conclusion, this project provides a secure and efficient 

framework for directly uploading files from web users to 

cloud storage while addressing critical security 

vulnerabilities. By implementing RSA-based encryption 

and a robust credential management system, it ensures 

data confidentiality, integrity, and authorized access 

throughout the file lifecycle. The User and Server 

modules work in coordination to manage authentication, 

upload credential issuance, decryption key distribution, 

and callback verification, effectively mitigating 

vulnerabilities such as credential misuse, file stealing, file 

overwriting, and callback spoofing. The systematic study 

of the three-stage upload process allows the identification 

and prevention of security risks that traditional methods 

may overlook. The architecture is designed to be scalable, 

reliable, and user-friendly, supporting secure file uploads, 

downloads, and key management. Overall, this project 

demonstrates a comprehensive approach to securing 

cloud storage interactions, providing a strong foundation 

for future enhancements and safe cloud-based data 

management for modern web applications. 

 

 

8. FUTURE SCOPE 

In the future, the project can be enhanced to provide more 

advanced security, usability, and scalability features. One 

enhancement could be the integration of multi-factor 

authentication for users, adding an extra layer of security 

before issuing upload credentials or decryption keys. 

Another improvement could be implementing role-based 

access control, where different types of users have fine-

grained permissions to upload, download, or manage 

files. The system can also support real-time monitoring 

and anomaly detection to identify suspicious activities, 

such as unauthorized file access or credential misuse. 

Integrating advanced encryption algorithms alongside 

RSA, like ECC (Elliptic Curve Cryptography), can 

improve encryption efficiency for large-scale file 

uploads. The cloud storage module can be extended to 

include redundancy and fault-tolerance mechanisms to 

prevent data loss in case of server failures. Future 

versions may allow cross-platform file access, enabling 

mobile and desktop users to securely upload and 

download files. End-to-end encryption with user-

managed keys could give users full control over their file 

security. Enhancing the user interface with intuitive 

dashboards can improve user experience and simplify file 

management. The system can support batch uploads and 

downloads for better efficiency. Finally, performance 

optimization and load balancing can ensure the system 

remains fast and reliable even with millions of users. 

These enhancements will make the system more secure, 

scalable, and user-friendly, aligning it with modern cloud 

storage requirements. 
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