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Abstract: Websites have started allowing users to upload files directly to cloud platforms due to the growing reliance on
cloud storage services for managing massive amounts of user data. Due to the participation of several organizations,
such as online users, web servers, and cloud storage providers, this strategy presents additional security issues even if it
offers increased convenience and scalability. We provide the first thorough security analysis of this direct upload
approach in this work. After a thorough study, we find six different types of vulnerabilities and conduct extensive testing
on the top 500 Alexa-ranked websites. 182 websites (36.4%) employ cloud storage services, according to our research,
and a targeted examination of 28 well-known websites with upload capabilities reveals that all of them have at least one
of the vulnerabilities found. We found 79 previously undiscovered vulnerabilities in total, which we appropriately
notified to the relevant platforms, including well-known sites like Google, Reddit, and CSDN. The favorable reactions
demonstrate the usefulness of our conclusions. We further investigate the core causes of these difficulties and
recommend appropriate mitigation techniques. The goal of this effort is to help academics and developers create better
secure online applications by offering insightful information about the security implications of cloud-based file uploads.

Keywords: Cloud Storage Security, Direct File Upload, Web Security, Credential Management, Cloud Computing, Data
Integrity.

I.LINTRODUCTION

The user base and data quantities of websites grow significantly as they get more and more popular. As a result, handling
and storing large amounts of data created by users becomes extremely difficult. For instance, hundreds of millions of
people visit well-known websites like Google and Reddit, according to statistical data. Among Google services, Gmail
alone has more than 1.8 billion users. There are over 430 million active users on Reddit each month. As a result, it is
critical to solve the data storage and management concerns of the aforementioned large users. Because of its flexibility,
scalability, and pay-as-you-go storage options, cloud storage services have become the go-to option for managing and
storing website data. These features meet the requirements of websites in a range of sizes and sectors.A new file upload
scenario has been added to the cloud storage service, in which online users submit files directly to the cloud. This new
file upload scenario typically involves three crucial steps: (1) obtaining and dispatching upload credentials; (2) uploading
and verifying files; and (3) callback notice and response. In stage (1), the clientl sends an HTTP request to the web
server to request an upload credential when a user wishes to upload a file to a website. After verifying the user's identity,
the web server should provide the upload credentials if it is successful. In step (2), the client uploads the file straight to
the cloud storage provider using the credentials. The cloud storage provider should confirm the signature details of the
credential and determine if the uploaded files meet the policy criteria of the credential. To let the web server know the
outcome of the file upload, either the client or the cloud storage service should send a callback message in stage (3).
This novel scenario removes the requirement for the server to handle data storage or the transit of submitted files, in
contrast to conventional techniques where the web server saves user files locally or acts as a middleman to send files to
cloud services. For web servers, this lowers transmission overhead and provides ease. But it also creates the following
new attack surfaces. First, there are three roles involved in the process, and each job should be in charge of its own
security authentication. For example, if a user's identity is not properly authenticated by the web server or cloud storage
service, attackers may be able to fake the user's identity. Second, a new authorization mechanism—upload credentials—
is introduced by the new scenario. Privilege escalation vulnerabilities may result from improperly configured upload
credentials or policies. Adversaries could leverage these flaws, for example, to steal or alter other users' files in cloud
storage systems. Lastly, information synchronization across the three roles is a feature of the new scenario. The

© 2026, IJSREM | https://ijsrem.com | Page1



https://ijsrem.com/

g7 Ny

=t

o TISREM ¥
<=8 [nternational Journal of Scientific Research in Engineering and Management (IJSREM)
R/ zagd~  Volume: 10 Issue: 03 | March - 2026 SJIF Rating: 8.659 ISSN: 2582-3930

legitimacy of the callback notification information cannot be ensured if the web server or cloud storage provider does
not include a secure synchronization information verification method. Attackers can then deceive the web server by
forging or manipulating callback notifications. Prior research on cloud storage security has concentrated on mobile
applications that have problems with data management and user credentials abuse.

To the best of our knowledge, however, no research has been done on the security concerns of this novel situation.
Analyzing this scenario's security threats presents two major issues.1) It is difficult to comprehend the intricate
mechanisms of interaction between various jobs and identify any weaknesses. A typical online user cannot see many of
these exchanges. In reality, for example, a user cannot access the communication process between a website and cloud
storage. 2) Determining whether an interaction mechanism's actual deployments or implementations are insecure is a
difficult task. The diversity of cloud service providers and websites, each of which often has unique implementations or
deployments, contributes to the complexity. We provide the first comprehensive analysis of the security vulnerabilities
associated with online users directly uploading data to cloud storage services in this research. Based on the public
development guides offered by cloud service providers, we do a thorough study of the three crucial steps in this situation
in order to handle the aforementioned issues. We classify the newly discovered vulnerabilities into six categories based
on access control, credential validity, file restrictions, data integrity, data confidentiality, and consistency: unrestricted
upload credential acquisition (V1), upload credentials validity flaw (\V2), unrestricted file types and file size (V3), file
overwriting (V4), file stealing (\V5), and callback notification spoofing (V6). These flaws, which include resource-
consumption assaults, privacy leakage, sensitive data overwriting, etc., have the potential to seriously impact online
users, web servers, and cloud storage services.

I1.RELATED WORK

The analysis and security of the new cloud-based file upload scenario—in which online users upload files directly to
cloud storage services—are the main objectives of this research. In the three crucial phases—upload credential
management, file uploading and verification, and callback notification handling—it seeks to detect and reduce any
security threats. The project tackles vulnerabilities including data manipulation, file overwriting, illegal access, and
credential abuse. It guarantees safe user, web server, and cloud service synchronization, authorization, and
authentication. In the end, the project improves large-scale cloud-based web applications' data integrity, confidentiality,
and dependability.

Ensuring safe, dependable, and effective file uploads from online users straight to cloud storage providers is the primary
goal of this project. In order to find any security flaws, it focuses on examining the three crucial phases of the upload
process: credential generation, file verification, and callback response. Through the implementation of robust
authentication and policy enforcement methods, the project seeks to avoid risks including unauthorized access, credential
abuse, file overwriting, and data theft. Through safe communication and synchronization, it also aims to increase
confidence between users, web servers, and cloud platforms. Building a strong foundation that enhances data security,
integrity, and confidentiality in contemporary cloud-based online environments is the ultimate objective.

In order to meet the increasing need for extensive user data management on websites, the current system makes use of
cloud storage services. Instead of using conventional server-side storage, users upload data straight to the cloud from
the client side in this configuration. Due to the inclusion of several roles—online users, web servers, and cloud service
providers—this architecture presents new security issues despite being effective and scalable. Credential issuance, file
upload and verification, and callback notification are the three primary phases of the upload procedure. Cloud storage
services offer a scalable, adaptable, and affordable substitute for conventional local storage systems as websites struggle
to manage enormous volumes of user data. A new scenario in the present architecture eliminates the necessity for the
website server to function as a middleman by enabling users to upload files straight from their browsers to cloud storage.
Due to the participation of several parties—online users, web servers, and cloud storage providers—this approach
improves efficiency and lowers server strain, but it also creates new security threats. Nevertheless, the current system's
synchronization, authorization, and authentication processes are insufficiently secure.
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ILLITERATURE SURVEY

Y.Chen, Y. Li, Z. Pan, Y. Lu, J. Chen, and S. Ji, URadar is an automated security testing framework designed to discover
unrestricted file upload vulnerabilities in cloud-backed web applications. It models the three-stage direct-to-cloud upload
workflow—credential issuance, client-to-cloud upload, and callback synchronization—to expose gaps attackers can
exploit. Using adaptive dynamic testing, URadar generates and refines targeted upload credentials and file payloads to
probe real-world policy and validation weaknesses. The system simulates malicious actors who attempt privilege
escalation, file overwrites, unauthorized downloads, and callback spoofing to reveal practical attack paths. URadar
correlates observable behaviors across the web server, client, and cloud storage service to infer invisible interactions and
detect inconsistencies. It includes modules for credential abuse detection, file-type/size bypass testing, integrity checks,
and callback authenticity validation. When a potential vulnerability is found, URadar performs confirmation steps (safe,
non-destructive where possible) to reduce false positives. The framework automatically produces human-readable
reports that describe the vulnerability, the exploited vector, PoC steps, and recommended fixes.

X.Wang, Y. Sun, S. Nanda, and X. F. Wang, 2023, credit Karma is a security analysis framework designed to understand
and assess the risks associated with exposed cloud services by performing automated capability inference. The project
focuses on identifying misconfigured or publicly accessible cloud components that may unintentionally expose sensitive
data or functionalities. By analyzing access policies, APl endpoints, and resource permissions, Credit Karma
automatically infers what an attacker could potentially do if the exposed service is exploited. It simulates real-world
attack scenarios to evaluate privilege escalation, unauthorized data access, and service manipulation risks. The system
employs automated scanning and dynamic testing to map out exposure surfaces across multiple cloud platforms. It
categorizes detected misconfigurations based on severity and potential business impact, helping organizations prioritize
remediation. Credit Karma also correlates findings across different services to detect chained vulnerabilities that may
arise due to weak cross-service authentication. The framework generates comprehensive reports detailing the identified
exposures, inferred attacker capabilities, and recommended mitigation strategies. Ultimately, the project aims to improve
cloud security visibility, prevent data breaches, and help developers deploy secure, well-configured cloud environments.

G. Hong, M. Wu, P. Chen, X. Liao, G. Ye, and M. Yang, 2023, this project, “Understanding and Detecting Abused Image
Hosting Modules as Malicious Services,” focuses on identifying and analyzing how legitimate image hosting platforms
and modules are misused to carry out malicious activities. The study explores how attackers exploit these services to
host phishing pages, malware payloads, or command-and-control content under the guise of harmless images. It
investigates common abuse patterns, such as steganographic embedding of malicious code and the misuse of API-based
upload functions to bypass content moderation. The system employs automated crawling, static and dynamic content
inspection, and behavior-based analysis to detect suspicious uploads. By comparing normal and malicious hosting
behaviors, the project builds classification models capable of recognizing abuse with high accuracy. It also examines
weak authentication, lack of content validation, and insufficient URL filtering as root causes of such exploitation.
Detected cases are further analyzed to understand attacker strategies, distribution techniques, and the propagation of
malicious links. Finally, the project proposes a defense framework that integrates automated abuse detection with
enhanced verification.

Security Threat Vulnerability Source Impact Severity
Credential Leakage  Exposed presigned URLs Unauthorized uploads  High
File Type Spoofing  Client-side validation only Malware upload High
Object Overwrite Predictable file paths Data tampering Medium
Storage Abuse No file size limit Increased storage cost  Medium
Callback Spoofing Weak verification Unauthorized processing Medium
Misconfigured Storage Public bucket access Data leakage Critical

Y. Lv, W. Shi, W. Zhang, H. Lu, and Z. Tian, 2023, the project “Don’t Trust the Clouds Easily: The Insecurity of Content
Security Policy Based on Object Storage” investigates the hidden security risks that arise when web applications rely on
cloud object storage services to host and deliver web content. It focuses on how developers commonly configure Content
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Security Policies (CSP) to trust entire cloud domains, unknowingly introducing new attack surfaces. Attackers can
exploit misconfigured or shared storage buckets to inject malicious scripts, host fake resources, or perform cross-site
scripting (XSS) attacks under trusted domains. The project systematically analyzes how weak or overly broad CSP rules
undermine the intended protection mechanisms of modern browsers. Using large-scale empirical testing, it examines
real-world websites that depend on Amazon S3, Google Cloud Storage, and other object storage platforms. The system
automates the discovery of insecure CSP configurations, correlates them with exposed storage resources, and evaluates
their exploitability. It further demonstrates practical attack scenarios to show how trust abuse in CSP policies can
compromise user data and web integrity. Finally, the project proposes mitigation strategies—such as granular domain
whitelisting, signed URL enforcement, and integrity verification—to strengthen CSP deployment in cloud-integrated
environments.

E. Trickel et al, 2023, toss a Fault to Your Witcher applies grey-box, coverage-guided mutational fuzzing to find SQL
injection and command injection flaws in real-world applications. The framework combines lightweight instrumentation
(to collect execution feedback) with smart mutation operators that craft input perturbations targeted at database- and
shell-interacting code paths. By operating in a grey-box mode it balances efficiency and depth—using runtime coverage
signals to prioritize mutations that exercise novel program behavior while avoiding blind blind fuzzing. The mutator set
includes SQL-aware token swaps, quote/escape manipulations, command-chaining payloads, and context-sensitive
encodings to increase the chance of hitting injection sinks. A harnessing layer automatically identifies input entry points
(HTTP parameters, file uploads, CLI arguments) and adapts fuzzing strategies per target language and framework. When
suspicious behavior or crashes occur, the system collects execution traces, extracts minimal reproducing inputs, and
performs taint-style checks to reduce false positives. The tool also integrates lightweight oracle checks—database error
patterns, unexpected shell exits, and resource-access anomalies—to confirm exploitability. Evaluation on diverse web
and backend services shows the approach discovers complex, context-dependent injection bugs that static analysis and
naive fuzzers miss. The project produces actionable reports with PoC requests, vulnerable code locations, and mitigation
guidance like parameterized queries, input sanitization, and least-privilege execution.

E. Pauley, R. Sheatsley, B. Hoak, Q. Burke, Y. Beugin, and P. McDaniel, 2022, the project “Measuring and Mitigating
the Risk of IP Reuse on Public Clouds” investigates the security risks caused by the frequent reuse of public IP addresses
in cloud environments. When cloud providers reassign IPs to new tenants, residual trust or cached DNS entries can
expose new users to data leakage or hijacking attacks. The project systematically measures how often IP reuse occurs
across major cloud platforms and analyzes its real-world impact on network security. It identifies attack scenarios such
as misdirected traffic, SSL certificate mismatches, and unintended data exposure. Using large-scale scanning and traffic
monitoring, it quantifies the persistence of stale DNS and TLS associations. The framework also explores how different
providers handle IP recycling and what security gaps remain. Based on empirical results, the project proposes defense
mechanisms like IP lease delay, DNS cache invalidation, and certificate revocation strategies. Finally, it offers guidelines
for cloud tenants and providers to reduce risks linked to IP address reuse and improve overall cloud infrastructure
security.

IV.PROPOSED SYSTEM

A systematic study of security risks was conducted to examine a modern cloud-based file upload scenario, where users
upload files directly from websites to cloud storage services. Unlike traditional methods that route files through web
servers, this direct interaction introduces multiple roles—users, web servers, and cloud services—each requiring secure
coordination. The study identifies six major categories of vulnerabilities, including improper handling of upload
credentials, unrestricted file types and sizes, file overwriting risks, unauthorized file access, and spoofed callback
notifications. Through an extensive evaluation of the top 500 Alexa-ranked websites, it was found that 36.4% utilize
cloud storage, and among 28 popular sites that allow uploads, all contained at least one vulnerability. In total, 79 new
vulnerabilities were uncovered. This research is significant in highlighting the emerging threats in direct-to-cloud
uploads and offers guidance on preventing these issues through improved authentication, access control, and secure
communication mechanisms.

When a web user needs to upload files, the web server will be requested to ask for the upload credentials. Note that
different from user credentials, the upload credentials are typically generated temporarily from the user credentials
according to the predefined security policies. In other words, the upload credentials obtained by the different web users
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are typically generated from the same cloud service account. From the perspective of the cloud storage service, users
are granted identical permissions. The policies may include the limitations of the allowed file types, size, storage paths,
credential expiration times, etc. The web server checks whether the user is logged in, and has the upload privileges. If
the verifications are passed, the web server will dispatch the upload credentials to the user in two common ways. (i) The
upload credential is signed according to the preshared user credential when the website developer configures the cloud
storage service. In this case, the web server does not need to interact with the cloud storage service. (ii) The web service
calls the cloud storage service temporary key generation API according to the information of the user uploaded file to
apply for a temporary upload credential. The credential encodes the authorization policy configured by the web server
(e.g., Alibaba Cloud OSS Temporary Identity Authorization STS service). During this process, the cloud storage service
needs to authenticate the web server, usually through the cloud storage service’s access key (such as the ‘Access Key
ID’ and ‘Access Key Secret’” of the IAM user and RAM user). After obtaining the upload credential, the web server
returns it to the user. During this process, the security of the user’s identity, permissions, and uploaded files is of
paramount importance. With the received upload credential, the client will upload the file to the cloud storage service.
In this process, since the website user is not a direct user of the cloud storage service, the cloud storage service usually
does not authenticate the website user. The cloud storage service should perform security checks on the uploaded file
and the upload credential. For the uploaded file, the security checks could include 1) whether it can overwrite the existing
file; 2) the file’s properties, e.g., whether the size or type of the file satisfies the requirements of the upload policy. For
the upload credential, the cloud storage service should check its validity. For instance, if the user‘s upload credential is
expired, the upload request should not be allowed. Overall, the cloud storage service does not pay attention.
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The system architecture of this project is designed to provide a secure and efficient framework for direct file uploads
from web users to cloud storage while preventing vulnerabilities in the upload process. The architecture mainly consists
of two core modules — the User Module and the Server Module — interconnected with the Cloud Storage Service. The
User Module acts as the client interface, allowing users to register, log in, request upload credentials, encrypt files using
the RSA algorithm, and upload them securely to the cloud. It also enables users to request decryption keys and download
decrypted files after server approval.

Experiment

/ . . .
. Dataset / Environment Observation / Result Impact on Security
Evaluation Parameter

. 0 ) .
Website Adoption of Analysis of Top 500 182 websites (36.4%) used cloud Shows widespread adoption of

Cloud Storage Alexa-ranked websites storage services  for  file direct cloud uploads in modern web
management systems

Websites  Allowing Detailed evaluation of All 28 websites had at least one Indicates poor implementation of

Direct File Uploads 28 popular websites  security vulnerability secure upload mechanisms

Total Vulnerabilities Real-world 79 new vulnerabilities identified Demonstrates significant security

Discovered vulnerability analysis  across evaluated websites risks in direct upload architectures
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Validation (V3) 11:Jir|1ersestr|cted file types and large uploaded to cloud storage
File Overwriting Object key Some implementations allowed Leads to data tampering or loss of
Attack (V4) manipulation tests overwriting existing files legitimate data
File Stealing Access control checks Weak permission checks enabled Causes data leakage and privacy

Vulnerability (V5) unauthorized download of files  breaches

Callback Notification Callback verification Missing  verification  allowed Server may process fake uploads or

Spoofing (V6) testing spoofed upload notifications malicious data

Combined 100% of analyzed upload-enable dIndlcates the need for stronger

access control and credential
management

Overall Security Risk . . .
y vulnerability analysis  websites were vulnerable

The Server Module is the central control unit responsible for verifying user identities, generating upload credentials,
managing decryption keys, and validating authorization for all requests. It communicates with the cloud storage to
confirm file uploads and ensures all operations meet security standards. The Cloud Storage component stores encrypted
files, validates upload credentials, and sends callback notifications about upload status to the server. All communication
between the modules is performed over secure HTTPS protocols to prevent interception or tampering. The system also
addresses six major vulnerabilities—credential misuse, file overwriting, file stealing, unrestricted upload access,
credential validity flaws, and callback spoofing—through strict authentication, encryption, and access control
mechanisms. By integrating cryptographic security with layered authorization, the architecture ensures data
confidentiality, integrity, and trustworthiness throughout the entire file lifecycle, providing a strong foundation for secure
cloud-based storage operations.

Systematic study of the Security risks, RSA

The proposed algorithm for the project is designed to systematically secure the direct-to-cloud file upload workflow
while testing for six major vulnerabilities (V1-V6) and ensuring data confidentiality using RSA encryption. It starts with
the User module requesting an upload credential from the Server, which authenticates the user and issues a scoped, time-
limited credential. The algorithm first tests for unrestricted credential acquisition (V1) and credential validity flaws (V2)
by attempting controlled requests with invalid, expired, or role-switched credentials to see if the Server incorrectly issues
or accepts them. Once a valid credential is obtained, the User module prepares the file for upload. Here, the file is
encrypted to ensure security: an RSA-based encryption approach is used, often in combination with RSA for efficiency.
In this hybrid scheme, the file content is encrypted using a randomly generated RSA session key, and then this RSA key
is encrypted using the Server’s or per-file RSA public key. This ensures that only the authorized Server or user possessing
the corresponding RSA private key can decrypt the RSA key and access the original file. During the upload stage, the
algorithm checks for unrestricted file types and sizes (V3), file overwriting (\V4), and file stealing (V5) by attempting
safe test uploads with boundary cases, colliding filenames, or manipulated object keys. Finally, in the callback stage, the
algorithm observes and simulates notifications from the cloud to the Server and tests for callback spoofing (V6) by
sending crafted or tampered notifications, ensuring that the Server validates signatures, nonces, and consistency with
stored metadata. Throughout this process, the system adaptively refines tests based on observed behaviors, logs evidence
for each vulnerability check, and confirms findings safely to minimize false positives. This algorithm ensures that all six
vulnerabilities are systematically tested while preserving the confidentiality and integrity of uploaded data.
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V. CONCLUSION

In the future, the project can be enhanced to provide more advanced security, usability, and scalability features. One
enhancement could be the integration of multi-factor authentication for users, adding an extra layer of security before
issuing upload credentials or decryption keys. Another improvement could be implementing role-based access control,
where different types of users have fine-grained permissions to upload, download, or manage files. The system can also
support real-time monitoring and anomaly detection to identify suspicious activities, such as unauthorized file access or
credential misuse. Integrating advanced encryption algorithms alongside RSA, like ECC (Elliptic Curve Cryptography),
can improve encryption efficiency for large-scale file uploads. The cloud storage module can be extended to include
redundancy and fault-tolerance mechanisms to prevent data loss in case of server failures. Future versions may allow
cross-platform file access, enabling mobile and desktop users to securely upload and download files. Adding automated
logging and auditing can help administrators track all operations and detect security breaches quickly. Integration with
Al-based threat detection could proactively prevent attacks such as file stealing or callback spoofing. The system can
also incorporate file versioning to prevent overwriting sensitive data accidentally. End-to-end encryption with user-
managed keys could give users full control over their file security. Enhancing the user interface with intuitive dashboards
can improve user experience and simplify file management. The system can support batch uploads and downloads for
better efficiency. Future development may include API-based integration with third-party applications for seamless cloud
services. Finally, performance optimization and load balancing can ensure the system remains fast and reliable even with
millions of users. These enhancements will make the system more secure, scalable, and user-friendly, aligning it with
modern cloud storage requirements.

In conclusion, this project provides a secure and efficient framework for directly uploading files from web users to cloud
storage while addressing critical security vulnerabilities. By implementing RSA-based encryption and a robust credential
management system, it ensures data confidentiality, integrity, and authorized access throughout the file lifecycle. The
User and Server modules work in coordination to manage authentication, upload credential issuance, decryption key
distribution, and callback verification, effectively mitigating vulnerabilities such as credential misuse, file stealing, file
overwriting, and callback spoofing. The systematic study of the three-stage upload process allows the identification and
prevention of security risks that traditional methods may overlook. The architecture is designed to be scalable, reliable,
and user-friendly, supporting secure file uploads, downloads, and key management. Overall, this project demonstrates a
comprehensive approach to securing cloud storage interactions, providing a strong foundation for future enhancements
and safe cloud-based data management for modern web applications.
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