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A Security Aware Channel Assignment Protocol for Software Defined 

Networks 

 

  
 

 

Abstract: Software Defined Networks (SDNs) have a 

great potential in supporting time-critical data delivery 

among the Internet of Things (IoT) devices and for 

emerging applications such as smart cities and 

automation. A wireless channel (radio) about which we 

have information is called a software defined radio. 

However, Software defined radio Networks share 

common resources such as bandwidth or spectrum 

among several users or stations. Due to continued 

sharing of resources, cognitive networks often come 

under security attacks, most common of which are 

jamming attacks. In the case of jamming attacks, 

deliberately designed random jamming signals are added 

to the channel. These jamming signals along with noise 

result in packet losses and low throughput, degrading the 

overall performance of the cognitive network. In this 

work, a security aware  jamming rejection mechanism is 

proposed which detects suspicious signals in the channel 

frequency response and employs discrete equalization to 

recover transmitted data. Moreover, this also reduces the 

effects of noise in the channel. It has been shown that 

the proposed system achieves higher throughput 

compared to previous techniques for low, moderate and 

high jamming activity. 

 

Keywords:- Software defined radio, Internet of Things 

(IoT), Jamming Activity, Energy Detection, Equalization, 
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I.Introduction 

A typical SDN generally has the capability of automatic 

fallback or handover. Handover may occur between two 

systems when the performance of once system starts to 

deteriorate compared to the other system. The proposed 

approach aims at leveraging the handover mechanism for 

SDNs. In the proposed approach, a handover between a 

primary multiple access technique (MA1) and a secondary 

multiple access technique (MA2) is proposed with 

automatic fallback enabled receivers. The condition for  

 

 

switching or handover is proposed to be the BER of the 

system based on different channel fading conditions [4].  

 

 

 

The SDN would incorporate both: 

1) Near and Far User cases 

2) Fading conditions 

Moreover, for effective interference suppression, many 

MUD schemes also require an estimate of the covariance 

matrix of the received signal, which is typically the sample 

covariance matrix. The sample covariance matrix 

converges slowly, resulting in a poor estimate of the true 

covariance matrix when the number of samples of the 

received signal is relatively low 

Software defined radio (SDR) can be defined as a 

radio or radio frequency spectrum whose cognizance 

or knowledge is possessed by the user or service 

provider. The tern cognizance or knowledge can be a 

little vague at times but the meaning of cognizance of 

a radio spectrum indicates towards the knowledge of 

its statistical parameters or channel state information 

(CSI). The main attribute of Software defined radio 

systems is the fact the fact that it utilizes the spare 

part of the spectrum that is not being utilized by 

present users and is lying fallow, another aspect of 

which is resource allocation among networks that 

utilize cognitive system design.  

This paper presents an energy detection based 

approach for detection of jamming activity for 

software defined Networks. It is been shown that 

through energy detection and equalization, the 

proposed system attains higher throughput compared 

to previous systems. 

 

 

 

II. Characteristics of Software Defined Radio 

 

In the context of Software-Defined Networking (SDN), 
"handover" typically refers to the process of transferring 
the control of a network flow or connection from one 
network device to another. Handovers are crucial in 
scenarios where devices move or change their network 
attachment points, such as in mobility scenarios or when 
dealing with virtualized network functions. Handover 
mechanism include: 
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Centralized Control: In an SDN architecture, the 
control plane is centralized in an SDN controller. The 
controller has a global view of the network and can make 
decisions about how to manage handovers. When a device, 
like a mobile user or a virtual machine, moves from one 
part of the network to another, the SDN controller can 
dynamically update forwarding rules to ensure that the 
flow or connection is seamlessly handed over to the 
appropriate devices. 

Dynamic Flow Management: SDN enables dynamic 
flow management, allowing the controller to modify flow 
entries in the switches or routers to redirect traffic as 
needed. This is particularly useful in scenarios where a 
device transitions between different access points or 
network segments. 

Programmability through Northbound APIs: SDN 
controllers expose northbound APIs that allow higher-
level applications to communicate with the controller. 
Applications responsible for mobility management or 
handover decision-making can use these APIs to instruct 
the controller on how to handle handovers. 

Flow Prioritization: SDN allows for the prioritization 
of network flows. When a handover occurs, the controller 
can ensure that critical or real-time traffic is given priority 
during the transition to maintain quality of service. 

 

Integration with Network Function Virtualization 
(NFV): In virtualized environments, SDN often works in 
conjunction with NFV. Virtualized network functions 
(VNFs) can be dynamically instantiated or migrated to 
different locations in response to changes in network 
conditions, and the SDN controller plays a role in 
managing this dynamic instantiation or migration. 

By centralizing control and providing a programmable 

interface, SDN simplifies the management of handovers in 

networks, making them more efficient and adaptable to 

changing conditions. This is particularly valuable in 

scenarios where seamless connectivity and mobility are 

critical, such as in mobile networks, IoT environments, or 

data center networks with virtualized 

 

 
Fig.1 Architecture of SDN 

 

III. Jamming Activity in Software defined radio 

Systems. 

Jamminng attacks are the most common form of 

attack for software defined radio mehanisms where 

the attacker tries to jam the spectrum in order to deny 

access with high accuracy. This can be categorized in 

3 cases: 

1) Low jamming activity 

2) Moderate Jamming Activity 

3) High Jamming Activity 

 

The jamming activity changes the channel response 

of system from an ideal nature to non-ideal natue. 

The jamming activity can be gauged based on the 

channel state information (CSI) of the system. 

Howeber there are some challenges in utilizing the 

CSI. Main Challenges faced in Spectrum Sensing in 

Software defined radio Systems: 

 

1) Wireless channels change randomly over 

time, therefore sensing wireless channels before they 

change is tough. 

2) Determining jamming activity may be tough 

due to the addition of noise. 

3) Due to addition of noise in the transmitted 

signal, detection of spectrum holes may be practically 

tough 
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4) Due to dynamic spectrum allocation, there 

exists a chance of ‘Spectrum Overlap’ causing 

interference between users. 

5) Designing software defined radio systems to 

perform error free in real time may be complex to 

design i.e. reduced throughput of the system. 

(bits/sec) 

 

IV. Proposed Algorithm. 

The proposed technique can be explained using the 

following algorithm: 

Step1. Generate a random serial data set that is to be 

transmitted in the form of 0s and 1s.  

Let it be given by: 

x(n)=random (n); where n is the number of bits are 

completely random 

Step2. Design a typical channel response of an ideal 

cognitive system. 

Let the channel response in time domain be h(t) in 

the frequency domain, let the channel response be 

H(f) 

H(f)=F.T. {h(n)} 

F.T. denotes the Fourier Transform 

 

Step3. Design frequency dependent jamming 

mechanism. 

Let the jamming power be: 

Pjam=f(frequency or subcarrier) 

here, different frequencies are used for different users 

in the network, which are also called sub-carriers  

 

Step4. Design and add spectral noise 

Design a time domain noise signal n(t) 

Add it to the signal in the channel to get 

X=S+N 

Step5.  Detect low, moderate and high jamming 

action 

The decision is to be based on: 

Low Jamming Activity: if sub-carrier 

gain<1.5*Ideal Subcarrier Gain 

Moderate Jamming Activity: if sub-carrier 

gain>1.5*Ideal Subcarrier Gain>2*Ideal Subcarrier  

High Jamming Activity: if sub-carrier gain>2*Ideal 

Subcarrier Gain 

 

Step6.  Generate signaling points for the system and 

obtain the scatter plot for: 

• No Jamming Action 

• Low Jamming Action 

• Moderate Jamming Action 

• High Jamming Action 

 The scatter plots can be plotted for  

 Re{x(n)} 

 Img{x(n)}  

 

Step7. Design a jamming rejection mechanism using 

discrete frequency equalization 

This can be done by designing a block with inverse 

response as that of the channel 

 

Step8. Compute Throughput for 3 cases: 

 1) Low Jamming activity 

 2) Moderate Jamming Activity 

 3) High Jamming activity 

 

 The above figure depicts the channel frequency 

response of a typical wireless channel. It can be seen 

that it varies with the frequency i.e. 

 

𝐻(𝑓𝑟𝑒𝑔) = 𝑓(𝑓𝑟𝑒𝑞) 

 

Here, 

𝐻(𝑓𝑟𝑒𝑔) represents the channel frequency response. 

𝑓(𝑓𝑟𝑒𝑞) denotes a function of frequency. 

 

V. Results: 

The experimental setup has been conducted for 1 

million bits. The various graphs obtained under the 

proposed system have been shown in the following 

section and the inferences are explained 

subsequently.  
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Fig.2 Transmitted binary signal 

 

The above figure depicts the transmitted binary 

signal in the form of 1s and 0s.  

 

 
Fig.3 Probability of False Alarm 

 

The above figure depicts the transmitted binary 

signal in the form of 1s and 0s.  

 

 
Fig.4 Subcarrier Gain for Non-Jamming 

Condition 

 

 

Fig.5 Addition of Noise in the Channel 

 

 
Fig.6 Scatter Plot for Different Jamming 

Conditions 

 

Figure 5 depicts the addition of noise in the channel 

while figure 6 depicts the channel scatter. 

 

 
Fig.6 Throughput for High Jamming Conditions 
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Fig.7 Throughput for Low Jamming Conditions 

 

 
Fig.8 Throughput Analysis with respect to 

jamming interval (low jamming) 

 

 
Fig.9 Throughput Analysis with respect to 

jamming interval (moderate and high jamming) 

 

 

 

 

 

VI. Conclusion: 

It can be concluded form the above discussions 

that the proposed system attains better 

throughput compared to the previous work 

(Security-aware Channel Assignment in IoT-

based Software defined radio Networks for Time-

Critical Applications. This has been achieved by 

using energy detection for software defined radio. 

The analysis has been performed for 3 cases of 

jamming activity: Low jamming activity, 

Moderate jamming activity and High Jamming 

activity The results can be attributed to energy 

detection and subsequent discrete frequency 

equalization.  
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