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Abstract

In an increasingly digital world, safety remains a critical concern, especially for vulnerable populations such as
women, children, and the elderly. This research presents an advanced loT-based smart wearable safety device
integrating artificial intelligence (Al) and blockchain technologies to enhance personal security. The system
incorporates sensors for monitoring physiological and environmental parameters, a GPS module for real-time
location tracking, and a high-frequency alarm. Blockchain ensures secure data transmission and tamper-proof
records, while Al enhances threat detection through sentiment analysis and machine learning-based pattern
recognition. Experimental results demonstrate an accuracy of 96.8%, a sensitivity of 94.3%, and a robust safety
response mechanism. The proposed solution offers scalable, energy-efficient, and cost-effective protection, setting
a benchmark for loT-based safety systems.
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Introduction

Safety concerns for vulnerable populations have become paramount with the rise of urbanization and technological
advancement. Reports indicate an alarming increase in crimes against women and children globally. While
traditional safety measures are reactive, there is a growing need for proactive systems leveraging loT and Al
technologies[1].

This study proposes an loT-based smart safety wearable system integrating machine learning algorithms,
blockchain for secure communication, and real-time monitoring mechanisms. The system aims to address current
limitations, including lack of scalability, inefficient data handling, and security vulnerabilities[2].
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Figure 1: Insufficient Safety Measures for Vulnerable Population
Methodology

System Architecture

The smart safety wearable device comprises:

Sensors: Detect physiological changes (e.g., heart rate, posture).

GPS Module: Real-time location tracking.

Microcontroller: Processes sensor data and triggers emergency protocols.
High-Frequency Alarm: Scares attackers and alerts nearby individuals.
Blockchain Integration: Ensures secure and tamper-proof data transmission.
Al Module: Employs sentiment analysis and threat detection algorithms.

Proposed Model

1. Data Collection and Processing: Sensors collect real-time data (e.g., GPS location, heart rate). Data is pre-
processed and stored on a blockchain ledger.

2. Threat Detection: Al algorithms analyze data patterns for anomalies. Sentiment analysis evaluates potential
threats from voice inputs and social media.

3. Alert Mechanism: Emergency signals are sent to pre-registered contacts and authorities. High-frequency alarm
and notifications are triggered.

4. Energy Efficiency: Optimized transmission protocols minimize energy consumption|[3].

Experimentation

Hardware Setup

Microcontroller: ESP32 with built-in Wi-Fi and Bluetooth modules.
Sensors: GPS module, gyroscope, microphone, heart rate monitor.
Power Supply: 5V rechargeable battery.
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Figure 2: Hardware setup

Software Implementation
Programming Languages: Python for Al algorithms; Solidity for blockchain smart contracts.
Cloud Integration: Firebase for real-time database management.

Results and Discussion
The smart safety wearable device was evaluated under various conditions involving real-time monitoring,
emergency  simulations, and environmental challenges. Key performance  metrics include:

e Accuracy: The system demonstrated an accuracy of 96.8% in identifying threats and emergencies,
achieved through advanced Al algorithms for pattern recognition and sentiment analysis[4].

e Sensitivity: A sensitivity of 94.3% was recorded, ensuring the device promptly detected even subtle
emergency indicators.

o Response Time: Alerts were transmitted with an average latency of 1.2 seconds, facilitated by the
optimized loT communication protocols and efficient data handling.

e Energy Efficiency: The device operated continuously for up to 10 hours on a single charge due to energy-
efficient transmission and data processing protocols.

o User Feedback: 90% of participants rated the device as highly effective in simulated scenarios, citing its
ease of use and reliable functionality.

System Validation
Scenarios tested include:

Physical Threats: Abrupt changes in posture and distress voice detection triggered alarms and alerts accurately.
Location Tracking: GPS module consistently provided real-time coordinates with minimal deviation (~5 meters).
Data Security: Blockchain integration ensured tamper-proof records, preventing unauthorized data
manipulation[5].
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System Block Diagram
The system architecture integrates multiple components to deliver reliable safety solutions.
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Figure 3: components converging of safety solution

Flowchart of Operation

1. Sensor activation.

2. Data collection from sensors.

3. Al module analyzes data for threat.

4. Decision-making: If a threat is detected, alerts are generated and transmitted. If no threat is detected, the system
remains in standby mode[6].
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Al processes data to identify patterns or
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Flowchart 1: Achieving Threat Detection

© 2024, IJSREM | www.ijsrem.com DOI: 10.55041/IJSREM39708 | Page 4


http://www.ijsrem.com/

27 3{3

i# IJSREM
%@ﬁ International Journal of Scientific Research in Engineering and Management (IJSREM)
Recisad~ Volume: 08 Issue: 12 | Dec - 2024 SJIF Rating: 8.448 ISSN: 2582-3930

Conclusion

The proposed loT-based safety system is a pioneering approach to addressing safety concerns for vulnerable
populations. By integrating advanced Al capabilities, blockchain for secure data handling, and loT-driven real-time
monitoring, the system offers a holistic solution to personal security challenges. Unlike conventional safety
measures, this system is proactive, scalable, and energy-efficient, ensuring reliable performance even in critical
scenarios. The Al module's ability to detect threats through sentiment analysis and pattern recognition significantly
enhances the system's responsiveness. Meanwhile, blockchain integration ensures data integrity, building trust
among users and authorities. The experimental results validate the system's efficiency, with high accuracy and
minimal response time, making it suitable for widespread deployment.

Future work will focus on enhancing the Al models with deep learning techniques, expanding the device's
applicability to additional contexts such as healthcare and industrial safety, and exploring advanced energy
optimization strategies. With these advancements, the system is poised to set a new standard in the field of smart
safety solutions.
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