&%’ \3 g

I1JSREM
*"’”’éﬁlnternational Journal of Scientific Research in Engineering and Management (IJSREM)
w Volume: 05 Issue: 12 | Dec - 2021 SJIF Rating: 6.714 ISSN: 2582-3930

A Strategy for Detection and Mitigation of DDoS Attacks in Software-
Defined Networks

Amaresan Venkatesan
v.amaresan@gmail.com

Abstract: Distributed Denial of Service (DDoS) attacks remain a severe threat to the security and availability of
modern networks. Software-Defined Networks (SDNs) offer enhanced flexibility and programmability but are also
vulnerable to such attacks due to their centralized control plane. This paper proposes a novel strategy for detecting
and mitigating DDoS attacks in SDNs. The strategy combines real-time traffic analysis, anomaly detection, and
dynamic flow control techniques to identify and respond to potential DDoS threats. Through experimental
evaluation on an SDN testbed, we demonstrate that our approach significantly reduces the impact of DDoS attacks,
maintains service availability, and minimizes network disruption.
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1. Introduction

The rapid adoption of Software-Defined Networking (SDN) has revolutionized the way modern networks are
designed and managed. SDNs allow for greater flexibility in controlling network traffic through a centralized
controller, which provides a global view of the network. However, this centralization introduces new vulnerabilities,
particularly in the face of Distributed Denial of Service (DDoS) attacks. DDoS attacks, characterized by the
overwhelming volume of malicious traffic aimed at disrupting network services, can exploit the control plane of
SDN:s, leading to significant service outages and degraded performance.

Despite various solutions for DDoS mitigation, there is a need for strategies that can efficiently detect and mitigate
attacks in real time, leveraging the unique capabilities of SDNs. This paper presents a strategy that employs real-
time traffic monitoring, machine learning-based anomaly detection, and dynamic flow control to mitigate the effects
of DDoS attacks in SDNs. The strategy is designed to enhance both the detection accuracy and mitigation speed,
minimizing disruption to legitimate traffic during an attack.

2. Related Work

A significant body of research has been dedicated to mitigating DDoS attacks in SDNs. Traditional approaches,
such as rate-limiting and traffic filtering, have limitations when dealing with large-scale attacks or sophisticated
attack strategies. Early works on DDoS detection in SDNs have explored traffic flow analysis and signature-based
detection mechanisms. However, these methods often fail to identify new, unknown attack patterns and can suffer
from high false positive rates.

To address these limitations, machine learning-based approaches have gained attention due to their ability to detect
anomalous behavior in traffic patterns. For instance, researchers have proposed anomaly detection algorithms based
on clustering techniques and supervised learning models. While these methods are effective at identifying unusual
traffic patterns, they often struggle with high-speed or highly distributed attacks, where rapid detection and response
are crucial.
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Several approaches have also focused on leveraging the SDN controller to mitigate DDoS attacks by dynamically
modifying flow rules. These techniques can effectively isolate malicious traffic, but the challenge remains in
distinguishing between legitimate and attack traffic without significant performance degradation for valid users.
This paper builds upon existing research by combining machine learning-based anomaly detection with dynamic
flow control in an SDN environment, aiming to provide a scalable and efficient solution for DDoS detection and
mitigation.

3. Proposed Strategy for DDoS Detection and Mitigation

The proposed strategy utilizes the centralized nature of SDNs to provide real-time traffic monitoring and anomaly
detection. The strategy consists of three key components: traffic monitoring, anomaly detection using machine
learning, and dynamic flow control.

3.1 Traffic Monitoring and Collection

The first step in our strategy is to continuously monitor the traffic in the network. The SDN switches collect flow
statistics, including packet count, byte count, source and destination IPs, and port numbers. This data is sent to the
SDN controller for further analysis. By monitoring these parameters, we can identify sudden spikes in traffic or
unusual patterns that may indicate an ongoing DDoS attack.

3.2 Anomaly Detection

Once traffic data is collected, we apply machine learning-based anomaly detection to distinguish between normal
and abnormal traffic. We use a combination of supervised and unsupervised learning algorithms to detect both
known and novel attack patterns. The model is trained on historical traffic data and continuously updated to adapt
to changes in the network environment.

For instance, we use a Support Vector Machine (SVM) model to classify traffic flows as either legitimate or attack
traffic based on features such as flow duration, packet rate, and source distribution. In addition to SVM, clustering
techniques such as K-means are used to identify novel attack patterns by grouping similar traffic flows together and
observing outliers.

3.3 Dynamic Flow Control and Mitigation

Once an anomaly is detected, the SDN controller takes action to mitigate the attack. This involves dynamically
modifying flow tables to block or rate-limit malicious traffic. We propose a layered approach to mitigation:

. Traffic Filtering: Suspicious flows identified as attack traffic are dropped or redirected to sinkholes to
prevent them from reaching the target. This helps mitigate the impact on critical network services.

. Rate-Limiting: For flows that are likely legitimate but experience an unusually high rate of requests, we
apply rate-limiting to reduce the volume of traffic, preventing resource exhaustion on network devices.

. Traffic Shaping: For non-malicious but heavy traffic, we apply traffic shaping to prioritize high-priority
services and ensure they receive sufficient resources during an attack.

This approach ensures that legitimate traffic continues to flow without disruption, while the attack traffic is
effectively neutralized.
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4, Experimental Setup

To evaluate the effectiveness of our strategy, we implemented a testbed using the Mininet SDN emulator with
OpenFlow-enabled switches. The SDN controller was based on the ONOS platform, and traffic was generated using
tools like Hping3 and Iperf. The attacks were simulated using a combination of volumetric and application-layer
DDosS attacks.

We compared the performance of our proposed strategy with baseline approaches that do not include machine
learning-based anomaly detection or dynamic flow control. The evaluation metrics included:

. Detection Accuracy: The percentage of attacks detected by the system.

. Mitigation Time: The time taken for the SDN controller to respond to a detected DDoS attack.

. Throughput: The rate at which legitimate traffic is successfully transmitted through the network during
an attack.

. Latency: The delay introduced to legitimate traffic during the attack.

5. Results and Discussion

The experimental results indicate that the proposed strategy outperforms baseline approaches in several key areas:

. Detection Accuracy: Our machine learning-based detection model achieved an accuracy of 94%,
significantly improving the detection rate compared to traditional signature-based methods (80% accuracy).

. Mitigation Time: The average time taken to mitigate the DDoS attack was reduced to under 1 second,
compared to 5 seconds with baseline methods.

. Throughput: During DDoS attacks, the throughput for legitimate traffic remained above 90% of the
normal rate, compared to 70% with traditional mitigation techniques.

. Latency: The average latency for legitimate traffic increased by only 5%, compared to a 25% increase

observed in baseline systems without dynamic flow control.
These results demonstrate the effectiveness of combining anomaly detection with dynamic flow control to mitigate
DDosS attacks in SDNs, ensuring minimal impact on legitimate traffic while neutralizing the attack.

6. Case Studies
DDoS Attack Mitigation in SDN with Traffic Shaping (2021)

This case study focused on using traffic shaping techniques as part of a DDoS mitigation strategy in SDNs. The
researchers used the SDN controller to enforce traffic shaping policies that prioritized legitimate traffic and throttled
suspicious traffic during a DDoS attack. Traffic shaping mechanisms were implemented by controlling the
bandwidth allocated to different types of traffic in real time.

Key Findings:

. Traffic Shaping Efficiency: Traffic shaping was shown to be an effective way to prevent congestion and
ensure the availability of critical services during DDoS attacks.

. Prevention of Service Degradation: The system was successful in maintaining the quality of service for
critical applications, even during high-traffic volumes caused by DDoS attacks.

Impact:

. Scalable Solution: Traffic shaping was found to scale well in high-performance SDN environments
without introducing significant overhead.

. Minimal Service Impact: The solution ensured minimal impact on service performance, with only a 5-
10% increase in latency during high-intensity DDoS attacks.
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DDoS Detection Using Machine Learning in SDNs (2018)

This case study presents an innovative approach to DDoS detection in SDNs using machine learning algorithms.
The researchers focused on detecting DDoS attacks based on traffic anomalies observed at the SDN switches. By
applying various machine learning algorithms, including Support Vector Machines (SVM) and K-Nearest
Neighbors (KNN), the system was able to accurately detect anomalous traffic that could indicate a DDoS attack.
Key Findings:

. The study demonstrated the effectiveness of machine learning in detecting previously unseen attack
patterns.

o It used traffic patterns such as packet arrival rate, IP address distribution, and flow duration as features for
anomaly detection.

. Detection accuracy was significantly improved compared to traditional methods, reducing false positives
and enhancing system performance.

Impact:

. Improved Detection Rate: The machine learning-based approach achieved up to 95% detection accuracy
for high-volume DDoS attacks.

. Low False Positives: The algorithm was able to minimize the false positive rate, reducing unnecessary

traffic filtering.
6. Conclusion

This paper presents a strategy for the detection and mitigation of DDoS attacks in Software-Defined Networks. By
leveraging real-time traffic monitoring, machine learning-based anomaly detection, and dynamic flow control, our
approach effectively detects and mitigates DDoS attacks with minimal impact on legitimate network traffic. The
experimental results show that the proposed strategy offers significant improvements in detection accuracy,
mitigation speed, and network performance during attacks. Future work will focus on improving the scalability of
the solution for larger networks and exploring additional mitigation techniques, such as hybrid approaches
combining SDN and edge computing.

The case studies illustrate the effectiveness of various strategies for detecting and mitigating DDoS attacks in SDNs.
The integration of machine learning-based anomaly detection, dynamic flow control, programmable flow-based
filtering, and traffic shaping techniques has proven to be highly effective in enhancing the security and resilience
of SDNs. The studies show that SDNs, with their centralized control and programmability, offer a promising
solution to defend against DDoS attacks, ensuring minimal disruption to legitimate traffic and maintaining network
performance during attack scenarios.
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