' Iﬂiﬁgﬁ International Journal of Scientific Research in Engineering and Management (IJSREM)

Volume: 07 Issue: 09 | September - 2023

SJIF Rating: 8.176 ISSN: 2582-3930

A STUDY COMPARING MACHINE LEARNING AND DEEP LEARNING
METHODS FOR THE DISCOVERY OF FAKE NEWS IN HEALTH
SECTOR USING DIFFERENT DEEP AND SHALLOW METHODS

Prof. Sandeep Rao?, Prof. Vivek Patel> Prof. Rajendra Arakh®

! Assistant Professor, Department of Computer Science & Engineering, Shri Ram Institute of Technology, Jabalpur, MP.

2 Assistant Professor, Department of Computer Science & Engineering, Shri Ram Institute of Technology, Jabalpur, MP.

3 Assistant Professor, Department of Computer Science & Engineering, Shri Ram Institute of Technology, Jabalpur, MP.

ABSTRACT

The problem of fake news, which existed even before
Internet prevalence, has been made worse by the
internet's growth and adoption. If the news is
concerning your health, this becomes more urgent. This
study suggests Content Based Models (CBM) and
Feature Based Models (FBM) as solutions to this
problem. The supplied input is what distinguishes the
two models. The FBM also takes two readability
features as input in addition to the content, whereas the
CBM simply accepts news content as an input. Under
each category, the effectiveness of two hybrid deep
learning approaches, namely CNN-LSTM and CNN-
BiLSTM, is compared with five classic machine
learning techniques: Decision Tree, Random Forest,
Support Vector Machine, AdaBoost-Decision Tree, and
AdaBoost-Random Forest.

The study used the Fake News Healthcare dataset,
which included 9581 stories. This extremely
unbalanced dataset is balanced using a simple data
augmentation technique. The experimental findings
show that Feature Based Models outperform Content
Based Models in terms of performance. AdaBoost-
Random Forest had an F1 Score of 98.9%, while the
Hybrid CNN-LSTM model had an F1 Score of 97.09%
among the proposed FBM. The best-performing model

for classifying fake news is Adaboost-Random Forest
under FBM.

INTRODUCTION:

The way we access and distribute information has been
completely transformed by the Internet. Although the
Internet has had many advantages, it has also made it
possible for false information and fake news to
proliferate quickly. In this day and age, the phrase "fake
news" has gained more and more currency. It is nothing
more than twisted information that is false and cannot
be independently confirmed.

LITERATURE REVIEW:

It is “‘news that is intentionally and verifiable false’’ [1]
and is disseminated with the goal to deceive people.
Fake news has been around for a while. The ‘‘Great
Moon Hoax’> was one of a number of articles
concerning the finding of life on the moon in 1835 that
were published in the New York Sun. [2].

However, massive information transmission from
several sources, including online newspapers, blogs,
social media, magazines, and numerous forums has
been facilitated by high internet penetration, making it
challenging to assess the veracity of news that has been
published. [3].

For instance, fake news became popular after the 2016
U.S. presidential elections. [4].
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According to an Ipsos survey by the Centre for
International Governance Innovation (CIGI) in over 25
countries, 86% of users acknowledged having come
across false information but had at first accepted it as
fact. [5].

According to a Microsoft survey, 60% of Indians have
come across bogus news online, compared to 57%
globally [6]. Fake news is most prevalent in the
political realm, but it has since moved to a humber of
other fields. For instance, a lot of false information was
shared about an Australian bushfire in January 2020 as
a result of press coverage of the incident. [7].

The COVID-19 pandemic fuelled the fire of false
information being shared about the virus's genesis,
transmission, symptoms, and treatments. Managing the
propagation of fake news while treating the illness
proved to be exceedingly challenging for medical
personnel. The World Health Organization (WHO)
warned of an "infodemic" in addition to the global
pandemic because a lot of erroneous information
regarding the virus's origin, transmission, treatment,
and prevention was being distributed. [8].

For instance, after taking medication, a US citizen who
had heard that chloroquine could be able to treat
COVID died. [9].

In addition to a newly discovered virus or bacteria,
existing diseases like the causes and treatments for
cancer, autism, dementia, and urological disorders are
also spreadable. [9], [10], [11], [12], [13].

Over 70% of adults use the Internet to look for
healthcare-related information, albeit this may not
necessarily yield accurate information due to the very
high Internet penetration. As it affects human life, the
effects of fake news in the health sector may be more
detrimental than in other fields. The propagation of
false information may have unfavourable effects on
patients, healthcare professionals, and the cost of care,
among other things. A thorough analysis revealed that
false and deceptive health-related information results in
people suffering from mental, social, political, and/or
economic difficulties. As an illustration, a single piece

of false medical information caused at least 800
fatalities and 5,800 hospital admissions. [14].

Thus, the focus of this study is on recognizing false
information in the healthcare industry. Two model
categories—Content Based Models (CBM) and Feature
Based Models (FBM)—have been presented as
solutions to this problem. In contrast to FBM, which
also takes into account two readability factors along
with content, CBM employs the textual content of the
articles as its input. For greater accuracy, the two
proposed hybrid deep learning models (CNN-LSTM
and CNN-BiLSTM) were compared against the
performance of different machine learning models for
each category.

The remainder of this essay is divided into the
following sections. The literature review is in Section
Il, and the methodology is in Section Ill. Model
construction is covered in Section 1V, while model
evaluation metrics is covered in Section V. Section VI
presents the findings and Section VII presents the
analysis of the models created. In Section VIII, the
conclusion is delivered.

BACKGROUND STUDY:

The three most researched fields for the classification of
fake news are politics, tourism, and marketing, whereas
the least researched field is health care. [15].

Due to its importance, spotting fake news in the
healthcare industry is more important than in any other
field, hence this research concentrates on it and presents
the relevant literature. For the purpose of classifying
fake news, research in this field can be divided into two
categories based on the methods employed: classical
machine learning and deep learning.

The performance of multiple machine learning models
was compared with the BERT Model using the Health
Lies dataset, which contains real and misleading
information on a number of diseases like AIDS, cancer,
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the Zika virus, cancer, and covid. The findings showed
that BERT performed better than all other conventional
models. [16].

A Random Forest Classifier with an F1 score of 85%
was used to create a classifier to identify bogus news
for autism. [17].

The effectiveness of four Deep Learning approaches:
CNN, RNN, GRU, and RNN was compared with that of
classic machine learning algorithms including Naive
Bayes, Nearest Neighbour, Random Forest, Logistics
Regression, Adaboost, and Neural Network. The
outcomes demonstrate that for the COVID 19 dataset,
deep learning methods outperform conventional
machine learning algorithms [18].

Cross-SEAN was put forth and evaluated against seven
state-of-the-art methods for fake news identification.
Cross-SEAN uses semi-supervised models for text
categorization and learns from significant external
information. With a 095 F1 Score on CTF, a
significant-scale test, the results revealed that it
performed 9% better than the best baseline. Twitter
COVID-19 dataset [19].

In [20], in order to distinguish fake news, the
effectiveness of conventional machine learning methods
such as Multinomial Naive Bayes, Support Vector
Machine, Logistic Regression, and Random Forest was
compared. For the Covid-19 dataset, conventional and
Deep Learning techniques were contrasted to identify
bogus news.

The findings demonstrated that deep learning-based
algorithms are more effective at identifying bogus
news. [21].

After  combining linguistic and  sentiment
characteristics, a classifier was created for COVID-19
that uses Random Forest to identify bogus news. [22].
Using feature selection and a Random tree-based
classifier with an F1 score of 94.5%, fraudulent tweets
about the Zika virus were identified. [23].

Compared to the healthcare industry, other industries
have seen somewhat higher development.

For example, in [24], Word embedding over linguistic
characteristics is used in a two-phase method termed

WELFake by researchers to identify bogus news using
supervised machine learning models. Linguistic traits
were used in the initial step to validate the veracity of
news information. Voting categorization was carried
out in the second stage when word embedding and
linguistic feature sets were joined.

The greatest accuracy of the CNN and BERT models
for articles in the political area were 92.48% and
93.79%, respectively. The WELFake model's accuracy
of 96.73% was greater. The performance of deep
learning models (CNN, LSTM) was compared to those
of classic machine learning models (Binomial Linear
Regression, Naive Bayes Classifier), and a deep
learning model achieved an accuracy and F1 score of
about 94% and 98%, respectively. [25].

A thorough analysis of the methods currently used to
identify fake news was undertaken, along with a
comparison of traditional methods (Naive Bayes and
Random Forest) with Deep Learning-based techniques
like Passive Aggressive and LSTM.

According to the study's findings, LSTM has the
highest accuracy (92%; 26). It was suggested to use a
content-based transfer learning approach to identify
bogus news, and it had a 92% accuracy rate.

Only a little amount of research has been done on
creating hybrid models. For instance, a hybrid model
for recognizing bogus news was proposed using LSTM
and CNN. [28], [29].

Although more models have been developed for other
areas, it has been found that there have been few
research using limited methodologies in the healthcare
sector for fake news identification. Therefore, this
research fills in this vacuum by creating a highly
accurate fake news classifier tailored exclusively for the
healthcare industry.

METHODOLOGY:

Building Content Based and Proposed Feature Based
models utilizing machine learning and Deep Learning
techniques is the proposed study methodology shown in
Fig. 1. In the first scenario, only the content (i.e., fake
news) is utilized to create the models; however, for
feature-based models, extra readability features are

DOI: 10.55041/IJSREM25546 |  Page3

© 2023,IJSREM | www.ijsrem.com



http://www.ijsrem.com/

e International Journal of Scientific Research in Engineering and Management (IJSREM)

Volume: 07 Issue: 09 | September - 2023

SJIF Rating: 8.176 ISSN: 2582-3930

supplied as input along with the content to create
models, and their performance is compared.

1. Data Collection

Open datasets are widely available for the research of
fake news in the political sphere, but they are incredibly
rare and sparse in the healthcare sphere. The
HealthLIES dataset is a well-known example of a
publicly accessible dataset. It consists of 12,267 phrases
that are classified as true or false depending on whether
they contain accurate health information or incorrect
information about health.

Sentences from diverse online sources, such as social
media, news stories, and health-related websites, were
collected to construct the HealthLIES dataset [30].

Additionally, the Fake News Healthcare (FNH) dataset,
which focuses on false information in the healthcare
sector, has been assembled [31].

This dataset consists of 9581 labelled news articles, of
which 7765 are authentic and 1816 are fraudulent. The
dataset also contains further details like the URL, article
title, and word count. The FNH dataset contains
samples of both fake and real news, which were
gathered from reliable websites including theonion.com
and PolitiFact for fake news samples and CNN, BBC
News, and The Atlantic for real news samples. The
FNH dataset was chosen for this study due to the
additional data that is accessible and will be used to
create models.

2. Data Augmentation

The FNH has two classes: True and Fake, and is a
severely unbalanced dataset. The data was split between
true news (76.4%) and false news (23.6%). The ratio of
imbalance for the FNH dataset was 4:1 when
comparing the number of documents that contain actual
news to those that do not.

The accuracy of the results is impacted by this kind of
dataset imbalance, making it impossible to create
reliable models.

To solve this issue and create a balanced and useful
dataset, data augmentation techniques must be used to
randomly duplicate samples from the minority class. By
creating synthetic data from the existent data, data
augmentation is used to balance the dataset [32].

This approach is common in computer vision, but it is
more challenging in natural language processing (NLP)
because it requires comprehension of the text's
grammatical structure [33]. One of the most popular
augmentation techniques for textual data is the Easy
Data Augmentation (EDA) method [34].

Using WordNet, "n' words—other than stop words—are
chosen from the phrase and substituted with random
synonyms. In this study, EDA was used to supplement
the data. The final dataset after augmentation had 7765
authentic articles and 7625 fraudulent ones.

3. Data Pre-Processing

Obtaining a proper set of tokens for each article came
after the dataset had been balanced. The numbers and
other special characters were eliminated to achieve this.
Stop words and punctuation are left in place since they
add context to the text and help with feature extraction
by incorporating word embedding. Lemmatization was
finally used to extract the root words. Using this
preprocessing, a list of legitimate tokens was produced.

4. Feature Extraction

In conventional machine learning and deep learning
models, feature extraction is carried out using Term
Frequency- Inverse Document Frequency (tf-idf) and
GloVe Word Embeddings, respectively. For FBM,
readability features were extracted.

PROPOSED MODEL

The creation of classifier models is suggested in this
part under two headings: content-based models and
feature-based models, as shown in Fig 1. To find the
best classifier for identifying fake news, the
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effectiveness of conventional machine learning
algorithms is compared with the suggested deep
learning methods for both categories. We may examine
the performance of both the CBM and FBM categories
using conventional machine learning models including
Decision Tree, Random Forest, Support Vector
Machine, and AdaBoost Decision tree and AdaBoost
Random Forest models were developed.

1) DECISION TREE-

Using a hierarchical tree structure, decision trees are a
modelling tool that may be used to create regression or
classification models. While building a decision tree, it
repeatedly divides a dataset into progressively smaller
sections. The decision and leaf nodes, each of which
represents a categorization or choice, are included in the
final tree. The decision tree's root node, which stands
for the best predictor, is located at the top. Information
Gain is the term used to describe the process of splitting
data by entropy.

Since decision trees are non-parametric and can process
both numerical and categorical data, they can
successfully manage huge and complex datasets
without imposing a  sophisticated  parametric
framework.

2) RANDOM FOREST-

The supervised learning method Random Forest builds
an ensemble of decision trees using the "bagging"
method. This approach uses various learning models to
enhance the final result. A third of the samples, referred
to as out-of-bag samples, are used to test the model
after replacing the samples used to sample the data.

The Gini index can be used to determine the dataset's
impurity, with the root node chosen as the feature. For
each decision tree, Scikit-learn calculates the Gini
Importance of each node under the assumption that the
tree is binary and has only two child nodes.

3) SUPPORT VECTOR MACHINE-

A Support Vector Machine (SVM) is a classification
method that looks for a hyperplane that divides the data
points into various categories in an N-dimensional
space.

The goal is to create an ideal decision border or line for
the precise classification of new data points, and the
size is dictated by the number of features. The
"hyperplane™ is the name of the best choice boundary.

The linear kernel performs exceptionally well in cases
when there are many features, such as in text
classification tasks.

The majority of alternative kernel functions are slower
than the linear kernel functions. The decision boundary
of the SVM is defined by this equation.

4) ADABOOST-

AdaBoost is an ensemble learning technique that
combines different classifiers to increase the accuracy
of classifiers.

By combining numerous weak classifiers, the AdaBoost
classifier creates a strong and robust classifier that is
extremely accurate and dependable. AdaBoost's main
idea is to train data samples and build classifier weights
in order to make accurate predictions for unusual
observations. A basic classifier in AdaBoost can be any
machine learning technique that accepts training set
weights.

5) CNN-LSTM MODEL-

This paper proposes a hybrid model that combines both
CNN and LSTM, as seen in Fig 2. The embedding layer
comes first, then a one-dimensional CNN layer
(ConvlD). Using 64 filters and a kernel size of 5, this
layer extracts local features using the ReLU activation
function. Large feature vectors are produced as a result,
and these feature vectors are used as input by the
MaxPooling 1D layer with a four-window size. The
feature vectors' dimension can be reduced as a result.

© 2023,IJSREM | www.ijsrem.com

DOI: 10.55041/IJSREM25546 |  Pages


http://www.ijsrem.com/

P

2r
L’%J R

"

Volume: 07 Issue: 09 | September - 2023

Rt

g INternational Journal of Scientific Research in Engineering and Management (IJSREM)
SJIF Rating: 8.176

ISSN: 2582-3930

The pooled feature maps are fed into two LSTM layers,
which output the input feature maps' long-term
dependent features while conserving memory.

Each LSTM layer has a linear activation function and
has 20 neurons with a 20-by-20 output dimension. With
the help of a dense layer that reduces the output space
dimension to one and uses the sigmoid activation
function to indicate the classification label (fake or not
fake), the learned feature vectors are ultimately
classified. Cross entropy is used as the loss function and
the Adam optimizer is used to train the model.

6) HYBRID CNN-BILSTM MODEL

The architecture of the model is the same as that of the
hybrid CNN-LSTM maodel. The only change is the Bi-
directional LSTM layer being used in place of the
LSTM layers, as shown in Fig 3. It uses a variety of
layers, beginning with the word-embedding layer and
continuing with the CNN layer, max pooling layer, bi-
directional LSTM layer, and dense layer, to achieve
classification. The input for a bi-directional LSTM
moves in both directions and contains both historical
and current data. The production can then be more
significant as a result.

MODEL EVALUATION METRICS

Accuracy, Precision, Recall, and F1 Score were the four
metrics that were used to assess the model's
performance.

Four estimation parameters were used to assess the
model: True Positive (TP), True Negative (TN), False
Positive (FP), and False Negative (FN). genuine
positive results happen when the model successfully
predicts the positive class, while genuine negative
results happen when the model appropriately describes
the negative class. A false positive result happens when
the model estimates the positive class wrong, and a
false negative result happens when the model predicts
the negative class incorrectly.

>
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