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ABSTRACT 

 

Internet of Things and cloud computing, a huge repository of terabytes of data is generated each day 

from modern information systems and digital technologies. For decision making, analysis of these massive data 

requires a lot of efforts at multiple levels to extract knowledge.  Therefore, big data analysis is a current area of 

research and development. The basic objective of this paper is to explore the potential impact of big data 

challenges, open research issues, and various tools associated with it. As a result, this article provides a 

platform to explore big data at numerous stages. Based on the challenges and open research issues, it opens a 

new horizon for researchers to develop the solution additionally. 
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I. INTRODUCTION 

Data are produced from a variety of sources, and the quick development of digital technology has 

contributed to the expansion of big data in the digital world. With the compilation of massive datasets, it offers 

evolutionary advancements in a variety of domains. It often refers to a collection of very vast and complicated 

datasets that are challenging to handle with conventional database administration software or data processing 

tools. These are accessible in petabytes and beyond in organised, semi-structured, and unstructured formats. 

From 3Vs to 4Vs is how it is defined formally. Volume, Velocity, and Variety are referred to as 3Vs. The vast 

quantity of data that are produced every day is referred to as volume, and the pace of increase and the speed at 

which the data are gathered for analysis is referred to as velocity. Structured, unstructured, semi-structured, and 

other forms of data are described by variety. Veracity, which combines availability and accountability, is the 

subject of the fourth V. Processing data with a large volume, velocity, diversity, and veracity while utilising a 

variety of conventional and computationally clever methodologies is the main goal of big data analysis. 

Gandomi and Haider have talked about a few of these information extraction techniques  
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II. CHALLENGES IN BIG DATA ANALYTICS 

Big data has grown in recent years in a number of industries, including healthcare, public 

administration, retail, biochemistry, and other multidisciplinary scientific projects. Big data is regularly 

encountered by web-based applications, including social computing, online text and documents, and internet 

search indexing. While internet search indexing includes ISI, IEEE Xplorer, Scopus, and Thomson, social 

computing encompasses social network analysis, online communities, recommender systems, reputation 

systems, and prediction markets. 

We need to understand different computational difficulties, information security, and computational 

methods to evaluate large data in order to meet the problems. For instance, many statistical techniques that 

work well with little amounts of data do not scale to large amounts of data. Similar issues arise when evaluating 

large amounts of data using various computer algorithms that excel at handling little data. Many scholars 

studied the many difficulties that the health industry faces. The difficulties associated with big data analytics 

are categorised here into four main groups: data analysis and storage; knowledge discovery and computational 

complexity; scalability and data visualisation; and information security. In the subsections that follow, we 

briefly address these concerns. 

A.    Data Storage and Analysis 

 

Through a variety of tools, including mobile devices, aerial sensory technologies, remote sensing, radio 

frequency identification readers, etc., data size has drastically increased in recent years. These data are kept at a 

high cost, but in the end they are ignored or erased since there is not enough room to keep them. Therefore, 

faster input/output speeds and storage media are the first obstacle to large data analysis. In these situations, the 

data accessibility must be given top importance for knowledge representation and discovery. The main reason 

is that material has to be quickly and easily accessible for additional examination. Hard disc drives have been 

used by analysts to store data for decades, but their poorer random input/output performance than sequential 

input/output is a drawback. 

The variety of data is an additional difficulty for big data analysis. The number of data mining tasks has 

substantially expanded with the continuous growth of datasets. Additionally, while working with enormous 

datasets, data reduction, data selection, and feature selection are crucial tasks. 
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B.     Knowledge Discovery and Computational Complexities 

Large dataset analysis necessitates increasingly complicated computing tasks. Dealing with the 

uncertainties and discrepancies in the datasets is the main challenge. In most cases, computational complexity is 

modelled systematically. Establishing a complete mathematical framework that is universally applicable to Big 

Data may be challenging. However, if the relevant complexity are understood, domain-specific data analytics 

may be completed quickly. Such developments might be used to emulate big data analytics in several fields. 

The least memory-intensive machine learning algorithms have been used in a lot of research and surveys in this 

area. The primary goal of this study is to reduce computing complexity and expense.However, current big data 

analysis tools have poor performance in handling computational complexities, uncertainty and inconsistencies. 

It leads to a great challenge to develop techniques and technologies that can deal computational complexity, 

uncertainty, and inconsistencies in an effective manner. 

C.  Scalability and Visualization of Data 

 

Scalability and security are the biggest problems facing large data analysis approaches. In recent years, 

academics have focused on speeding up data analysis and the computers that handle it in line with Moore's 

Law. For the former, sampling, online, and multiresolution analytic approaches must be developed. In the area 

of large data research, incremental approaches provide high scalability properties. There is a natural dramatic 

change in processor technology as embedded with an increasing number of cores since data capacity is rising 

considerably faster than CPU speeds. Parallel computing emerges as a result of this change in processors. 

Parallel computing is necessary for real-time applications such as navigation, social networks, banking, internet 

search, timeliness, etc. 

     

 

D.  Information Security 

Massive amounts of data are correlated, examined, and mined for useful patterns in big data analysis. Various 

organisations have different rules in place to protect their private data. In large data analysis, information 

preservation is a crucial problem. Big data comes with a significant security risk. Information security is 

therefore becoming into a big data analytics issue. The use of mechanisms for authentication, authorisation, and 

encryption can improve the security of massive data. Big data applications must contend with a number of 

security measures, including the size of the network, the variety of devices, real-time security monitoring, and 
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the absence of an intrusion detection system. Information security has focused on the security issue brought on 

by large data. A multi-level security policy model and preventative mechanism must be developed as a result. 

 

III. OPEN RESEARCH ISSUES IN BIG DATA ANALYTICS 

 

Research in companies and academia is increasingly focusing on big data analytics and data science. 

The goal of data science is to study massive data and knowledge extraction from it. Information science, 

uncertainty modelling, uncertain data analysis, machine learning, statistical learning, pattern recognition, data 

warehousing, and signal processing are a few examples of applications for big data and data science. In order to 

accurately predict the future course of events, technologies and analyses must be integrated effectively. This 

section's primary goal is to address open-research concerns related to big data analytics. The internet of things 

(IoT), cloud computing, biologically inspired computing, and quantum computing are the three broad 

categories into which the research questions relevant to large data analysis are divided. But it's not only about 

these things. Husing Kuoetal has additional studies on big data in healthcare-related concerns. 

 

IV. CONCLUSION 

In recent years, data production has increased dramatically. For a regular individual, analyzing this facts 

presents a challenge. In order to do this, we examine the many research problems, difficulties, and analytical 

techniques in this study. It is clear from this poll that each big data platform has a distinct focus. While some of 

them excel in real-time analytics, others are better suited for batch processing. Additionally, each big data 

platform offers particular features. Statistical analysis, machine learning, data mining, intelligent analysis, cloud 

computing, quantum computing, and data stream processing are some of the several approaches utilised for the 

analysis. We think that in the future, academics will focus more on these methods to effectively and efficiently 

address big data issues. 
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