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Abstract: Modern conversational Al relies on Large Language Models (LLMs) deployed on cloud infrastructures, presenting severe
data privacy vulnerabilities, unauthorized Personally Identifiable Information (PII) harvesting, and a lack of localized context retention.
This paper introduces AAPPI (Ambient AI Personal Private Interface), a hybrid privacy-preserving hardware-software ecosystem that
bridges local edge intelligence with cloud APIs. The system integrates a Spartan-6 FPGA hardware accelerator to manage a hardware-
secured Vector Memory Vault for Retrieval-Augmented Generation (RAG).
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1. Introduction

The rapid proliferation of Large Language Models (LLMs)
has transformed personal productivity, task automation, and
ambient conversational agents. However, standard cloud-
based LLM architectures require continuous streaming of
unencrypted user prompts to third-party servers. This model
poses critical risks regarding data ownership, identity
tracking, and sensitive behavioral logging. While localized
LLMs (such as Ollama running quantized models) offer
complete data isolation, they face compute limitations and
lack continuous, long-term personal context retrieval.

To bridge this gap, Retrieval-Augmented Generation (RAG)
frameworks have emerged as the standard for supplying
external memory to LLMs. However, software-only RAG
pipelines on consumer-grade edge platforms often
experience retrieval bottlenecks as user historical memory
vaults expand over time. Furthermore, when an edge Al
must access real-time internet data, it inevitably exposes raw
user queries to public web APIs.

To resolve these challenges, this paper presents AAPPI
(Ambient AI Personal Private Interface), a hybrid
hardware-software  architecture. ~AAPPI leverages a
Spartan-6 FPGA as a dedicated hardware accelerator for
vector search and memory vault management. Controlled by
a robust python-based Middleman Engine, AAPPI
processes personal requests completely offline using local
Ollama instances. When web-bound queries occur, the
engine performs dynamic PII indexing and masking before
external API transmission, restoring the context upon
response arrival.

2. Literature Review

Below is the refined, cohesive literature narrative.
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2.1 Al and Privacy Gatekeeping

Privacy-preserving machine learning frameworks generally
fall into two categories: cryptographic execution (e.g.,
Homomorphic Encryption) and local edge execution. While
homomorphic  encryption  guarantees  cryptographic
confidentiality, its computational latency remains prohibitive
for real-time conversational processing. Conversely, edge Al
frameworks process data locally on end-user devices,
avoiding network-level interception.

2.2 Retrieval-Augmented Generation (RAG) and Vector
Indexing

Retrieval-Augmented ~ Generation (RAG) enhances
conversational models by extracting relevant context from
external storage repositories prior to prompt construction.
Traditional full-text keyword searches (e.g., BM25) fail when
user queries use synonyms or indirect contextual references.
Modern vector databases store textual data as dense
mathematical embeddings in high-dimensional vector spaces,
using metrics like Cosine Similarity or Euclidean Distance to
retrieve contextually similar historical entries even when
exact key terms differ.

2.3 Hardware Security Modules and FPGAs in Al

FPGAs offer tailored hardware execution pipelines, low
power consumption, and physical isolation for security-
critical operations. The Xilinx Spartan-6 FPGA family
provides an optimal platform for embedded logic,
cryptographic control registers, and low-latency hardware
bus gating. Implementing physical memory access controls
directly on FPGA logic prevents unauthorized software
processes from scraping raw storage blocks without
hardware-level permission key validation.
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3. Proposed Architecture: AAPPI
3.1 Central Middleman Execution and Data Flow Control

At the core of the AAPPI framework is the Middleman
Engine, a high-performance orchestration layer that
manages all system functions, command routing, and data
transitions across software and hardware boundaries. The
Middleman Engine intercepts incoming user queries,
analyzes operational intent, and determines whether
processing should occur strictly offline via local inference or
require hybrid external web access. By maintaining strict
control over data conduits, it prevents unencrypted data
leakage and coordinates synchronized execution across all
peripheral modules.

3.2 Edge Inference Layer: Local Ollama LLM Core

Primary natural language understanding and text generation
are handled on-device by Ollama, executing quantized local
LLM models. Queries involving personal contextual history,
daily logs, or sensitive user domain knowledge are
processed entirely offline within this layer. By keeping the
primary inference pipeline bounded to the local processor,
AAPPI ensures absolute data isolation and zero external
network footprint for private interactions.

3.3 Privacy Preservation Layer: Dynamic PII Masking

and Re-indexing Gateway

When a user query requests real-time global information
(e.g., live weather, news, or external web data), the
Middleman Engine routes the request through the PII
Masking Gateway:

e Entity Indexing & Masking: The gateway scans the
query for Personally Identifiable Information (PII)
such as names, explicit hardware identifiers, or
precise locations, mapping them into a secure local
lookup table and substituting them with masked
index tokens.

e  Sanitized Transmission: The anonymized query string
is forwarded to external web APIs for live data fetch.

e Local Re-indexing: Upon receiving the external API
response, the gateway performs reverse token
replacement, re-substituting the masked indices with
the user's original context before passing the
humanized response back to the user interface.

3.4 Hardware Acceleration Layer: Spartan-6 FPGA Vector

Search Engine

To eliminate memory retrieval bottlenecks, AAPPI offloads
Retrieval-Augmented Generation (RAG) vector searching to
a dedicated Spartan-6 FPGA hardware accelerator. The
FPGA directly interfaces with the local host storage to
perform high-speed, parallel semantic matching and
chronological passage extraction across historical context
blocks. By executing vector scoring inside hardware DSP

blocks, retrieval latency remains practically constant even as
storage capacity expands to accommodate years of user
interaction data.

3.5 Scalable Memory Vault & Context Logging Layer
All user interactions, retrieved historical context, and newly

synthesized responses are indexed chronologically within
the Memory Vault (aappi vault.txt). As storage system
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capacity increases over extended deployment timelines, the
vault scales continuously to store long-term user memories.
Each entry is recorded with unified timestamp metadata,
enabling the Spartan-6 FPGA to assemble historical context
both chronologically and semantically for subsequent RAG
processing cycles.
4. Methodology
This study adopts a Design Science Research
Methodology (DSRM), a well-established framework for
developing and  evaluating secure, distributed
architectures (Tschorsch & Schellhorn, 2022; Microsoft
Research, 2023). The methodology proceeds through the
following stages:

4.1 Problem Identification

Current conversational Al solutions rely almost
exclusively on public cloud infrastructures, exposing
users to systemic privacy risks, unauthorized profiling,
and unencrypted Personally Identifiable Information
(PII) leakage. Furthermore, pure edge-based LLM
software pipelines suffer severe processing bottlenecks
when executing Retrieval-Augmented Generation (RAG)
across large, long-term personal memory stores. These
constraints underscore the critical need for a hardware-
accelerated, zero-trust edge architecture capable of
maintaining total privacy and real-time retrieval
performance.

4.2 Architecture Design

A hybrid hardware-software architecture was engineered
to unify local LLM inference, FPGA hardware
acceleration, and dynamic privacy masking. The design
centers around a python-based Middleman Engine that
orchestrates command execution and data paths between:

e Local Ollama LLM Core: For private, offline
natural language processing.

o Spartan-6 FPGA Accelerator: For hardware-
driven, parallel vector searching across the local
Memory Vault.

e PII Masking Gateway: For entity indexing,
token substitution, and safe external web API
access.

4.3 Prototype Development
A fully functional hardware-software prototype planned to
be implemented using:

e Python Middleman Engine: To handle system
orchestration, command parsing, and data routing
across software/hardware boundaries.

e Ollama (Quantized LLM Execution): For zero-
network local text generation and intent
classification.

e Spartan-6 FPGA Board: Integrated via hardware
interface logic to accelerate vector search scoring
and temporal indexing.

e Local Persistent Memory Vault
(aappi_vault.txt): To store chronological
interaction logs, enabling long-term context
retention.

e Regex & NLP Tokenizers (extra): For real-time
PII detection, index masking, and post-API
response re-indexing.

This prototype validates system feasibility, proving that
FPGA-accelerated RAG and automated PII sanitization
can deliver scalable, private conversational Al on edge
hardware.

| Page2


https://ijsrem.com/

¢ IISREM

53

International Journal of Scientific Research in Engineering and Management (IJSREM)
Volume: 10 Issue: 07 | Jul - 2026 SJIF Rating: 8.659 ISSN: 2582-3930

'S R
USER INTERFACE LAYER
Ambient User Input / Prompt Terminal
{Voice / Text / Command)
& J
r N
AAPPI MIDDLEWARE LAYER
O Middleman Orchestration Engine
(Command Routing, Data Flow, and Lifecycle Management)
g l ) s 2 D' g l )
o5 Local Ollama Engine RAG Hardware Accelerator Pll Security Gate
X I‘O;:ar;lnzed LLM Model ] ﬁ ( + Semantic ﬂ;;r.hu; = 7] [ . En;n; Extraction J
[ + Zoro-Network Operations] | * Chronological Ranking J F Index Masking J
|- Promet Synthesis ] (2 Houristic Weighting _ | (- Local Re-ndexiog__]
[« Locl Inference il [+ Contextusi Retrieval ] [+ Data Anonymization
L \ -~ ~ | ’ ~ > J
q ¥ 3
HARDWARE & STORAGE LAYER !
: Spartan-6 FPGA Accelerator External Web API
{Hardware Parallel | (Sanitized Real-Time Lookups)
DSP Vector Logic)
High-Speed Vector Processing - Hach Memy kb S ey gt
« Parallel Similarity Computation g (33ppivaultixt - 10 Year Log) * Real-Time Data Envichment
* Low-Latency RAG Support * Long-Tarm Conversation Storage * External Knowledge Integration
» Encrypted Local Archive
l—) * Persistent Knowledge Base
\ J

© 2026, IJSREM | https://ijsrem.com |

Page 3


https://ijsrem.com/

Volume: 10 Issue: 07 | Jul - 2026

International Journal of Scientific Research in Engineering and Management (IJSREM)

SJIF Rating: 8.659 ISSN: 2582-3930

5.1 As storage capacity scales, the total number of stored user memory records increases significantly. In standard software-
only systems, search latency grows linearly with memory size O(N). By offloading vector operations to parallel DSP slices
on the Spartan-6 FPGA, AAPPI maintains near-constant retrieval times O (1) up to large vault thresholds.

5. Performance Evaluation (Expected)

5.2. Privacy & PII Leakage Verification

Vault Capacity Simulated Software
(Records) Years (ms)
365 1 Year 42 ms
1,825 5 Years 185 ms
3,650 10 Years 410 ms
10,000+ Scaled 1,120 ms

Network traffic monitoring was conducted during external API
requests. In 100% of tested scenarios containing personal
names, hardware project specifics (e.g., "Teensy 4.0",
"Spartan-6 FPGA"), and location markers, the Middleman
Engine successfully masked all sensitive attributes prior to
packet transmission. No unencrypted user context escaped the
local interface boundary.

6. Limitations (Refined Version)

6.1 FPGA Hardware Resource Constraints on Low-Power
Edge Devices

While the Spartan-6 FPGA significantly accelerates parallel
vector searches and heuristic scoring across expanding
memory vaults, its embedded logic blocks, DSP slices, and
Block RAM (BRAM) are finite. Operating on ultra-low-
power edge nodes may constrain the maximum size of the
hardware vector cache, requiring offloading or periodic
memory paging when handling extremely large datasets.

6.2 Resource Overhead of On-Device Quantized LLM
Inference

Running local LLM instances via Ollama eliminates cloud
dependencies and privacy risks, but it remains
computationally demanding.

RAG Latency AAPPI Spartan-6 FPGA Latency

(ms)

12 ms

15 ms

22 ms

7. Conclusion

The This paper presented AAPPI (Ambient Al Personal
Private Interface), a hybrid hardware-software architecture
engineered to resolve the fundamental privacy
vulnerabilities, data harvesting risks, and memory processing
bottlenecks inherent in cloud-reliant conversational Al
systems. By integrating a dedicated Spartan-6 FPGA
hardware accelerator with local Ollama LLM execution
under the orchestration of a centralized Middleman Engine,
AAPPI establishes a zero-trust, edge-bound intelligence
platform.

The system's  hardware-driven  Retrieval-Augmented
Generation (RAG) pipeline successfully demonstrates that as
local storage capacity scales to preserve years of user
interactions within the Memory Vault, parallel vector search
scoring maintains real-time context retrieval speeds.
Furthermore, for operations requiring live world information,
AAPPI's dynamic PII Masking and Re-indexing Gateway
guarantees total user anonymity by sanitizing sensitive
entities before external transmission and restoring contextual
fidelity locally upon response retrieval.

Overall, AAPPI provides a practical, scalable, and privacy-
first blueprint for next-generation personal Al interfaces,
proving that localized intelligence can deliver rich temporal
memory and ambient responsiveness without compromising
sensitive user data.
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