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ABSTRACT 

Wireless Sensor Networks (WSNs) are widely 

used in many applications such as environmental 

monitoring, healthcare systems, military 

surveillance, and smart cities. These networks 

consist of a large number of sensor nodes that 

collect and transmit data to a base station through 

wireless communication. However, due to their 

limited resources, open wireless medium, and 

distributed nature, WSNs are highly vulnerable to 

various security threats such as packet dropping, 

false data injection, and malicious node attacks. 

Ensuring secure and reliable routing is therefore a 

critical challenge in WSNs. 

The ActiveTrust mechanism is proposed to 

provide secure and trustable routing in Wireless 

Sensor Networks. The main objective of 

ActiveTrust is to identify trustworthy nodes and 

avoid malicious nodes during data transmission. 

In this approach, each sensor node evaluates the 

behavior of its neighboring nodes by monitoring 

packet forwarding activities. Based on this 

observation, trust values are calculated for each 

node. Nodes with higher trust values are 

considered reliable and are selected for routing, 

while nodes with low trust values are treated as 

suspicious or malicious and excluded from the 

routing path. 

 

1. INTRODUCTION 

Wireless Sensor Networks (WSNs) consista 

large number of small sensor nodes that are 

deployed in a specific environment to monitor 

physical or environmental conditions such as 

temperature, humidity, pressure, and motion. 

These sensor nodes collect data from the  

 

environment and transmit it to a base station or 

sink node for further processing. Due to their 

ability to operate in remote and unattended areas,  

. WSN are widely used in applications such as 

environmental monitoring, healthcare systems, 

military surveillance, disaster management, and smart 

agriculture. 

Despite their advantages, Wireless Sensor 

Networks face several challenges, especially in 

terms of security and reliability. Sensor nodes 

have limited power, memory, and computational 

capabilities, which make them vulnerable to 

various security attacks. Malicious nodes in the 

network may drop packets, modify data, or 

mislead other nodes during the routing process. 

Such attacks can significantly affect the network 

performance and reduce the reliability of data 

transmission. 

 

 

 fig :1.1:  Active Trust Wireless Sensor Network 

The ActiveTrust mechanism improves the 

security, reliability, and efficiency of data 

communication in WSNs. By combining trust 
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management with secure routing strategies, it 

helps ensure that data packets are transmitted 

through trusted paths. This approach enhances the 

overall performance of the network and provides 

a robust solution for secure communication in 

Wireless Sensor Networks 

 

2. LITERATURE REVIEW 

Wireless Sensor Networks (WSNs) have 

attracted significant research interest due to their 

wide applications in environmental monitoring, 

healthcare, military surveillance, and smart cities. 

However, security and reliable routing remain 

major challenges because sensor nodes have 

limited energy, memory, and computational 

resources. Many researchers have proposed 

different secure routing and trust-based 

mechanisms to improve network reliability and 

protect WSNs from malicious attacks. 

Early research focused on trust-based routing 

mechanisms where nodes evaluate the behavior 

of neighboring nodes to determine their 

reliability. In trust-enabled routing systems, 

reputation or rating mechanisms are used to 

monitor node behavior and detect malicious 

activities. These systems help nodes make better 

routing decisions by selecting trustworthy nodes 

for packet forwarding. Such approaches improve 

network security and reduce the impact of 

malicious nodes in the network.  

Another important study proposed secure routing 

using trust values. In this approach, nodes 

monitor the packet forwarding behavior of their 

neighbors and calculate trust levels based on their 

cooperation in forwarding packets. Routes are 

then selected based on both shortest path and trust 

value, ensuring that data is transmitted through 

reliable nodes. This method helps detect selfish or 

malicious nodes that refuse to forward packets 

and improves the overall reliability of the 

network. 

Researchers have also proposed multipath 

routing based on trust models to enhance 

security and reliability. In this method, multiple 

routing paths are established between the source 

and destination nodes, and the trust value of each 

node is considered when selecting the path. 

 

3. PROPOSEDSYSTEM 

The proposed system introduces ActiveTrust, a 

secure and trustable routing mechanism for 

Wireless Sensor Networks (WSNs). The system 

evaluates node behavior using trust values and 

selects secure routing paths while avoiding 

malicious nodes. 

4.1 Active Trust Model Overview 

The ActiveTrust model is designed to provide 

secure communication between sensor nodes in 

the network. In this model, each node monitors 

the behavior of its neighboring nodes and assigns 

trust values based on packet forwarding 

performance and communication reliability. 

Nodes that behave properly receive higher trust 

values, while nodes that show suspicious behavior 

receive lower trust values. 

4.2 Trust Evaluation Mechanism 

In the proposed system, each node evaluates the 

trustworthiness of neighboring nodes. The trust 

value is calculated using parameters such as 

packet forwarding rate, communication reliability, 

and node cooperation. If a node consistently 

forwards packets successfully, its trust value 

increases.  

4. METHODOLOGY 

The methodology of the proposed ActiveTrust 

secure and trustable routing system in Wireless 

Sensor Networks (WSN) focuses on providing 

secure communication and reliable data 

transmission between sensor nodes. Initially, 

sensor nodes are deployed in the network area and 

each node is assigned a unique identification 

number. These nodes automatically discover their 

neighboring nodes and establish communication 

links. After the network initialization process, 

every node starts monitoring the behavior of its 

neighboring nodes during data transmission. 

In the next stage, a trust evaluation mechanism 

is applied to calculate the trust value of each node. 

The trust value is determined based on parameters 

such as packet forwarding rate, communication 

reliability, and packet dropping behavior. Nodes 

that successfully forward packets and cooperate 

with other nodes receive higher trust values, while 

nodes that drop packets or behave abnormally 

receive lower trust values. This trust evaluation 

helps in identifying reliable nodes in the network 
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Fig 5.1:Hardware structure of a WSN sensor 

node 
 

After calculating the trust values, the system 
performs malicious node detection. If a node 
repeatedly shows abnormal behavior and its trust 
value falls below a predefined threshold, it is 
identified as a malicious node. These malicious 
nodes are isolated from the routing process to 
prevent attacks and data loss in the network. 

Next, the ActiveTrust routing mechanism 
selects the most secure and efficient route for data 
transmission. The routing path is chosen based on 
nodes with higher trust values, sufficient energy 
levels, and the shortest distance to the base station. 
By selecting only trusted nodes for routing, the 
system ensures secure and reliable communication. 
Finally, the data packets are transmitted from  

 
the source node to the base station through the 
base station through the selected trusted path. The 
performance of the proposed system is evaluated 
using parameters such as packet delivery ratio, 
energy consumption, network lifetime, and 
malicious node detection rate. This methodology 
improves the security, reliability, and efficiency of 
data routing in wireless sensor networks. 

 

6. CONCLUSION 

The proposed ActiveTrust secure and trustable 

routing system in Wireless Sensor Networks 

(WSN) improves the security and reliability of 

data transmission in the network. In this approach, 

trust values are calculated for each sensor node 

based on its behavior during communication. 

Nodes that behave normally and forward packets 

correctly are given higher trust values, while 

nodes that drop packets or act abnormally are 

identified as malicious nodes. 

By detecting and isolating malicious nodes, the 

system prevents them from participating in the 

routing process. The ActiveTrust mechanism 

selectsrouting paths only through trusted nodes, 

which helps in ensuring secure and efficient 

communication between the source node and the 

base station. This method also considers energy 

efficiency while selecting routing paths, which 

helps in extending the network lifetime. 
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