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ABSTRACT:

In recent years, social media platforms have nature of language. The study integrates

become breeding grounds for harmful uncertainty management into the detection

behaviours such as cyberbullying and hate process, enhancing the robustness of
models by addressing ambiguities and

nuances in online communication. By
generated content presents significant leveraging large-scale datasets of social
challenges for real-time detection and media interactions, we develop a
comprehensive framework capable of
identifying a wide array of hate speech and
cyberbullying scenarios, including those

speech. The increasing volume of user-

mitigation.  This  research  proposes

advanced neural network-based approaches

for detecting cyberbullying and hate that evolve over time or are hidden within
speech, with a specific focus on their subtle linguistic cues.

application in social media forensics. We Keywords:

explore how deep learning techniques, Cyberbullying Detection, Hate  Speech
particularly convolutional neural networks Detection, Natural Language Processing
(CNNs) and recurrent neural networks (NLP),DeepLearning,Ensemble

(RNNs), can be adapted to analyse textual Learning,Stacking,Ensemble,Learning,BE RT
data from social media platforms, (Bidirectional Encoder Representations from
identifying  harmful  content  while Transformers).

accounting for the complex, contextual
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INTRODUCTION

The increasing use of social media platforms has brought
about numerous benefits, but it has also led to a rise in
online harm, including cyberbullying and hate speech.
Cyberbullying, a form of aggressive behaviour that targets
individuals through digital platforms, has become a
significant concern in both educational and social contexts,
with consequences that can severely affect the victims'
psychological well-being and social lives [1]. Similarly,
hate speech—defined as offensive, discriminatory, or
threatening language aimed at individuals or groups based
on characteristics such as race, gender, or religion—has
escalated in the digital age, leading to a toxic online

environment [4].

Recent studies have underscored the importance of
detecting such harmful behaviours to mitigate their
impact. Traditional methods, relying on rule-based
systems or manual reports, are often inefficient in
addressing the dynamic and expansive nature of social
media content [6]. This has prompted the exploration of
more sophisticated techniques, such as machine learning
and natural language processing (NLP), to automate the
detection of cyberbullying and hate speech. Neural
network-based approaches, including convolutional neural
networks (CNNSs) and recurrent neural networks (RNNSs),
have shown great promise in analyzing and understanding

the complexities of online interactions [7], [12].

In this context, uncertainty management has become a key
factor in improving the accuracy and reliability of these
systems. The inherent ambiguity and subjectivity of online
language require models that can handle uncertain
information effectively [5]. Therefore, this research
focuses on advancing neural network approaches for
detecting cyberbullying and hate speech on social media,
integrating uncertainty- aware mechanisms to enhance
real-world

their performance and robustness in

applications.
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By leveraging cutting-edge neural network models, this
work aims to provide more accurate, context- sensitive
detection of harmful online content, contributing to the
broader field of social media forensics and offering
insights into potential solutions for combating online
abuse [3], [13].

Social media platforms have become central to
communication and interaction, yet they have also
emerged as environments for harmful behaviours such as
cyberbullying and hate speech. These online aggressions
can cause significant emotional and psychological harm
to victims, particularly within vulnerable groups such as
children and adolescents [1]. Cyberbullying, involving
repeated online harassment, and hate speech, often
involving discriminatory and derogatory language, are
two key manifestations of cyber-aggression that can have
lasting effects on individuals' mental well-being [4].
Studies indicate that the prevalence of these issues is
rising, especially within higher education communities
and among younger users who are heavily active on

social media platforms [2].

Traditional methods of detecting these harmful
behaviours, such as manual reporting and rule-based
approaches, are often slow, ineffective, and incapable of
handling the volume of content generated on social
media daily [6]. Consequently, machine learning (ML)
and deep learning (DL) techniques, particularly neural
networks, have emerged as powerful tools for
automating the detection of cyberbullying and hate
speech. These methods can analyse vast amounts of
social media data with high accuracy and efficiency [7].
For instance, natural language processing (NLP) models,
such as enhanced BERT and stacking ensemble learning,
have been leveraged for improved performance in

detecting abusive language [15].
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However, these models still face challenges due to the
inherent uncertainty and complexity of human language,
including contextual ambiguities and the evolving nature of
online discourse. To address these issues, incorporating
uncertainty management into neural network models can
improve robustness, ensuring that the systems are better
equipped to handle ambiguous or incomplete data [5].
Furthermore, integrating techniques like fuzzy logic or
neutrosophic logic can enhance the precision of
cyberbullying detection by accounting for conflicting or
uncertain information in the analysis [16], [17]. This
research aims to advance the field by proposing a
framework that utilizes deep learning with uncertainty-
aware mechanisms to detect cyberbullying and hate
speech in social media, ultimately contributing to the
growing need for more effective, real-time solutions to

combat online harm [13], [22].
RELATED WORKS

The detection of cyberbullying and hate speech on social
media has become an important research area, as these
online behaviours continue to cause significant harm.
Several studies have explored the prevalence and impact
of cyberbullying within various social contexts. For
(2023) highlighted the

of faculty members as

example, Yarbrough et al.

experiences victims  of
cyberbullying, focusing on their perceptions and the
outcomes of such online harassment [1]. Similarly, Bussu
et al. (2023) conducted an exploratory study on
cyberbullying and cyberstalking in higher education
communities, emphasizing the need for effective detection

systems to combat these issues [2].

In parallel, advances in machine learning techniques have
played a crucial role in automating the detection of
cyberbullying and hate speech. The use of deep learning
models, particularly those based on natural language

processing (NLP), has shown
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significant promise in this domain. Jahan and Oussalah
(2023) provided a comprehensive review of hate speech
detection techniques using NLP, outlining various
approaches and highlighting the challenges in
automating this process [5]. Kovacs et al. (2021) further
discussed the challenges of hate speech detection,
focusing on the complexities involved in understanding
context and identifying subtle instances of hate speech in

online interactions [6].

Additionally, several approaches have been proposed to
address these challenges. Zhao and Mao (2017) presented
a cyberbullying detection framework based on a
semantic-enhanced  marginalized denoising  auto-
encoder, which significantly improved the accuracy of
detecting abusive language in social media posts [12].
Similarly, Alzagebah et al. (2023) developed a detection
framework specifically designed for imbalanced Arabic
datasets, showcasing the importance of tailoring models
and datasets to enhance

to specific languages

performance [13].

Recent advancements in deep learning models such as
BERT and zero-shot learning have also been explored to
further improve the detection of online toxicity. Plaza-
del-Arco et al. (2023) used zero-shot learning with
language models to classify content as either respectful
or toxic, a method that holds promise for real-time
content moderation [8]. Moreover, fuzzy logic and
neutrosophic logic have been integrated into these
models to handle uncertainty and conflicting information
in the detection process, as demonstrated by studies on
their applications in decision-making and analysis [9],
[10], [11]. These innovations contribute to developing
more robust, context-aware systems for identifying

harmful content on social media platforms.
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The increasing prevalence of cyberbullying and hate speech
on social media platforms has led to numerous studies
focusing on the detection and prevention of these harmful
behaviours. A variety of methods, ranging from machine
learning approaches to linguistic models, have been

explored to address these issues effectively.

Thun et al. (2022) introduced CyberAid, a system designed
to assess whether children are safe from cyberbullying,
underscoring the need for specialized detection tools to
protect vulnerable groups like children [14]. Muneer et al.
(2023) leveraged stacking ensemble learning in
combination with enhanced BERT for cyberbullying
detection on social media, demonstrating the power of
deep learning techniques in improving the accuracy of
automated detection systems [15]. Sultan et al. (2023)
further enhanced the detection of cyberbullying-related
hate speech by employing a hybrid approach that
combined shallow and deep learning models, improving

the robustness of hate speech identification [16].

On the other hand, the severity of cyberbullying, a key
factor in understanding the impact of such behaviour, has
been addressed by Sedano et al. (2017), who developed a
bullying severity identifier framework utilizing machine
learning and fuzzy logic [17]. This approach highlights the
importance of considering varying levels of bullying

intensity in detection systems.

Furthermore, Smarandache et al. (2019) and Irvanizam
and Zahara (2023) expanded on neutrosophic logic
applications, focusing on decision-making and multi-
criteria evaluation processes. These methods have been
applied to enhance machine learning models, especially in
environments where uncertainty and conflicting data are

prevalent, such as in cyberbullying detection [18], [19].

© 2025, IJSREM | www.ijsrem.com

The integration of advanced methods like graph
convolutional networks (Wang et al., 2020) and one-
against-one approaches for multi-class classification
(Kang et al., 2015) has further contributed to refining
cyberbullying detection systems. These techniques,
particularly in the context of fine- grained detection,
allow for more accurate identification of various types of

online harassment [22], [23].

Additionally, datasets play a significant role in training
and validating detection models. Ahmadinejad et al.
(2023) created a balanced, multi- labeled dataset for
cyberbullying detection, offering a valuable resource for
researchers aiming to build more effective detection
systems on social media [29]. This is complemented by
techniques like SMOTE (Synthetic Minority Over-
sampling Technique) to address data imbalance issues,
as discussed by Elreedy et al. (2023) [30].

The continuous development of these methods,
alongside the integration of fuzzy and neutrosophic
logic, offers new directions for improving the detection
of online hate speech and cyberbullying, fostering safer

online environments.
OBJECTIVE:

The primary objective of this research is to develop a
robust and efficient system for detecting and mitigating
cyberbullying and hate speech across social media
platforms. The system aims to leverage advanced
machine learning techniques, including deep learning
models and neutrosophic logic, to improve the accuracy
and precision of detection. Specifically, the system seeks
to address the challenges of handling large, unstructured
datasets and distinguishing between various forms of
harmful content, including subtle and context- dependent

expressions of abuse.
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Additionally, the objective is to create a scalable solution

that can operate in real-time, providing immediate
feedback and interventions to prevent the spread of harmful
interactions. The proposed system also aims to enhance the
user experience by minimizing false positives and ensuring
a high level of contextual awareness, which is often a

limitation in traditional detection methods.

Another key objective is to ensure the system’s
adaptability, allowing it to learn and evolve with emerging
trends in online communication, such as changes in
language patterns and the tactics used by cyberbullies. The
overall goal is to contribute to the development of safer
digital environments by equipping social media platforms
with an intelligent tool that can effectively monitor, detect,
and address cyberbullying and hate speech in a timely and

efficient manner.

PROPOSED SYSTEM:

The proposed novelty system aims to revolutionize the
detection and prevention of cyberbullying and hate speech
on social media platforms through an innovative multi-
layered approach. Traditional methods often rely on basic
keyword-based algorithms, which can be easily
circumvented by cyberbullies using coded language or
slang. Our system incorporates advanced natural language
processing (NLP) techniques, deep learning models, and a
unique integration of neutrosophic logic to handle the
inherent uncertainty and subjectivity in detecting harmful

online behaviours.

At the core of the system is a hybrid deep learning
architecture that combines both pre-trained language
models like BERT and custom-designed neural networks.
This allows the system to capture contextual nuances in
content

conversations and identify cyberbullying more

effectively than
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standard models. The system performs multi-class
classification, capable of distinguishing between various
forms of online harassment such as cyberbullying, hate
speech, trolling, and other abusive behaviours, thus
providing a fine-grained detection framework. To tackle
the issue of imbalanced datasets that often hinder the
performance of detection systems, the proposed model
employs an advanced data augmentation technique using
SMOTE  (Synthetic

Technique), ensuring that rare but crucial instances of

Minority  Over-  sampling

harmful behaviour are adequately represented.

An essential feature of the system is its use of

neutrosophic logic, a cutting-edge mathematical
framework  designed to  handle  uncertainty,
indeterminacy, and incomplete information. By

incorporating neutrosophic sets, the system can assess
the degree of uncertainty in detecting harmful content,
especially when faced with ambiguous or unclear
language. This is particularly useful in the context of
cyberbullying detection, where intent and severity may
not always be explicitly clear. The system utilizes
interval neutrosophic sets to quantify the uncertainty in
the detection process, enabling it to more accurately
classify ambiguous cases and enhance decision-making

capabilities.

Additionally, the system is designed to adapt to evolving
linguistic trends on social media. This adaptability is
facilitated by continuous learning mechanisms, which
ensure that the model can stay current with emerging
slang, memes, and new cyberbullying tactics. The
inclusion of a feedback loop, where users can flag and
report false positives or negatives, further refines the
system’s performance, making it more user-centric and

responsive to real-world use cases.

Finally, the system emphasizes scalability and real- time

processing, enabling it to handle large volumes
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of social media data across multiple platforms. With these
innovations, the proposed system not only improves the
accuracy of cyberbullying and hate speech detection but
also offers a more dynamic and nuanced approach to

managing online safety.
PROPOSED TECHNIQUES:
Data Collection and Preprocessing Module

Web Scraping & API Integration: This module collects
data from social media platforms such as Twitter,
Facebook, and Instagram using web scraping techniques
APIs. Text

Preprocessing of raw social media text is performed using

and platform-specific Normalization:

tokenization, stemming, lemmatization, and stopword
Data: A

preprocessing step involves using Synthetic Minority

removal.Handling  Imbalanced crucial
Over-sampling Technique (SMOTE) to address class

imbalance in cyberbullying detection datasets.
Feature Extraction Module

Word Embeddings (Word2Vec & GloVe): The system
uses pre-trained word embeddings such as Word2Vec and
GloVe to transform textual data into numerical vectors that
capture semantic meaning.Contextual Embeddings
(BERT): For better understanding of context in social
BERT (Bidirectional

Representations from Transformers) embeddings are used,

media conversations, Encoder

allowing the system to capture deep contextual
relationships in sentences.Neutrosophic Set Features: The
system introduces a novel neutrosophic set-based feature
extraction  approach, capturing the  uncertainty,
indeterminacy, and imprecision in text. This is crucial for

handling ambiguous or vague online expressions.
Classification and Detection Module

Hybrid Deep Learning Model (BERT + CNN/RNN): The

core classification algorithm uses a hybrid

© 2025, IJSREM | www.ijsrem.com
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model combining BERT (for contextual understanding)
(CNN) or
Recurrent Neural Networks (RNN) to classify texts into

with  Convolutional Neural Networks
various categories of cyberbullying, hate speech, and
other abusive behaviours.Stacking Ensemble Learning:
An ensemble learning technique that combines multiple
models such as SVM, Random Forest, and Deep Neural
Networks to improve detection accuracy by reducing
bias and variance.Multi-Class Classification: The model
incorporates a one- against-all classification approach,
which enables it to classify multiple forms of

cyberbullying and hate speech accurately.
Uncertainty Handling Module

Neutrosophic Logic (NL): To handle uncertainty and
ambiguous cases where intent is unclear, the system
integrates Neutrosophic Logic. This helps quantify
uncertainty in the classification process using interval
neutrosophic sets, improving decision- making in
challenging cases.Fuzzy Logic: A fuzzy logic system is
used to provide a framework for the system to deal with
vague or conflicting data, further enhancing its ability to
process imprecise or unclear language often found in

cyberbullying.
Real-Time Detection and Flagging Module
Proposed Techniques:

Real-Time Processing: Leveraging streaming analytics
and real-time data processing algorithms (such as
Apache Kafka and Apache Flink), the system provides
live detection and flagging of harmful content as it is
posted on social media platforms.Immediate Feedback
Loop: A feedback system allows users to manually flag
false positives or negatives, contributing to continuous
learning and model refinement. This loop ensures the
system becomes more user-centric and dynamic with

time.
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Performance Evaluation and Adaptation Module LITRATURE SURVEY:

Continuous Learning: The system uses active learning and Cyberbullying and hate speech are growing concerns in
transfer learning to update models and retrain the system today's digital age, as social media platforms have
based on new data. As new slang and forms of become an essential part of daily life. These harmful
cyberbullying emerge, the model adapts and improves its behaviours are particularly prevalent among young
accuracy.Evaluation Metrics: Precision, Recall, F1-Score, people and can have lasting psychological effects on
and AUC (Area Under Curve) are employed to evaluate victims. Detecting and mitigating these negative
the performance of the system, ensuring that it detects behaviours are challenging due to the sheer volume of
harmful content without too many false positives.Cross- online content, diverse forms of expression, and the need
validation: The system uses k-fold cross-validation to for real-time intervention. This literature survey explores
ensure robustness and prevent overfitting during model existing research on cyberbullying and hate speech
training. detection, focusing on various techniques, challenges,

and emerging trends.
ARCHITECTURE NDIAGRAM:

Cyberbullying Detection

{ Shone o e ] Cyberbullying detection has been an area of significant
l research over the last decade, with various approaches

[ Preprocessing } employed to identify abusive behaviour online.
(cleaning, symbols removal, labeling) Yarbrough et al. (2023) examined the perceptions and

. ] — outcomes of cyberbullying from the perspective of
Text Vectorization

' faculty members in higher education. Their stud
(Words Tokenizer) ulty in hig ucati ir study

highlighted how cyberbullying impacts not only students

. but also educators, thereby emphasizing the importance
Feature Extraction ] ]
of developing systems that can detect cyberbullying

across all age groups in various online environments.

Muneer et al. (2023) proposed an advanced technique for

" Training

(=

} [ Validation } detecting cyberbullying on social media platforms by

combining stacking ensemble learning with enhanced

BERT (Bidirectional Encoder Representations from

Testing Transformers). Their research showed that stacking

models, particularly those using BERT, significantly

[ Racism R\L\’I””“ l(wmll\': [ \mh‘nu‘H l)lh‘nmu” Ilu”,\llly}[ I}“”:I‘”H \\[mlml ]] Improved detection accuracy by Capturlng the nuances in
cligion | Inequality ositive ogative

natural language that often go unnoticed by traditional

methods. This research aligns with the broader shift

toward deep learning techniques that can process
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large, unstructured datasets effectively, a critical factor in

dealing with social media’s vast and dynamic content.

Sultan et al. (2023) explored cyberbullying detection
through the integration of shallow and deep learning
methods. Their findings underscore the need for a multi-
layered approach that incorporates both surface-level
features (such as keywords) and deeper contextual
understanding (such as tone and sarcasm). Combining
both shallow and deep learning techniques allows for a
more comprehensive analysis of the content, improving
the system's ability to identify subtle cyberbullying
behaviour that might otherwise go undetected.

In a different approach, Thun et al. (2022) introduced
"CyberAid," a system designed to monitor children's
interactions on social media platforms to detect
cyberbullying. This system focused on developing user-
friendly interfaces for parents and educators to track and
intervene in cases of cyberbullying in real time. The focus
was on providing an early-warning system that could alert
caregivers about incidents,

potential  cyberbullying

offering a proactive solution to this problem.
Hate Speech Detection

The detection of hate speech is intrinsically linked to
cyberbullying, as much of the harmful content shared
online involves aggressive language targeting individuals
or groups. Hate speech detection has been an active area of
research, especially considering the challenges presented
by language diversity and the subjective nature of hate
speech. A systematic review conducted by Jahan and
Oussalah (2023) focused on hate speech detection using
natural language processing (NLP) techniques. Their work
concluded that while NLP methods are effective in
there remains a

identifying overt hate speech,

significant challenge in
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detecting implicit forms of hate, such as coded language
and sarcasm. The study also pointed out that many NLP
models still struggle with cross- lingual and cross-
cultural hate speech detection, especially when dealing
with languages and dialects with insufficient training

data.

Kovécs et al. (2021) discussed the various challenges
associated with hate speech detection on social media,
including issues such as data imbalance, privacy
concerns, and the context- dependent nature of hate
speech. One of the major challenges identified was the
diversity of online language, which can make it difficult
to accurately detect hate speech. This has prompted
researchers to focus on improving the robustness and
flexibility of hate speech detection systems by leveraging
advanced techniques like deep learning and context-

aware models.

A promising development in this area comes from Plaza-
del-Arco et al. (2023), who explored the use of zero-shot
learning combined with language models for detecting
Their

demonstrated that zero-shot learning, where models are

toxic or disrespectful content. research
trained to perform tasks without explicit task-specific
data, can be a viable solution for hate speech detection.
This approach helps overcome the limitations of
traditional methods that rely heavily on annotated
datasets, which can be scarce for certain languages or

niche communities.

Techniques in Cyberbullying and Hate Speech
Detection
Natural Language Processing (NLP) and Deep

Learning: NLP techniques have been the foundation of
many cyberbullying and hate speech detection systems.
These systems typically rely on text classifiers, such as
support vector machines (SVMs), decision trees, and
neural networks, to analyse the linguistic features of the

text and classify
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it as either harmful or benign. Recent advancements in Contextual and Multimodal Approaches: Wang et al.
deep learning, particularly the use of transformer models (2020) proposed a graph convolutional network- based
like BERT, have significantly enhanced the accuracy of approach for fine-grained cyberbullying detection,
these detection systems by capturing the semantic and emphasizing the importance of context in understanding
syntactic context of words and phrases in a manner the relationships between words, users, and their social
traditional models could not achieve. networks. By considering the social context and

. L . interactions between users, this method improves the
Ensemble Learning: Several studies, including Muneer et - _
. model's ability to detect subtle forms of cyberbullying
al. (2023), have explored the use of ensemble learning ] ) ]
. ) ] . . that are not immediately apparent in the text alone.
techniques, which combine multiple models to improve

classification accuracy. Stacking ensemble learning, in Data Imbalance Handling: Data imbalance is a
particular, has shown promise in cyberbullying detection significant challenge in both cyberbullying and hate
by aggregating predictions from different models, each speech detection, as harmful content typically constitutes
contributing unique insights into the dataset. This approach a small fraction of the total dataset. Techniques such as
helps overcome the limitations of individual models, oversampling (e.g., SMOTE) and cost-sensitive learning
providing a more robust solution to the problem. have been applied to mitigate this issue. Research by

. Elreedy et al. (2023) explored the theoretical aspects of
Shallow-to-Deep Learning: Sultan et al. (2023) proposed o . ]
. . . SMOTE, highlighting its ability to generate synthetic
a hybrid approach using both shallow learning methods
o ] o examples for underrepresented classes.
(such as logistic regression and decision trees) and deep

learning methods (such as convolutional neural networks).
This combination allows for both fast and accurate
_ _ _ RESULTS AND DISCUUSION:
detection of cyberbullying-related hate speech by focusing
on both surface-level patterns and deeper contextual cues

within the content.

Neutrosophic Logic: A more recent development in the 10000
field has been the use of neutrosophic logic, a
mathematical framework that handles uncertainty, 8000
imprecision, and vagueness in data. Smarandache et al.
(2019) and other researchers have demonstrated the 6000
potential of neutrosophic sets for enhancing decision-
making processes in machine learning applications. By 4000
incorporating neutrosophic logic into cyberbullying and

hate speech detection systems, it is possible to develop 2000

more flexible models that can handle ambiguous and

50 60 70 80

conflicting data, which is common in online content.
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Training and Validation Loss CONCLUS|ON
o o e In conclusion, the proposed system presents a comprehensive

and innovative approach to detecting cyberbullying and hate
speech on social media platforms. By leveraging state-of-the-
art techniques such as hybrid deep learning models,
neutrosophic logic, and real-time data processing, the system
significantly enhances the ability to identify harmful content

with high accuracy. The integration of advanced features like

contextual embeddings (BERT), ensemble learning, and

15
Ehodhs multi-class classification ensures that the system can handle

the complexity and variability of social media conversations.

The use of neutrosophic logic further elevates the system's
e capability by addressing the inherent uncertainty and
ambiguity in detecting cyberbullying and hate speech, making
it highly effective in real-world scenarios where intent is often

o unclear. Moreover, the real-time detection and flagging

oo o1s mechanism allow for prompt intervention, providing

True label

& immediate feedback to moderators and administrators.

..  Scalability is another key strength of the proposed system, as
precision recall fl-scare support it is designed to handle large datasets and operate efficiently in
cloud environments, ensuring its suitability for widespread

deployment. The continuous learning and feedback loop

religion ) S R VA . :
ensure the system adapts to emerging trends and evolving
o I language patterns, maintaining its relevance over time.
gender 0.83 B8 a8 N4
C Iti ly, thi ff ignifi f i
ethlnlﬂty 0.07 0.55 0.0 By Ultimately, this system offers a significant step forward in
creating safer online environments, helpin latforms
gl 05 LB 0% D o " S
effectively manage and mitigate the harmful effects of
cyberbullying and hate speech. Its innovative integration of
accuracy I machine learning, fuzzy logic, and real-time analytics
LA 0.8 0.8 0.68 113 positions it as a powerful tool for addressing the growing
NEightEd a‘."g 9.89 9.8 9.89 11136 cha||enge of online abuse.
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