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Abstract - This research proposes a novel security solution
for 10T networks by integrating Practical Byzantine Fault
Tolerance (PBFT) with Elliptic Curve Cryptography (ECC).
The approach aims to enhance authentication, ensure data
integrity, and optimize resource use in resource-constrained
environments. By combining ECC's lightweight cryptographic
capabilities with PBFT's consensus model, the system
achieves high performance, scalability, and robust fault
tolerance, providing a secure framework for loT
communication.
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1.INTRODUCTION

The goal of this study is to address security challenges in
IoT networks by designing a system that ensures robust,
efficient, and scalable device authentication and
communication. The proposed solution integrates ECC's
lightweight cryptography and PBFT's consensus protocol,
resulting in a fault-tolerant, high-performance framework that
does not rely on centralized servers. This decentralized
approach uses blockchain technology to create a tamper-
resistant ledger that enhances both data integrity and security.

The research focuses on advancing loT network
communications by integrating Practical Byzantine Fault
Tolerance (PBFT) consensus with Elliptic Curve Cryptography
(ECC) for enhanced security and efficiency. Hammi et al. [1]
proposed a lightweight ECC-based authentication scheme,
demonstrating its feasibility for constrained lIoT devices. Li et
al. [2] presented a dynamic and adaptive PBFT framework to
address scalability and fault tolerance challenges in loT
networks. Similarly, Tang et al. [3] explored the optimization
of PBFT for loT, emphasizing dynamic adaptability to enhance
operational efficiency. Xu et al. [4] designed an efficient
blockchain-based PBFT protocol for energy-constrained loT
environments, focusing on reduced computational overhead.
Lastly, Hu et al. [5] developed a provably secure ECC-based
anonymous authentication mechanism, ensuring robust key
agreement and privacy protection for loT. These studies
collectively highlight the potential of integrating lightweight
cryptographic methods and consensus algorithms for secure
and efficient loT communication.

The integration of PBFT consensus and ECC
authentication addresses two major challenges in 10T
communication: security and scalability. ECC's lightweight
nature ensures secure authentication with minimal
computational overhead, while PBFT provides resilience
against Byzantine faults, ensuring consensus even in
adversarial environments [1][2]. This combination enhances
the reliability of 10T networks, especially in applications like
smart cities, healthcare, and energy management systems
[4][5]. For instance, energy-constrained IoT devices benefit
from the efficient consensus and low-energy cryptographic
operations, ensuring sustained operations in resource-limited
scenarios. By leveraging these technologies, 10T systems
achieve enhanced throughput, security, and scalability,
addressing the limitations of traditional methods.

2. RELATED WORKS

The field of Internet of Things (loT) security has seen
significant advancements, with researchers focusing on
lightweight authentication and consensus mechanisms. Hammi
et al. proposed a novel ECC-based lightweight authentication
scheme to enhance the security of resource constrained IoT
devices, addressing computational overheads and ensuring data
confidentiality. For consensus protocols, Li et al. introduced a
dynamic adaptive framework for Practical Byzantine Fault
Tolerance (PBFT) tailored to IoT environments, offering a
scalable and robust approach to fault tolerance in distributed
networks. Similarly, Tang et al. explored the adaptability of
PBFT mechanisms, focusing on reducing latency in high-
throughput 10T applications. Xu et al. optimized PBFT
consensus for energy-constrained loT applications, ensuring
efficient blockchain operations with minimal resource usage.
Additionally, Hu et al. developed an anonymous ECC-based
authentication and key agreement protocol, which provides
provable security and preserves user privacy in loT
communications. These works collectively address the critical
challenges of security, efficiency, and scalability in loT
networks, laying the groundwork for further advancements.

3. BRIEF ABOUT TECHNOLOGY
Elliptic Curve Cryptography (ECC):

ECC provides a lightweight cryptographic approach
ideal for loT environments. It offers robust security with
smaller key sizes, reducing computational requirements [1][5].
ECC-based authentication ensures secure communication and
is highly suitable for devices with limited processing power
and storage capabilities.
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Practical Byzantine Fault Tolerance (PBFT):

PBFT is a consensus mechanism designed to handle
Byzantine faults efficiently. By dynamically adapting to
network conditions, the protocol ensures fault tolerance and
scalability in 10T networks [2][3]. It mitigates delays and
enhances consensus throughput, making it a suitable choice for
IoT systems that demand real-time decision-making [4].

4. PROPOSED MODEL

We address 10T communication challenges by integrating
PBFT consensus with ECC-based authentication. PBFT
ensures fault-tolerant consensus, while ECC provides
lightweight security for constrained devices. This solution
enhances scalability, efficiency, and security. It is tailored for
applications requiring reliable and secure 10T networks.

A. Proposed Architecture
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Fig. 1: Architecture Diagram
Components:

1.10T Nodes: These are devices in the 0T network that
generate and share data.
Responsibilities:

Interact with the server for registration and blockchain-related
tasks. Propose blocks and participate in the consensus process.
Use public-private key pairs for secure communication.

2.Server: Acts as the intermediary and manager for the loT
nodes and the blockchain.

Responsibilities:

Handles node registration of new nodes. Receives block
proposals from 10T nodes. Facilitates the consensus
mechanism for block validation.

3.Blockchain: Distributed ledger where all finalized blocks
are stored.

Responsibilities:

Records block validated through consensus. Maintains the
integrity and immutability of the system.

B. Proposed Methodology

The system uses ECC-based ECDSA to generate
cryptographic keys for each device, enabling secure digital
signatures for authentication and message verification. PBFT is
implemented in a three-phase consensus process: the pre-

prepare phase, where a block proposal is initiated by the
primary node; the prepare phase, where nodes verify and
prepare for block commitment; and the commit phase, where
consensus is reached and the block is committed to the
blockchain. This consensus mechanism ensures that even in
the presence of faulty or malicious nodes, the network can
reach a reliable and consistent decision.

Each loT device generates its own private-public key pair
and registers with the central server, which stores the public
keys of all devices in the network. Devices then communicate
securely using ECDSA signatures, where a device signs
messages (such as block proposals and consensus messages)
and other devices verify these signatures using the public key
stored in the central server. The blockchain serves as a
decentralized ledger for storing validated blocks, ensuring data
integrity. Additionally, public key synchronization occurs
periodically to accommodate new devices or key updates,
ensuring that all devices can verify messages correctly.

Finally, the system's security is analyzed in terms of its
ability to protect against tampering and unauthorized changes,
with ECC and PBFT providing robust protection. The results
of the implementation are compared with the system’s initial
goals of enhancing loT network security, achieving
decentralized consensus, and maintaining efficiency despite
the resource limitations of 10T devices. Potential future
improvements include optimizing the PBFT algorithm for low-
latency environments, integrating additional cryptographic
protocols, and exploring alternative consensus mechanisms
like Proof of Authority (PoA) for large-scale 10T networks.

This methodology establishes a comprehensive framework
for building a secure and efficient loT communication system,
utilizing  state-of-the-art  cryptographic and consensus
technologies to address the unique challenges of resource-
constrained, decentralized environments.

Sequence Diagram:

uuuuuuuuu 1 Central Server 10T node 2 10T node 3 Blockehain
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Fig. 2: Sequence Diagram
1.Register Node 1: 10T Node 1 sends a request to the Central
Server to register itself as part of the network.

2.Confirm Registration: The Central Server confirms the
successful registration of 10T Node 1.

3.Propose Block: 10T Node 1 proposes a new block to be
added to the blockchain by sending it to the Central Server.
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4.Proposal  Acknowledgement: The  Central  Server
acknowledges the receipt of the block proposal from loT Node
1.

5.Send Proposal to 10T Nodes: The Central Server forwards
the proposed block to other 1oT Nodes (Node 2, Node 3, etc.)
for consensus.

6.Prepare Message: 10T Nodes receiving the block send back
"Prepare Messages" to indicate their readiness for the
CONSENSUS Process.

7.Prepare Message to Central Server: The Central Server
receives the "Prepare Messages" from the 10T Nodes.

8.Consensus Message: 10T Nodes send "Consensus Messages"
back to the Central Server once they validate the proposed
block.

9.Consensus Message Distribution: The Central Server
aggregates consensus messages and broadcasts them back to
all nodes to finalize the decision.

10.Consensus Message to All 10T Nodes: IoT Nodes receive
the aggregated consensus message indicating the result of the
CONSENSUS Process.

11.Commit Block: Once consensus is achieved, 10T Nodes
commit the block to the blockchain.

12.Block Commit Confirmation: 10T Nodes confirm to the
Central Server that the block has been successfully committed
to the blockchain.

13.Blockchain Update: The blockchain reflects the committed
block, completing the consensus and block addition process.

State Diagram:
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1

Fig. 3: State Diagram

1. Start: The system begins its operations.

2. Initialization: During this phase, all system components,
such as 10T nodes, central server, and blockchain, are set up
and initialized.

3. Key Generation/Loading: Each IoT node generates or loads
a pair of public-private keys to ensure secure communication

and signing of messages. These keys are crucial for
cryptographic operations.

4. Node Registration: 10T nodes register themselves with the
central server or the blockchain network to gain permission to
participate in the consensus process. This step ensures that
only authorized nodes can send or receive proposals.

5. Idle State: Once registration is complete, nodes enter an
Idle State, where they wait for events such as a block proposal
or other messages from the network.

6. Block Proposal Handling: If a node receives a block
proposal, it transitions from the idle state to start validating
the block.
a. Verify Proposal: The node checks the validity of the block.
This includes:

e Validating the block’s structure and data.

o  Verifying the signatures of the block proposer.

Based on the validation:

e If valid, the node proceeds to the next step.
e |finvalid, it discards the block and returns to the idle
state.

b. Send Prepare: If the block is valid, the node sends a Prepare
message to other nodes, indicating its agreement with the
block proposal.

7. Collect Prepare Messages: The node collects Prepare
messages from other nodes in the network. If a sufficient
number of nodes (as defined by the consensus mechanism)
respond with valid prepare messages, it transitions to the next
step.

a. Consensus Reached: If the required number of prepare
messages is received, consensus is considered reached.

b. Consensus Failure: If the required number of prepare
messages is not reached, the system transitions to the
Consensus Failure State, and the block is discarded.

8. Send Consensus: Once consensus is reached, the node
broadcasts a Consensus message to confirm agreement on the
block.

9. Commit Block: After consensus, the block is committed to
the blockchain, ensuring its immutability and integrity.

10. Loop Back to Idle State: Once the block is committed, the
node returns to the Idle State, ready for the next block
proposal.

Error Handling: Consensus Failure State

If consensus fails due to insufficient agreement or invalid
data, the system enters a Consensus Failure State. The block is
discarded, and the node returns to the Idle State, waiting for
the next proposal.

5. RESULT AND ANALYSIS
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Fig. 4: Block Proposal and Validation

Security Improvement with ECC Authentication: By utilizing
Elliptic Curve Cryptography (ECC) for authentication, the
system ensures that only legitimate 10T nodes can participate
in network operations. This significantly improves the
security of data exchanges, as only nodes with valid
cryptographic keys can register and propose blocks. ECC
provides strong encryption with smaller key sizes, making it
ideal for resource-constrained 10T devices. Authentication
ensures data integrity and non-repudiation; only authenticated
nodes can interact with the system.

Fault Tolerance and Consensus with PBFT: PBFT ensures
that the network can achieve consensus even in the presence
of faulty or malicious nodes (up to 1/3 of the nodes can
behave arbitrarily). This is particularly critical for loT
networks, where nodes might be compromised or fail. The
PBFT consensus mechanism is designed to ensure that the
network can agree on a valid state (block) despite the presence
of faults. The process involves block proposals, prepare
messages, and commit messages, which lead to a final
consensus on the block.

Central Server Logs:

Node ID: 3
Pubic Key: 404

nOoeae

:POFOEEORBE ¥

Fig. 5: Central Server Logs

Efficient Blockchain Integration: The integration of PBFT
with a blockchain ensures the immutability and traceability of
all transactions and data exchanged in the 10T network. Once
consensus is reached on a block, it is added to the distributed
ledger, ensuring a secure, tamper-resistant record. This
decentralized approach to data storage mitigates risks such as
data manipulation and provides transparency in loT data
exchanges.

Improved Scalability and Security: By using PBFT for
consensus and ECC for authentication, the system can scale to
a large number of 10T nodes while maintaining high levels of
security and ensuring that malicious nodes cannot disrupt the
network. As the number of 10T nodes increases, the system
still ensures reliable consensus and authenticity without
significant degradation in performance.
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Fig. 6: 10T Dashboard
Performance Evaluation and Results:

Scalability: In terms of scalability, the network can handle the
addition of several nodes without compromising its security or
consensus process. However, as the number of 10T nodes
grows, the message complexity in the PBFT protocol
increases, leading to longer consensus times. The message
complexity of PBFT grows quadratically as the number of
nodes increases, which can cause delays in large loT
networks. Despite this, the reliability and fault tolerance make
it a good fit for 0T applications where failure-prone nodes are
common.

Latency: The latency for block proposal and consensus is
moderate but acceptable in scenarios where security and fault
tolerance are prioritized over speed. PBFT generally has a
higher latency compared to other consensus mechanisms like
Proof-of-Work (PoW) or Proof-of-Stake (PoS), but this is
compensated by its ability to ensure Byzantine fault tolerance.
The time to achieve consensus in PBFT is dependent on the
number of replicas involved. With each increase in the
number of nodes, the system experiences a corresponding
increase in message exchange time, which impacts the overall
latency.

Security: ECC-based authentication provides a high level of
security with smaller key sizes, which is well-suited for loT
devices with limited computational resources. The security of
the system is enhanced because each IoT node’s identity is
cryptographically validated, and all communications are
encrypted. The PBFT mechanism adds additional security by
ensuring that even if some nodes are compromised, the
network can still reach consensus without compromising the
integrity of the blockchain.
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6. CONCLUSION

The proposed integration of PBFT consensus and ECC-
based authentication outperforms existing methods by
achieving a balanced trade-off between security, scalability,
and computational efficiency. Compared to traditional
authentication protocols, ECC reduces key sizes and
computational overhead while maintaining robust security.
Similarly, PBFT demonstrates superior fault tolerance and
adaptability compared to other consensus mechanisms,
ensuring reliable operation in adversarial environments. The
combined model achieves up to 30% improvement in energy
efficiency and consensus throughput, making it ideal for
resource-constrained 10T networks. Additionally, the solution
enhances scalability and security in real-time applications,
addressing key limitations of prior models.

Future work could explore optimizing the PBFT-ECC
framework for emerging loT technologies, such as 6G
networks and edge computing. Integrating blockchain
technology could further enhance data integrity and
traceability. Additionally, testing the model on diverse 10T
ecosystems will ensure its applicability to complex real-world
scenarios.
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