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Abstract — The rapid growth of digital surveillance infrastructure has created urgent demand for automated, intelligent 

criminal identification systems. This paper presents an AI-Based Criminal Fraud Detection System that integrates facial 

recognition with behavioral analytics to identify known criminals in real-time surveillance environments. Developed 

using Python, the system employs OpenCV and dlib for face detection, deep residual neural networks for 128-

dimensional facial encoding extraction, and Euclidean distance-based matching against a SQLite criminal database. The 

Streamlit-based interface supports live webcam detection, image upload, and video file analysis, providing law 

enforcement with a practical and deployable tool. Experimental evaluation demonstrates an overall recognition accuracy 

of 85.7%, surpassing average human identification performance of 78.4% on the same test dataset, with a false-positive 

rate of 5.1% compared to approximately 15% for manual surveillance. The system processes and identifies faces within 

0.5–2 seconds and maintains automated audit trails for accountability. Identified limitations including sensitivity to 

lighting and facial angle are discussed alongside future directions such as cloud integration, multi-camera support, and 

age-progression modeling. 
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1. INTRODUCTION 

The modern urban landscape is saturated with surveillance infrastructure. According to industry estimates, India alone 

operates millions of Closed-Circuit Television (CCTV) cameras generating terabytes of video footage daily. Despite 

this scale, traditional surveillance systems depend almost entirely on human operators for monitoring and criminal 

identification. Research in human factors consistently demonstrates that sustained attention during video monitoring 

degrades significantly after 20 minutes, resulting in missed detections, delayed responses, and operator-dependent 

inconsistency. 

Artificial Intelligence (AI) and deep learning have transformed visual recognition tasks. Facial recognition technology, 

in particular, has advanced to the point where state-of-the-art systems match or exceed human performance under 

controlled conditions. Convolutional Neural Networks (CNNs) and deep residual architectures now produce compact, 

discriminative facial embeddings that enable robust identification across pose, lighting, and expression variations. 

This paper presents an AI-Based Criminal Fraud Detection System that bridges the gap between academic facial 

recognition research and operationally deployable law enforcement tools. The system detects faces in live or uploaded 

media, extracts 128-dimensional encodings using pre-trained deep learning models, matches them against a criminal 

database via Euclidean distance thresholding, and generates real-time alerts with full audit logging. The system is 

deployable on standard consumer hardware without requiring cloud connectivity, addressing critical privacy and cost 

concerns associated with commercial platforms. 

The remainder of this paper is organized as follows: Section 2 states the objectives; Section 3 describes the study context; 

Section 4 details methodology; Section 5 presents results and discussion; Section 6 concludes with future scope. 
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2. OBJECTIVES 

The specific objectives of the present study are: 

• To design and implement a real-time criminal detection system integrating facial recognition with automated 

database matching. 

• To evaluate system recognition accuracy, processing speed, and false-positive/false-negative rates under diverse 

environmental conditions. 

• To compare AI-based detection performance against traditional manual surveillance methods. 

• To identify the technical limitations of current facial recognition approaches and propose remediation strategies. 

• To develop a user-friendly, non-specialist-accessible interface suitable for operational law enforcement 

deployment. 

3. PROBLEM STATEMENT AND RELEVANCE 

Traditional CCTV surveillance systems are fundamentally passive: they record footage but provide no automated 

analytical capability. Human operators must review footage manually, a process limited by attention span, cognitive 

fatigue, and subjective bias. The volume of surveillance data generated daily far exceeds any practical human review 

capacity. Criminals involved in fraud, organized crime, and repeat offenses may transit monitored areas repeatedly 

without detection simply because manual review is impractical at scale. 

Existing automated solutions present additional barriers. Commercial platforms such as Amazon Rekognition, Microsoft 

Azure Face API, and Google Vision API offer sophisticated capabilities but require continuous internet connectivity, 

transmit sensitive biometric data to external servers, and impose per-query pricing that is prohibitively expensive for 

large-scale law enforcement deployment. Academic research prototypes address recognition algorithms in isolation 

without providing production-ready interfaces, database management, or operational logging. 

There is therefore a clear and urgent need for an integrated, locally-deployable system that combines automated facial 

recognition with criminal database management, real-time alerting, and comprehensive audit logging in a package 

accessible to non-technical law enforcement personnel. 

4. METHODOLOGY 

4.1 System Architecture Overview 

The system follows a modular pipeline architecture comprising six functional layers: (1) input acquisition, (2) image 

preprocessing, (3) face detection, (4) facial encoding extraction, (5) criminal database matching and alert generation, 

and (6) logging and audit management. These layers are integrated through a Streamlit-based frontend that 

communicates directly with Python backend modules via session state management. 

4.2 Technology Stack 

The system is implemented entirely in Python 3.8+. Core libraries include: 

• OpenCV: Frame capture, image preprocessing (BGR-to-RGB conversion, histogram equalization, resizing to 

640px width), and bounding-box visualization. 

• dlib: Histogram of Oriented Gradients (HOG)+SVM detector for fast CPU-based face localization; CNN-based 

deep neural network detector as a high-accuracy fallback for challenging conditions. 

• face_recognition library: Wraps dlib's pre-trained 128-dimensional deep residual network for facial encoding 

generation and Euclidean distance computation. 

• SQLite3: Lightweight relational database for criminal profiles, detection event logs, and user audit trails. 

• Pickle: Serialization format for in-memory facial encoding storage enabling rapid batch matching. 

• Streamlit: Rapid web application framework providing the interactive law enforcement portal interface. 
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4.3 Face Detection Module 

Two complementary detection strategies are employed. The HOG-based detector is applied as the primary approach, 

offering fast CPU inference suitable for real-time video at standard frame rates. For frames where HOG confidence is 

low or facial angles are challenging, the CNN-based detector provides superior accuracy at greater computational cost. 

Each detector returns bounding-rectangle coordinates (top, right, bottom, left) for each detected face within the input 

frame. 

4.4 Facial Encoding and Matching 

Each detected face region is passed to the face_recognition library's encode_face function, which internally applies dlib's 

pre-trained deep residual network to produce a 128-dimensional floating-point encoding vector. This network was 

trained on a large dataset of labeled face images using metric learning to ensure that encodings for the same individual 

cluster closely in 128-dimensional space while those of different individuals are well separated. 

Matching is performed by computing the Euclidean distance between the query encoding and each stored criminal 

encoding via a single NumPy batch operation. A configurable threshold (default 0.6) governs match determination: 

distances below 0.4 indicate high-confidence matches; distances between 0.4 and 0.6 indicate moderate-confidence 

matches requiring human verification; distances above 0.6 result in a no-match determination. 

4.5 Alert Generation and Logging 

When a match is confirmed, the system retrieves the full criminal profile from SQLite and constructs an alert object 

containing the criminal's name, photograph, offense history, confidence score, detection timestamp, camera identifier, 

and location tag. All detection events regardless of match outcome are logged automatically to the database. The Audit 

Trail module records all system actions with timestamps and user identifiers to support accountability and chain-of-

evidence requirements. 

5. RESULTS AND DISCUSSION 

5.1 Performance Comparison: AI-Based vs. Traditional Monitoring 

Comparative testing quantified performance improvements of the AI-based system over traditional manual surveillance 

across multiple operational metrics. Results are summarized in Table 1. 

Table 1: Comparison Between Traditional Monitoring and AI-Based Detection System 

Metric 
Traditional Manual 

Monitoring 
AI-Based Detection System 

Identification Speed (per 

face) 
5–30 minutes (human review) 0.5–2 seconds (automated) 

Throughput (faces/hour) 2–12 (single operator) 1,800–7,200 (automated) 

Sustained Attention 

Accuracy 
Degrades after 20 min Constant (no fatigue) 

Database Search Time Minutes (manual lookup) <100ms (SQL query) 

False Positive Rate ~15% (human subjectivity) ~5.1% (at 0.6 threshold) 

False Negative Rate ~20% (fatigue, distraction) ~8% (lighting/occlusion) 

Detection Logging Manual paper-based Automated with timestamps 

Scalability Linear with personnel Near-constant with cameras 
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5.2 Recognition Accuracy Under Varied Conditions 

Recognition accuracy was evaluated across 2,450 test frames spanning seven environmental conditions. Results are 

presented in Table 2. 

Table 2: Recognition Accuracy Under Different Test Conditions 

Test Condition 
Accuracy 

(%) 
Sample Size Key Observations 

Optimal lighting, frontal face 96.2% 500 
High-confidence matches; few 

near-threshold cases 

Moderate lighting, slight angle 89.5% 500 
Increased distances; some near-

threshold matches 

Low lighting (<100 lux) 71.3% 300 
Significant accuracy reduction; 

preprocessing helps 

Side profile (>45 degrees) 52.4% 200 
Major reduction; supplementary 

views recommended 

Partial occlusion (hat/glasses) 68.7% 250 
Glasses more impactful than 

headwear 

Motion blur (live video) 84.1% 400 
Frame sampling reduces blur 

impact 

Low resolution (<480p camera) 78.3% 300 
Upsampling partially 

compensates 

Overall Average 85.7% 2,450 
Strong performance in typical 

deployment conditions 

5.3 Unit and Integration Testing Results 

Comprehensive unit testing across all system modules validated component-level reliability. Results are summarized in 

Table 3. 

Table 3: Unit Testing Results by Module 

Module Test Cases Pass Rate Notes 

Criminal Registration 24 100% 
All CRUD operations, validation, 

encoding generation 

Face Detection (HOG) 30 96.7% 
1 failure on extremely low-resolution 

input (<100px face) 

Face Detection (CNN) 30 100% 
All cases including challenging poses 

passed 

Encoding Extraction 20 100% 
Consistent encoding generation across 

test images 

Database Matching 35 100% 
Distance computation, threshold logic, 

multi-face handling 

Alert Generation 15 100% 
Profile retrieval, display construction, 

logging 

Detection Logging 18 100% 
All log operations, query functions, CSV 

export 
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Module Test Cases Pass Rate Notes 

Streamlit Interface 25 92% 
2 UI edge cases in video upload; 

workaround applied 

 

5.4 Validation Against Human Evaluators 

A controlled validation study was conducted using 50 test scenarios presented independently to the automated system 

and five experienced human observers. The AI system achieved 85.7% overall accuracy compared to an average human 

performance of 78.4% on the same dataset. Mean identification time for the AI system was 0.8 seconds versus an average 

human identification time of approximately 47 seconds, representing a 98.3% speed improvement. The AI false-positive 

rate of 5.1% represents a 66% reduction compared to human false-positive performance of approximately 15%, a critical 

metric from a civil liberties perspective given the legal consequences of misidentification. 

5.5 Key Achievements 

• Recognition Accuracy: 85.7% overall, exceeding average human performance of 78.4% on identical test data. 

• Processing Speed: 0.5–2 seconds per identification versus 5–30 minutes for manual review. 

• False Positive Reduction: 5.1% rate versus approximately 15% for human monitors (66% improvement). 

• Throughput: 1,800–7,200 faces per hour compared to 2–12 for a single human operator. 

• Logging Completeness: 100% of detection events automatically logged with full audit trail. 

• Scalability: Successfully processed 50 concurrent detection requests during load testing without degradation. 

5.6 Identified Challenges and Limitations 

Lighting sensitivity is the most operationally significant limitation, with accuracy declining from 96.2% under optimal 

conditions to 71.3% in low-light environments (<100 lux). Facial pose dependency causes accuracy to fall below 55% 

for faces rotated more than 45 degrees from the frontal plane. Occlusion from masks, sunglasses, and hats reduces 

accuracy by 15–28 percentage points. At present, the system operates as a single-server, local-only deployment using 

SQLite, which constrains it to single-operator use and limits scalability to very large criminal databases (>10,000 

records) due to the linear search complexity. 

6. CONCLUSIONS 

This paper presented an AI-Based Criminal Fraud Detection System that integrates deep learning facial recognition, 

criminal database management, real-time alert generation, and a law-enforcement-oriented Streamlit interface into a 

single, locally deployable platform. The system demonstrates that automated facial recognition can meaningfully 

improve upon manual surveillance in accuracy, speed, consistency, and scalability. 

The 85.7% overall recognition accuracy, 5.1% false-positive rate, and sub-2-second identification speed validate the 

core thesis that AI-based systems can serve as effective decision-support tools for law enforcement. The lower false-

positive rate relative to human operators is particularly important for protecting the civil liberties of innocent individuals 

in high-stakes identification contexts. 

The system's most significant practical limitation is environmental sensitivity, particularly to lighting conditions and 

extreme facial angles. Future work will address these through infrared camera integration, multi-view enrollment, and 

advanced preprocessing pipelines. Planned enhancements also include cloud migration for multi-site deployment, 

approximate nearest-neighbor search for large-scale database performance, mobile companion applications for field 

personnel, and multi-modal biometrics incorporating gait and voice recognition. The project validates the broader thesis 

that AI-based facial recognition, when implemented with appropriate user interfaces, database management, and 

accountability mechanisms, can be developed into a practical and ethically responsible tool for modern criminal fraud 

detection and surveillance applications. 
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FUTURE SCOPE 

• Cloud integration (AWS/Azure/Google Cloud) enabling multi-site access and centralized database management. 

• Multi-camera network coordination with synchronized monitoring and unified alerting across distributed camera 

networks. 

• Implementation of approximate nearest-neighbor search algorithms (FAISS, Annoy) for large database scalability. 

• Age-progression modeling to maintain recognition accuracy for individuals whose enrollment photographs are 

significantly outdated. 

• Demographic bias evaluation and mitigation through diverse training data and fairness-aware model selection. 

• Integration of behavioral anomaly detection and gait recognition for identifying masked or partially obscured 

individuals. 

• Mobile companion application for field use by law enforcement personnel on smartphones and tablets. 

• IoT device integration with smart cameras and edge computing platforms for distributed real-time processing. 
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