
          International Journal of Scientific Research in Engineering and Management (IJSREM) 

                          Volume: 09 Issue: 08 | Aug - 2025                                 SJIF Rating: 8.586                                    ISSN: 2582-3930                                                                                              

 

© 2025, IJSREM      | www.ijsrem.com                                 DOI: 10.55041/IJSREM51946                                                    |        Page 1 
 

AI-Based Cyber Threat Intelligence and Prediction for Next Generation 

Networks (NGN) in Cameroon 
 

 

Kum Bertrand Kum, Tonye Emmanuel, Austin Oguejiofor Amaechi, Mbarika Victor 

 

The ICT University, Under the Mentorship of The University of BUEA-Faculty of Engineering & 

Technology 

kum.bertrand@ictuniversity.edu.cm, tonye2018@hotmail.com, austin.amaechi@ictuniversity.edu.cm, 

victor@mbarika.com. 

 

---------------------------------------------------------------------***---------------------------------------------------------

Abstract 

The rapid deployment of Next Generation Networks 

(NGNs) such as 4G/5G, fiber-optics, and software-

defined infrastructures in Cameroon, has introduced 

new cybersecurity challenges, particularly in the 

face of increasingly sophisticated cyber threats. 

Traditional intrusion detection and prevention 

systems lack the scalability, adaptability, and real-

time intelligence required to defend against modern 

attacks such as zero-day exploits, Advanced 

Persistent Threats (APTs), and insider threats. This 

paper proposes an AI-based Cyber Threat 

Intelligence (CTI) and prediction framework 

specifically designed for the Cameroonian NGN 

ecosystem. The proposed system leverages machine 

learning, threat intelligence feeds, and predictive 

analytics to identify, correlate, and forecast potential 

cyber threats in real time. It integrates data from 

diverse sources including telecom infrastructures, 

national CSIRTs, and open-source threat databases. 

A prototype implementation using simulated and 

public NGN traffic datasets demonstrates the 

system’s effectiveness in early threat detection and 

attack prediction. The framework aims to support 

decision-making and proactive cyber defense 

strategies in Cameroon's telecommunications and 

public sector environments. 
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I. Introduction 

The accelerated deployment of Next Generation 

Networks (NGNs) such as 4G, 5G, fiber-optic 

broadband, and software-defined infrastructure in 

Cameroon is transforming digital communication, 

enabling the rise of e-government, smart cities, and 

fintech platforms. NGNs offer high-speed, low-

latency, and converged services that support national 

development objectives. However, this 

modernization has expanded the cyber-attack 

surface, exposing telecom operators, government 

agencies, and critical infrastructures to an increasing 

variety of cyber threats including Distributed Denial 

of Service (DDoS) attacks, Advanced Persistent 

Threats (APTs), DNS spoofing, and insider attacks 

[1], [2]. 

Cameroon's cybersecurity posture remains 

vulnerable due to a combination of fragmented 

regulatory frameworks, lack of local threat 

intelligence systems, and reliance on legacy 

signature-based intrusion detection systems [3], [4]. 

These systems are often reactive and insufficient in 

detecting zero-day attacks and stealthy adversaries 

that exploit NGN complexity. Additionally, the 

limited availability of labelled threat data and the 

absence of coordinated cybersecurity efforts further 

constrain effective defense strategies in emerging 

economies like Cameroon [2], [7]. 

To address these challenges, the use of Artificial 

Intelligence (AI) and Cyber Threat Intelligence 

(CTI) has emerged as a viable path forward. AI can 

learn from historical and real-time data to detect 

anomalies, forecast attacks, and recommend 

automated responses [5], [6]. CTI platforms, such as 

MISP and the MITRE ATT&CK framework, 

provide a structured means to collect, analyze, and 

share threat indicators across organizational 

boundaries [9], [10]. However, their integration and 
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deployment in African contexts remain minimal due 

to technical and policy-related gaps [7], [11]. 

This paper proposes an AI-based CTI and threat 

prediction framework specifically tailored for 

Cameroon’s NGN environment. The system 

leverages machine learning techniques including 

Long Short-Term Memory (LSTM) networks and 

federated learning to detect and forecast intrusions. 

It also integrates local and global threat intelligence 

feeds using standards like STIX/TAXII. A prototype 

of the system is implemented and tested using real-

world NGN traffic patterns and publicly available 

datasets (e.g., CICIDS2017). The goal is to offer 

real-time, proactive, and scalable protection for 

critical communication infrastructure. 

The main contributions of this paper include: 

● A modular and scalable CTI framework for 

NGN security in Cameroon. 

● An LSTM-based predictive model with 

federated learning for decentralized 

environments. 

● Integration of open-source intelligence 

platforms (e.g., MISP, MITRE ATT&CK). 

● A testbed evaluation using simulated NGN 

attack scenarios and real traffic data. 

The remainder of the paper is organized as follows: 

Section II reviews related works and NGN-specific 

threat models; Section III presents the proposed 

system architecture; Section IV discusses the 

methodology and evaluation approach; Section V 

analyses the experimental results; Section VI 

outlines current challenges and limitations; and 

Section VII concludes with recommendations and 

future work directions. 

 

II. Background & Related Work 

The transformation of traditional telecommunication 

systems into Next Generation Networks (NGNs) is 

reshaping how services such as voice, video, and 

data are delivered in Cameroon. NGNs rely heavily 

on IP-based architectures, incorporating 

technologies like 5G, Software Defined Networking 

(SDN), and cloud-native services [1], [4]. This 

architectural shift brings not only performance 

improvements but also increased cybersecurity risks, 

especially due to the complexity of network 

virtualization, distributed attack surfaces, and 

emerging threat vectors. 

A. NGN Threat Landscape in Cameroon 

Cameroon has seen a surge in NGN deployment, 

particularly through operators like CAMTEL, MTN, 

and Orange, which now offer 4G and pilot 5G 

services [4]. As digital services grow especially in e-

governance, fintech, and health sectors so does 

exposure to sophisticated cyber threats. National 

infrastructures such as the Submarine Cable Landing 

Stations, Internet Exchange Points (IXPs), and 

government data centers have become high-value 

targets. However, Cameroon lacks a unified Cyber 

Threat Intelligence (CTI) platform to monitor, 

predict, and respond to threats targeting these critical 

assets [2], [7]. 

Studies show that African countries, including 

Cameroon, face significant challenges such as low 

cyber awareness, weak enforcement of cybersecurity 

laws, and insufficient technical capacity within their 

Computer Security Incident Response Teams 

(CSIRTs) [3], [7], [11]. These issues hinder real-time 

detection, coordinated response, and cross-border 

threat sharing—capabilities that are essential in 

defending NGNs. 

B. Machine Learning and AI for Intrusion 

Detection 

In recent years, Artificial Intelligence (AI) and 

Machine Learning (ML) have been applied to 

cybersecurity with promising results. Deep learning 

models such as Long Short-Term Memory (LSTM) 

and Convolutional Neural Networks (CNNs) have 

proven effective in recognizing temporal and spatial 

patterns in network traffic [1], [5]. These models can 

identify zero-day attacks, detect Advanced Persistent 

Threats (APTs), and learn from evolving attacker 

behavior. 

For instance, Sharma et al. [1] demonstrate the use 

of deep learning in NGN environments, achieving 

over 95% accuracy in intrusion detection using 

LSTM. Similarly, Zhang and Lee [5] propose a 

forecasting system for SDN-enabled networks that 

identifies anomalies using sequence modeling. 

However, these systems are mostly trained in 

centralized environments and rely heavily on large, 

labelled datasets, which may not be available in 

Cameroon’s cybersecurity ecosystem. 
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C. Cyber Threat Intelligence and Federated 

Learning 

CTI platforms such as MISP (Malware Information 

Sharing Platform) and the MITRE ATT&CK 

framework have enabled structured threat sharing 

across enterprises and government institutions [9], 

[10]. These platforms support STIX/TAXII 

standards and allow the integration of threat feeds 

into Security Information and Event Management 

(SIEM) systems. While widely used in developed 

countries, CTI tools are underutilized in Cameroon 

due to infrastructure gaps and lack of institutional 

support [7]. 

Recent innovations like Federated Learning (FL) 

have emerged as privacy-preserving alternatives to 

centralized ML. FL enables decentralized devices or 

organizations to collaboratively train models without 

sharing raw data, thereby enhancing data 

sovereignty and compliance with national laws [6]. 

This is especially relevant for Africa, where data 

protection concerns intersect with digital 

sovereignty initiatives under the Malabo Convention 

[11]. 

D. Gaps in Existing Research 

Most current solutions are designed for high-

resource environments and are not optimized for 

African infrastructures with constrained bandwidth, 

computing power, and real-time visibility. 

Moreover, existing studies rarely integrate local CTI 

feeds or simulate realistic African NGN topologies. 

There is a critical need for context-aware, 

lightweight, and scalable AI-driven CTI systems that 

can function effectively within the socio-technical 

landscape of Cameroon. 

This paper addresses this gap by proposing a novel 

AI-based CTI and prediction framework that 

leverages both local threat data and global 

intelligence feeds. It integrates federated learning for 

privacy preservation and is evaluated under 

simulated NGN conditions relevant to Cameroon’s 

national telecom infrastructure. 

III. System Architecture 

Overview diagram of the proposed AI-CTI system 

● Four core layers: 

o Data Collection Layer: Logs from 

routers, 5G base stations, firewalls, 

OSINT 

o Preprocessing Layer: Feature extraction, 

log normalization, language processing 

(multi-lingual logs) 

o Prediction Engine: ML/DL models 

(LSTM, XGBoost, federated learning) 

o Dashboard & Action Layer: 

Visualization, alerts, auto-response 

playbooks 

 

This section describes the architectural design of the 

proposed AI-based Cyber Threat Intelligence (CTI) 

and Prediction Framework tailored for Cameroon's 

Next Generation Networks (NGNs). The framework 

consists of modular components that work together 

to monitor, analyze, predict, and respond to cyber 

threats in real time. 

A. Overview of the Architecture 

The proposed system is composed of four primary 

layers: 

1. Data Collection Layer 

2. Preprocessing and Feature Engineering 

Layer 

3. Threat Intelligence & Prediction Engine 

4. Visualization and Response Layer 

Each component is designed to ensure low-latency 

performance, scalability, and adaptability to the 

NGN infrastructure in Cameroon, including 4G/5G 

base stations, optical fiber networks, and SDN-

enabled routers. 

Figure 1 is the System architecture diagram showing 

data flow from NGN sources to the AI prediction 

module and dashboard. 

B. Data Collection Layer 

This layer interfaces with various data sources in 

the NGN environment. It continuously collects: 

● Network traffic logs (NetFlow, PCAP) 

● System and firewall logs 

● SIEM alerts from telecom infrastructure 

● Threat feeds from MISP, OpenCTI, and 

CSIRTs (e.g., CamCERT) 

http://www.ijsrem.com/
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● OSINT (e.g., abuse.ch, Virus Total, Shodan, 

Phishtank) 

Agents deployed at NGN points (e.g., edge devices, 

switches, 5G towers) transmit anonymized metadata 

to a central or federated processing hub. 

 

C. Preprocessing and Feature Engineering 

Layer 

This layer performs real-time processing and feature 

extraction to prepare data for machine learning: 

● Noise reduction & normalization: Ensures 

consistency in multi-source data 

● Feature extraction: Based on packet 

statistics, flow entropy, time intervals 

● Log parsing & NLP: Transforms 

unstructured logs into vectorized formats 

using NLP (e.g., TF-IDF, BERT 

embeddings) 

● Dimensionality reduction: PCA or t-SNE 

used to reduce model complexity 

This step is optimized to run at the edge level in low-

resource environments using lightweight tools (e.g., 

Python scripts, Kafka streaming). 

 

D. Threat Intelligence & Prediction Engine 

This is the core of the system, where predictive 

analytics and cyber threat modeling are performed. 

● Machine Learning Models: 

o LSTM for time-series prediction of 

anomaly patterns 

o XGBoost for classification of 

malicious vs benign traffic 

o Autoencoders for unsupervised 

anomaly detection 

● Federated Learning (FL): 

Each participating telco or node trains a local model 

on their private data. Periodically, model parameters 

not raw, data are shared to update a global model, 

ensuring privacy and compliance with local 

regulations [6]. 

● Threat Correlation: 

 

The engine integrates CTI feeds using STIX/TAXII 

and maps indicators to the MITRE ATT&CK matrix 

to identify potential attacker tactics and techniques 

[9]. 

 

E. Visualization and Response Layer 

This layer provides situational awareness and 

supports decision-making for security teams. 

● Real-Time Dashboard: Displays geospatial 

threat maps, alert timelines, model 

confidence scores 

● Automated Alerting: Generates ranked 

alerts based on threat severity and context 

● Policy Recommendations: Suggests 

mitigation actions based on past patterns 

(e.g., isolate node, update firewall rule) 

● Integration with Playbooks: Connects to 

SOAR systems for automated response 

F. Integration with Cameroon's NGN 

Environment 

The architecture is designed to be deployed on: 

● Public sector telecom networks (e.g., 

CAMTEL core) 

● 5G pilot networks (MTN/Orange) 

● National cybersecurity infrastructure 

(CamCERT) 

● Smart city edge networks (Douala/Buea) 

Deployment is modular, enabling local 

adaptation and offline analysis in bandwidth-

limited environments. 
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     Figure-1: Block Architectural Diagram 

 

IV. Methodology 

This section details the methodology adopted for 

designing, developing, and evaluating the proposed 

AI-based Cyber Threat Intelligence and Prediction 

Framework. The approach integrates both 

supervised and unsupervised learning models, 

contextual threat intelligence feeds, and a simulation 

testbed replicating NGN behavior in Cameroon. 

A. Dataset Preparation 

To evaluate the system, two main sources of data 

were used: 

1. Public Dataset: The CICIDS2017 dataset, 

which includes realistic benign and 

malicious traffic for intrusion detection, was 

used for baseline model training and 

validation [1]. 

2. Simulated NGN Traffic: Custom traffic was 

generated using NS-3 and Wireshark to 

emulate specific threats relevant to 

Cameroonian networks, such as: 

o BGP hijacking 

o DNS spoofing 

o Insider VoIP eavesdropping 

o IoT malware propagation (e.g., 

Mirai variants) 

These datasets were combined and relabelled 

to reflect a multi-class classification 

problem, distinguishing normal activity from 

specific threat categories. 

B. Feature Engineering 

Data from network traffic and logs were processed 

to extract high-impact features: 

● Statistical Features: Packet size, flow 

duration, number of connections per second, 

byte ratio. 

● NLP-based Features: Text logs from 

firewalls and SIEM were parsed using 

Named Entity Recognition (NER) and 

embedded using BERT and TF-IDF. 

● Time-Series Features: Used for LSTM-based 

learning, including flow volume over time 

and packet interval patterns. 

Normalization and scaling (e.g., 

MinMaxScaler, StandardScaler) were 

applied to ensure uniformity. 

C. Model Training and Prediction 

Three core models were trained and compared: 

1. LSTM Neural Network: 

o Designed for time-series prediction 

of anomalous behavior. 

o Architecture: 2 LSTM layers, 1 

Dense layer, Dropout (0.3). 

o Optimizer: Adam; Loss: Binary 

cross-entropy. 

2. XGBoost Classifier: 

o Applied for rapid classification of 

threats using statistical features. 

o Useful for interpretable feature 

importance extraction. 

http://www.ijsrem.com/
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3. Autoencoder (Unsupervised): 

o Trained to reconstruct normal traffic 

patterns. 

o High reconstruction error flagged as 

anomalies (useful for zero-day 

detection). 

All models were trained using an 80/20 train-test 

split and validated via 5-fold cross-validation. 

Training was done on TensorFlow and Scikit-learn 

frameworks. 

D. Federated Learning Setup 

To accommodate privacy and decentralization, a 

Federated Learning (FL) model was implemented: 

● Clients: Simulated edge networks 

representing MTN, CAMTEL, and 

government infrastructure. 

● Coordinator: Central server aggregates 

model weights using FedAvg. 

● Rounds: 20 global rounds, each with 3 local 

epochs per client. 

● Communication: Simulated on a secure 

protocol to emulate a real-world constraint 

network. 

This setup ensures compliance with national 

data protection principles while achieving 

high accuracy from distributed sources [6]. 

E. Threat Intelligence Integration 

External and internal CTI feeds were 

merged into the prediction pipeline using: 

● MISP platform: For ingestion of indicators 

of compromise (IOCs). 

● STIX/TAXII protocol: To maintain 

interoperability and real-time updates. 

● MITRE ATT&CK mapping: To tag 

identified threats with tactics and 

techniques. 

This CTI mapping was integrated into the model 

output, enabling contextual alerting (e.g., "Possible 

Privilege Escalation via Credential Dumping"). 

 

 

F. Evaluation Metrics 

To measure model effectiveness, the following 

metrics were used: 

● Accuracy 

● Precision, Recall, and F1-score 

● False Positive Rate (FPR) 

● AUC-ROC (Receiver Operating 

Characteristic Curve) 

● Detection latency (ms) for real-time 

viability 

A performance comparison table is presented in the 

next section (Results & Evaluation). 

LSTM-Based Intrusion Detection (Using 

TensorFlow) 

 

 

Figure-2: Python implementation 

http://www.ijsrem.com/
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Figure-3: Output 

V. Results and Discussion 

This section presents the experimental results of the 

proposed AI-based Cyber Threat Intelligence (CTI) 

and prediction framework. The system was 

evaluated on its ability to detect and forecast cyber 

threats in simulated Next Generation Network 

(NGN) traffic relevant to Cameroon’s telecom 

infrastructure. Metrics such as accuracy, precision, 

recall, and F1-score were used to compare 

performance across models. 

A. Model Performance Evaluation 

Three models were tested using a combination of 

real-world (CICIDS2017) and simulated NGN 

traffic: 

● LSTM Neural Network for sequence-based 

anomaly detection 

● XGBoost Classifier for statistical feature 

classification 

● Autoencoder for unsupervised anomaly 

scoring 

Mod

el 

Accur

acy 

Precis

ion 

Rec

all 

F1-score False 

Positi

ve 

Rate 

(FPR

) 

LSTM 95.4% 94.7

% 

95.

2% 

94.9% 3.2% 

XGBoos

t 

91.3% 89.5

% 

92.

1% 

90.8% 5.1% 

Autoenc

oder 

87.9% 85.6

% 

88.

2% 

86.

9% 

7.8% 

Table-1: Model Performance Evaluation 

Figure 2 (to include): ROC curves for LSTM and 

XGBoost models. 

The LSTM model outperformed others, particularly 

in detecting stealthy and evolving threats due to its 

temporal modeling capabilities. XGBoost 

demonstrated faster inference times, making it 

suitable for low-latency use cases. The autoencoder 

performed adequately on zero-day-like attacks but 

suffered from a higher false positive rate. 

B. Threat Forecasting 

The LSTM model was also deployed in a real-time 

prediction mode, capable of forecasting the 

probability of an attack in the next 5 to 10 minutes 

based on temporal flow data. This capability proved 

useful in: 

● Detecting BGP hijack attempts before 

propagation 

● Forecasting IoT malware surges on smart 

grid subnets 

● Pre-empting VoIP eavesdropping spikes in 

softswitch logs 

This predictive functionality allows telecom 

operators to implement proactive threat 

mitigation. 

C. Federated Learning Benefits 

The Federated Learning (FL) setup, simulating 

three nodes (e.g., MTN, CAMTEL, and a 

government data center), yielded the following 

advantages: 

http://www.ijsrem.com/
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● Privacy-preserving training across 

autonomous domains 

● Comparable accuracy (94.1%) to 

Centralized training 

● Compliance with national sovereignty laws 

(per Malabo Convention [11]) 

Communication overhead was minimal, and 

convergence was achieved in 20 rounds with 3 local 

epochs each. This confirms FL’s feasibility for 

distributed CTI in Cameroon’s context. 

D. CTI Integration & Situational Awareness 

Threat indicators from platforms like MISP and 

MITRE ATT&CK were successfully mapped to 

alerts generated by the system. For example: 

● Detected behavior classified as “Credential 

Dumping” was tagged as TA0006: 

Credential Access 

● Network anomalies were linked to known 

IOCs from CamCERT feed 

This correlation improves incident 

attribution and accelerates response time for 

national CSIRTs and private operators. 

E. Use Case: Smart City Deployment Simulation 

(Douala) 

A simulated attack scenario in a smart city IoT 

deployment showed how the system detects: 

● Unauthorized firmware updates in smart 

meters 

● DDoS behavior on municipal Wi-Fi routers 

● DNS poisoning targeting public kiosks 

LSTM and CTI-assisted modules raised alerts with 

97% detection confidence before service 

degradation occurred. 

F. Discussion 

The results indicate that AI-enhanced CTI systems 

can dramatically improve NGN defense capabilities 

in low-resource settings. The modular nature of the 

framework allows for: 

● Incremental deployment by local ISPs 

● Integration with national CERTs 

● Interoperability with existing SIEM 

platforms 

However, challenges remain, including the need for 

more localized datasets, improved data labelling 

tools, and broader stakeholder engagement in the 

ecosystem. 

G. Latency in Real-Time Environments: A 

Quantitative View 

 Definition of Latency: Latency is the time delay 

(in milliseconds) from the moment data is sent from 

a source to the moment it is received and processed 

at the destination. 

Latency Benchmarks by Use Case 

Use Case Latency 

Requirement 

Real-

World 

Tolerance 

Autonomous 

Vehicles 

1–5 ms Extremely 

low 

tolerance 

Remote Surgery 

/ Telesurgery 

< 1 ms Near-zero 

latency 

required 

Industrial 

Automation 

(IIoT) 

< 10 ms High 

precision 

needed 

Smart Grid 

Management 

< 20 ms Critical 

systems 

Online Gaming 

(VR/AR) 

< 20–30 ms Moderate 

tolerance 

Video Streaming < 100 ms High 

tolerance 

Threat 

Intelligence 

Detection (AI 

Models)** 

< 20–50 ms For 

proactive 

defense 

Traditional 

Internet Use 

(Email, 

Browsing) 

< 200 ms Very high 

tolerance 

Table-2: Latency Benchmarks by Use Case 
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Latency in AI-Powered Cyber Threat Prediction 

For AI-based CTI, key latency values are: 

● Data Ingestion Latency: 5–15 ms 

● Inference Time for ML Models: 

o Lightweight anomaly detection (e.g., 

Isolation Forest): 5–30 ms 

o Deep learning models (CNNs, 

RNNs): 30–70 ms 

● Alert Response Time: Under 100 ms for 

NGN systems to mitigate before escalation 

 Target Latency for Threat Detection Systems in 

NGN: < 50 ms 

 

5G Architecture & Latency Layers 

Network Segment Typical Latency 

Radio Access Network (RAN) 1–5 ms 

Transport Network 5–10 ms 

Core Network 10–30 ms 

AI Processing Node (Edge Cloud) 5–20 ms 

End-to-End Total < 50 ms (goal) 

Table-3: 5G Architecture & Latency Layers 

Figure-1: Latency in Real-Time 5G Environment 

Edge computing is critical to keeping latency low 

especially in Cameroon, where central cloud data 

centers may be far from users. 

 

 Cameroonian Context 

● Current average latency in 4G networks: 

60–100 ms 

● Estimated latency with 5G (urban 

deployment): 10–30 ms 

● Latency bottlenecks: 

o Insufficient edge data centers 

o Poor interconnectivity between local 

ISPs 

o Outdated switches and routers in 

public sectors 

 

 Latency Optimization Strategies 

● AI Model Pruning: Compress models to 

reduce inference time 

● Edge AI Deployment: Install mini-servers 

close to NGN endpoints 

● Traffic Prioritization: Use SDN/NFV to 

give CTI data highest priority 

● Dedicated 5G slices for cybersecurity 

functions 

 

VI. Challenges and Limitations 

● Lack of local data: Reliance on public 

datasets (CICIDS2017) that are not 

representative of Cameroonian threats. 

● Disparate infrastructure: Difficult 

deployment in rural areas (low bandwidth, 

unstable energy). 

●  Political barriers: Fragmented legal 

framework (e.g., data sharing between 

operators and CERTs). 

● Low availability of labelled NGN threat 

data in Cameroon 

http://www.ijsrem.com/
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● Infrastructure disparity between urban and 

rural ISPs 

● Real-time deployment Latency 

● Regulatory and policy gaps in data sharing 

● Adversarial risks: Vulnerability of AI 

models to poisoning or evasion attacks. 

Suggestions for future work: 

● Collaborate with CamCERT to collect local 

data. 

● Optimize models for edge computing (e.g., 

lightweight versions of LSTM). 

● Lobby for unified national cybersecurity 

policies. 

While the proposed AI-based Cyber Threat 

Intelligence (CTI) and Prediction Framework shows 

promising results in detecting and forecasting cyber 

threats in Cameroon's NGN environment, several 

challenges and limitations persist that may impact 

deployment, scalability, and sustainability in real-

world conditions. 

 

A. Limited Access to Real-World Data 

One of the most significant challenges is the scarcity 

of labelled, real-time NGN traffic datasets from 

Cameroonian operators. Most experiments rely on 

publicly available datasets (e.g., CICIDS2017), 

which may not fully represent the network 

topologies, threat vectors, or user behaviors typical 

of African contexts. 

Additionally, regulatory and institutional barriers 

often prevent the sharing of operational data due to 

concerns about privacy, reputation, and legal 

compliance, limiting opportunities for supervised 

learning and validation at scale. 

 

B. Infrastructure and Resource Constraints 

Cameroon's digital divide between urban and rural 

areas results in uneven infrastructure availability. 

Many NGN nodes in semi-urban or rural zones 

operate with limited bandwidth, processing power, 

and unstable electricity, making real-time AI 

processing at the edge difficult. 

Deploying AI models on such constrained 

environments requires further optimization, model 

compression, or the use of lightweight alternatives—

trade-offs that may reduce detection granularity. 

 

C. Latency and Real-Time Processing Limits 

Although LSTM and XGBoost models demonstrated 

high accuracy, detection latency remains a concern, 

especially in time-critical services such as 5G slices 

for healthcare or emergency communications. Real-

time CTI integration with existing SIEM or SOAR 

systems may suffer from: 

● Processing delays 

● Queuing backlogs under attack conditions 

● Incompatibility with legacy components 

These can reduce the effectiveness of the framework 

in high-throughput or low-latency use cases. 

 

D. Policy, Legal, and Organizational Barriers 

Cybersecurity policies in Cameroon, though 

evolving are still fragmented and inconsistently 

enforced. National strategies exist but lack: 

● Clear data-sharing frameworks 

● Defined roles for ISPs in national 

cybersecurity 

● Enforceable compliance standards for NGN 

providers 

This affects the adoption of federated learning, 

integration of CTI platforms, and implementation of 

automated mitigation strategies. 

 

E. Skills Gap and Awareness 

There is a notable shortage of AI-capable 

cybersecurity professionals in Cameroon, 

particularly within public institutions and small 

ISPs. Maintaining such an AI-driven CTI system 

demands specialized knowledge in: 

● Data engineering and model lifecycle 

management 

● Threat hunting and CTI feed curation 

http://www.ijsrem.com/
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● NGN infrastructure monitoring tools 

Without ongoing investment in local capacity 

building, system upkeep and adaptation to new 

threats will be difficult. 

 

F. Adversarial Threats and Model Robustness 

AI-based models are themselves vulnerable to 

adversarial attacks e.g., evasion, poisoning, and 

inference attacks. Malicious actors may attempt to: 

● Feed poisoned data into federated learning 

nodes 

● Exploit model overfitting or 

misclassifications 

● Reverse-engineer attack thresholds 

Robust aggregation, adversarial training, and model 

hardening techniques are needed to ensure long-term 

trust in such systems. 

In summary, while the proposed framework is 

technically viable and contextually relevant, its real-

world deployment in Cameroon requires addressing 

infrastructural, institutional, and adversarial 

limitations. These considerations are further 

explored in the next section on future work. 

 

VII. Conclusion and Future Work 

As Cameroon accelerates the deployment of Next 

Generation Networks (NGNs) to support its digital 

transformation, the cybersecurity risks associated 

with complex, distributed, and high-speed 

infrastructures grow exponentially. This paper 

proposed an adaptable and privacy-friendly AI-CTI 

framework for Cameroonian NGNs, and evaluated 

an AI-based Cyber Threat Intelligence (CTI) and 

Prediction Framework tailored to the specific needs 

and constraints of Cameroon’s telecom ecosystem. 

The framework successfully integrates machine 

learning models, particularly Long Short-Term 

Memory (LSTM) and XGBoost classifiers with 

threat intelligence feeds, federated learning, and 

real-time analytics. Experimental results on 

simulated and benchmark datasets demonstrated 

high detection accuracy (up to 95.4%), low false 

positive rates, and predictive capabilities for 

emerging threats. The incorporation of CTI 

platforms like MISP and MITRE ATT&CK further 

enhances situational awareness, contextual threat 

classification, and automated response potential. 

However, the system’s practical deployment faces 

challenges related to data availability, infrastructure 

constraints, policy fragmentation, and adversarial 

robustness. Addressing these barriers is critical to 

operationalizing AI-based cybersecurity in 

Cameroon's NGN landscape. 

 

Future Work 

To build on this foundational work, the following 

future research and implementation directions are 

proposed: 

1.  Pilot deployment with CAMTEL/MTN. 

2.  Creation of a local threat dataset. 

3. Strengthening local AI/cybersecurity skills.  

4. Deployment in a real-world testbed: Partner 

with CAMTEL or a national ISP to deploy 

the framework in a controlled NGN segment 

(e.g., 5G pilot in Douala). 

5. Development of a Cameroon-specific threat 

dataset: Collect and label NGN traffic 

locally, in partnership with national CSIRTs 

and academia, to improve model 

generalization. 

6. Adversarial defense integration: Incorporate 

robust aggregation techniques and 

adversarial training into the federated 

learning pipeline. 

7. Policy and governance alignment: Work with 

national regulators (e.g., ANTIC) to develop 

clear data-sharing and AI governance 

frameworks supporting CTI operations. 

8. Capacity building: Create training programs 

and open-source toolkits to equip local 

cybersecurity professionals with skills in AI-

based threat detection and analysis. 

Ultimately, the adoption of AI-driven CTI systems 

can provide a scalable, intelligent, and proactive 

approach to securing NGNs in Cameroon and similar 

contexts across Africa. With strategic collaboration 

between academia, government, and industry, such 

frameworks can serve as a cornerstone for digital 

resilience in emerging economies. 
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List of Abbreviations 

Abbreviati

on 

Full Meaning 

AI Artificial Intelligence 

CTI Cyber Threat Intelligence 

NGN Next Generation Network 

ML Machine Learning 

DL Deep Learning 

FL Federated Learning 

IDS Intrusion Detection System 

LSTM Long Short-Term Memory 

NLP Natural Language Processing 

NIDS Network Intrusion Detection 

System 

SIEM Security Information and Event 

Management 

IoT Internet of Things 

CERT Computer Emergency Response 

Team 

ROC-AUC Receiver Operating Characteristic 

– Area Under Curve 

KDD Knowledge Discovery in 

Databases 

CICIDS201

7 

Canadian Institute for 

Cybersecurity Intrusion Detection 

System Dataset (2017) 

KPI Key Performance Indicator 

ISP Internet Service Provider 

CPU Central Processing Unit 

ITU International Telecommunication 

Union 

MINPOST

EL 

Ministry of Posts and 

Telecommunications (Cameroon) 

JSON JavaScript Object Notation 

DoS/DDoS Denial of Service / Distributed 

Denial of Service 

VPN Virtual Private Network 

API Application Programming 

Interface 

CTI Cyber Threat Intelligence 

 

MITRE 

ATT&CK 

Adversarial Tactics Classification 

Framework 

MISP Malware Information Sharing 

Platform 

Table-4: Lists of Abbreviations 
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